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Abstract

Federated Learning (FL) enables collaborative model training across multiple
clients while preserving data privacy. Traditional FL methods often use a global
model to fit all clients, assuming that clients’ data are independent and identically
distributed (IID). However, when this assumption does not hold, the global model
accuracy may drop significantly, limiting FL applicability in real-world scenarios.
To address this gap, we propose FLUX, a novel clustering-based FL (CFL) frame-
work that addresses the four most common types of distribution shifts during both
training and test time. To this end, FLUX leverages privacy-preserving client-side
descriptor extraction and unsupervised clustering to ensure robust performance and
scalability across varying levels and types of distribution shifts. Unlike existing
CFL methods addressing non-IID client distribution shifts, FLUX 1) does not require
any prior knowledge of the types of distribution shifts or the number of client clus-
ters, and ii) supports test-time adaptation, enabling unseen and unlabeled clients
to benefit from the most suitable cluster-specific models. Extensive experiments
across four standard benchmarks, two real-world datasets and ten state-of-the-
art baselines show that FLUX improves performance and stability under diverse
distribution shifts—achieving an average accuracy gain of up to 23 percentage
points over the best-performing baselines—while maintaining computational and
communication overhead comparable to FedAvg.

1 Introduction

Federated Learning (FL) [1-4] is a distributed and privacy-preserving Machine Learning (ML)
paradigm that enables multiple isolated clients to collaboratively train models without sharing their
private local data. Traditional FL. methods often use a global model to fit all clients’ data [1, 5, 6],
assuming that clients’ data are independent and identically distributed (IID). However, this assumption
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Figure 1: Types of data distribution shifts. (a) Feature distribution shift: two subsets differ in feature
distributions, while label distributions are similar. (b) Label distribution shift: two subsets differ in
label distributions, while feature distributions (for each class) are similar. (c) P (Y jX) concept shift:
two subsets share the same feature distributions but differ in label distributions. (d) P (XjY ) concept
shift: two subsets share the same label distributions but differ in feature distributions.

rarely holds in practical FL scenarios, where clients often exhibit distribution shifts due to holding
non-IID data' [7, 8]. Such heterogeneity can significantly degrade the performance of the global
model, limiting the effectiveness of FL in real-world applications [9].

To address this problem, both Clustered Federated Learning (CFL) [10, 11] and Personalized Feder-
ated Learning (PFL) [12, 13] have been proposed. These approaches relax the global model constraint
by adapting models to subsets of clients with homogeneous data distributions—via clustering in
CFL or client-specific personalization in PFL. Despite their promise, existing methods address
only specific forms of heterogeneity (e.g., feature or label shift), and often fail when multiple or
unforeseen shifts occur [12—17]. Many rely on impractical assumptions, such as prior knowledge
of the optimal number of clusters [11, 15, 16, 18], and incur high communication and computa-
tional overhead [13, 14, 17, 18]. Crucially, most methods assume that test-time clients have already
participated in training and contributed labeled data [11-19]. This assumption breaks down in
realistic deployments, where unseen and unlabeled clients may appear post-training with unknown
data distributions. To overcome this limitation, Test-Time Adaptive FL (TTA-FL) methods have
emerged to adapt pre-trained models to the distribution of test-time clients without requiring labeled
data [19, 20]. However, they typically assume a single starting global model and rely on online
adaptation procedures or extra interactions with the client, limiting their practicality and robustness
in deployment.

To address these challenges, we introduce FLUX (Federated Learning with Scalable Unsupervised
Clustering and Test-Time Adaptation), a novel clustering-based approach that efficiently handles data
heterogeneity in FL under minimal assumptions. Qur key contributions are:

* We propose FLUX to address four common types of data distribution shifts in FL: feature shifts,
label shifts, P (Y jX)-concept shifts, and P (XjY )-concept shifts. Unlike most existing frameworks,
FLUX does not require prior knowledge of unseen data distributions or the number of clusters.

* We empirically demonstrate that FLUX supports test-time adaptation by assigning previously
unseen and unlabeled clients to the most suitable cluster models. FLUX consistently outperforms
10 state-of-the-art (SOTA) baselines—including CFL, PFL, and TTA-FL—across four standard FL
benchmarks and two real-world datasets. Evaluations span a broad range of scenarios, covering the
four most common types of distribution shift, their combinations, and eight levels of heterogeneity
severity (from none to extremely high).

* We provide both theoretical bounds and empirical evidence that FLUX incurs minimal computational
and communication overhead compared to baselines and verify its scalability, enabling deployment
across a large number of clients while ensuring privacy guarantees.

To the best of our knowledge, FLUX is the first scalable and general-purpose FL framework explicitly
designed to address the four most common distribution shifts during both training and test time.

2 Background
Traditional FL under IID assumption. Traditional FL systems [1] consist of K 2 N clients,

while preserving data privacy. Each client k 2 K holds a private dataset x®;y® | a realization

"We refer to these clients as non-11D clients in the next sections.



of the random variablesX (K);Y (X) - drawn from the data distributioR (X ;Y (K)), Under 11D
assumptions, FL assumes IID data across clients AX,(K);Y )= P(X;Y ) for all k. Each

client holdss®®) 2 N samples, withk(® 2 Rs"’ 2z denoting feature vectors agél) 2 f 0; 1g8" U

the corresponding labels, whezés the number of features amdthe number of classes. In each
round, clients independently update local paramet&’2 (<) RP by minimizing a local loss on

their private data, witlp the number of parameters. After local training, clients send their updated
parameters to the server, which aggregates them using a permutation-invariant method, typically
FedAvq[1]. The aggregated global models broadcast back to clients to initialize the next round,

and the process repeats until convergence taninimizing the overall risk across client distributions:

X X _
= arg max logP yjx; : Q)
k=1 (xy )2 (x(k)y )

Distribution shifts. Real-world FL tasks involve clients with a combination of distribution shifts,
driven by factors such as geographic and demographic variations, or even adversarial attacks. While
distribution shift has been studied extensively in centralized settings [21—24], it remains a relatively
new challenge in FL. The FL community has developed numerous approaches—such as FedNova
[25], FedProx p], and FedDyn 26]—to mitigate data heterogeneity, but these methods typically
address only speci c aspects of the non-IID challenge. This limitation is further exacerbated by
the fact that the server has limited knowledge and control over client data distributions due to data
isolation. Below, we outline four typical types of FL distribution shifts, as illustrated in Figure 1:

« Feature distribution shiftmarginal distribution® (X) vary across clients.

« Label distribution shift marginal distribution® (Y) vary across clients.

» Concept shiffsame features, different label): conditional distributi® (¥ jX ) vary across clients.
» Concept shif(same label, different features): conditional distributi®{X jY) vary across clients.

Unlike centralized training, FL clients, particularly in cross-device scenarios, often operate on devices
with constrained computational resources. These limitations restrict both the computational capacity
for training and the complexity of deployable models, reducing their ability to capture diverse and
complex data distributions across clientg,[16]. As a result, the trained models may lack suf cient
expressiveness, adversely affecting both performance and generalizability [14].

Clustered Federated Learning. To address distribution shifts in federated environments, CFL
extends traditional FL by partitioning the overall training data across clientsvintd N distinct
clusters. Each cluster is associated with a unique data distribR{(i¥n, ; Ym ) such that all data

of cluster-assignment vectors, where edéh 2 RM represents the degree of membership of client

k to each oM clusters, and satis es mzl ci¥) = 1. Based on the nature of cluster assignments,
we de ne two CFL frameworkssoft-CFLandhard-CFL (see Appendix A.1.1 for more details).

In soft-CFL, the vectors ot®) are fractional values if0; 1], re ecting probabilistic membership
across clusters. In contrabard-CFLrequires that eactf®) be a one-hot vector, i.ec{k) 2 f 0; 1g™ ,
meaning that clienk is assigned exclusively to a single cluster. Under hard-CFL, the clieft set

is partitioned into disjoint subsets corresponding to the different clusters, and within each cluster
m, traditional FL is employed to optimize a dedicated modg] ensuring that the conventional

FL assumptions hold locally for the data drawn fr&(X ,; Y, ). Formally, CFL seeks to jointly
optimize the model parameters and the cluster assignments as follows:

M k) AK X X K .
fnOnaifc® gy =arg  max o logP yjxi m (2
FomOman 190k g k=t ()2 (x () y )y

3 CFL Challenges and Problem De nition

Limitations and challenges in current CFL approaches. As summarized in Table 2, existing CFL
methods fail to satisfy several key FL requirements. Most lack a robust mechanism for assigning
clusters at test time—especially for unlabeled clients—and are not evaluated across all four types



of non-IID shifts. Moreover, methods such d$][11] require prior knowledge of the number

of distributions or clusters before initiating FL training (i.&1, ), which is often impractical in
real-world applications. Additionally, most approaches impose signi cant computational burdens,
either on the server sid&4] or the client side17], and demand increased communication costs if
multiple models are transmitted]. These limitations hinder scalability, particularly as the number

of clients or potential clusters grows, a common scenario in real FL deployments. For this reason,
we opted for a hard-CFL approach: unlike soft-CFL methods, which require maintaining multiple
models per client and learning personalized weight vectors (hindering ef ciency and generalization
to unseen clients), hard clustering provides a more scalable and deployable solution. A more detailed
comparison among our work and baselines is provided in Appendix E.2.

Problem statement. We consider an FL setting witk clients. Each clienk holds a private
dataset x(K); y(®)  drawn from one oM unknown data distributionsP (X ; Ym)gM-, , where

1 M K. Our objective is to (i) determine the number of clustérs(ii) identify the cluster
assignmen€, so that all clients in clustan have (approximately) [ID data from the same distribution
P(Xm;Ym), and (iii) optimize the model,, for each clustem. At test time, our goal is to assign

any newly arriving, unlabeled client to the best- tting cluster-speci ¢ modgl Crucially, no prior
knowledge of the underlying data distributions or the number of distribution shifts is required; both
M andC are learned from the clients' data. The methodology must ensure that the solution is as
scalable as traditional FedAvg and maintains the same privacy level.

4 FLUX

In this work, we propos€&LUX, a robust, computationally ef cient, and scalable CFL framework

that handles all four types of data distribution shifts without requiring prior knowledge of client
data. This section introduces the theoretical foundatiorfa ok, using a probabilistic graphical

model to represent the relationships among client distributions, descriptors, and cluster assignments,
enabling decomposition into independently optimizable objectives (Section 4.1). We then present the
operational pipeline of EFux, designed for adaptability and real-world utility (Section 4.2).

4.1 Probabilistic Modeling and Optimization Objectives

FLux aims to predictY (K) from X () using a
cluster-speci ¢ model parameterized by, where

m 2 m depends on the cluster to which client
k is assigned. During training, each client learns a
local model () 2 (K) based on its private dataset.
From these data, it then constructs a compact de-

i (k) (k) i -
scriptord™’ 2 D/ via a feature extractor pa Figure 2:FLUX's PGM. Solid line data gener-

rameterized by 2 , whichis designed to capture t hanisrDashed lineinf di
the essential information of the client's data distrfiL Ing mechanismuashed line Inferénce direc-

bution. After collecting the descriptofel(gk_,  tlon- Gray line: present only during training.
from all clients, the server applies an unsupervised clustering algotithmarameterized by 2

to obtain the cluster assignmerit§¥)gf_, . These assignments allow the aggregation of local
models into cluster-speci ¢ models, , each optimized to generalize well across clients in cluster

We formalizeFLux as a probabilistic graphical model (PGM) capturing dependencies among
variables. Each clierk contributes to the joint distribution via its dat& (<); Y (k)), descriptoD (¥,
and cluster assignme@tk) . Figure 2 illustrates the global structure, which factorizes per client as:

P(CO DMy x (0. (0. )= p pRjck. p y®.x0p0. p yjx®.
— {2y iz H 2

L
clustering descriptor extractor local classi er

}

Each element in the decomposition represents a distinct componentgf F

o P(Y®jx & () (local classi er): Each clienk models its joint distribution, which factor-
izes asP (YK jx (K); ()p (X (K)), SinceP (X () is independent of (), each client locally
learns the predictive model by minimizing the corresponding negative conditional log-likelihood.



« P(Y®):X (DK (descriptor extractoy. A feature extractor with parameters maps
the high-dimensional daa (*);X (V) to a compact descriptd (). At test time, onlyX () is
available, i.e.P (D™ jo;x K): ) . Parameters are learned on the client side (Section 4.2.1).

« P(D®jc®;) (unsupervised clusteringThis term models the probabilistic assignment of

clients to clusters based on their extracted descriptors. It is parameterized by an unsupervised
clustering algorithnJ with parameters (see Section 4.2.1).

After clustering, the server aggregates local models into cluster-speci ¢ parameteoy determin-
istically combining assignmenf<C®) gwith f (K)g. This hierarchical decomposition disentangles
the overall optimization into distinct sub-problems—clustering, descriptor extraction, and local
classi cation— each of which can be optimized independently as follows:

X h
f &gk, ; =arg max logP d® j c;
fotogk o k=1 .
X X I
+ logP y;xjd®); + logP yjx; ® : (3)
(xy 2(x (k) y kD) (xy (xR y kD)

4.2 FLux Pipeline

Figure 3 provides an overview of te uXx pipeline, illustrating how its components translate theoret-

ical models into actionable strategies. This subsection details the pipeline's mechanisms during both
training and inference phases. During training (Section 4.EL1)X securely extracts representative
descriptors from client data which are then used to cluster clients with similar distributions in an
unsupervised manner to accommodate data heterogeneity. During the inference phase (Section 4.2.2),
FLuX assigns trained models to unseen clients by matching their data distributions to the closest
clusters without requiring labeled data, ensuring adaptability in real-world scenarios.

Figure 3: Overview of the FLux framework for ef cient unsupervised CFL. FLuX operates
without prior knowledge of client data, handling distribution shifts and optimizing cluster-speci c
model assignment to unseen, unlabeled clients at inference.

4.2.1 Training Phase

The training phase is designed to address all four types of data distribution shifts—feature distribution
shifts, label distribution shifts (Y jX )-concept shifts, an@ (X jY)-concept shifts. To identify

these shifts, we extract representative descriptors that capture the key statistical characteristics of
each client's labeled data, thus approximating the relevant data distributions for clustering.

Descriptor extractor. Consider a set dfl data distribution§ P (X ; Ym)gM_, , where each client
holds data sampled uniformly from one of thk distributionsP (X ,; Y, ). We de ne the descriptor
extractor: RS @*w i RL (L s (z+ u)), parametrized by , that maps a local
datase{x™);y( ) P (X Ym) to adescriptod®) = (x*);yk): ) Forany two client pairs
k; andk,, the extractor must satisfy the requirements below:

(R1) Distribution delity. The function is designed to approximate a reference distdh¢e.g.,
Jensen—Shannon or Wasserstein distance) between the corresponding distributions:

kdks)  dk2k, D p(xko);ykiy. p(xka): ylka)) 4)



In other words, the extractor maps similar joint distributions to nearby descriptors and
dissimilar ones to distant descriptors.

(R2) Label agnosticismA sub-vectord®)  d®) must be computable without any labels:
d .= x®.0; 2RP; p L (5)

enabling descriptor extraction and similarity matching at test time. The sub-w¥¢foencodes
the marginal characteristics of the input distribution based solely on the feaftites

(R3) CompactnessThe function introduces minimal overhead relative to vanilla FL: its com-
putational cost is negligible compared to a single local training epoch, and the descriptor
dimensionalityl satisesL  p (typicallyd=p 10 2), ensuring that the additional commu-
nication cost remains marginal relative to the model updatepsize

Practical implementation.To capture all four shift types, we factorize the joint distribution as
P(X;Y )= P(Y j X)P(X) and design to encode the margin& (X ) and conditionaP (Y j X)
separately. Appendix C.4 details how this design enables detection of feature, label, and both concept-
shift variants, together with the step-by-step implementation. Concretely, each clients'dasa

rst mapped to a latent space by the shared encbgeiR?! RY with parameters, then compressed

by a client-invariant reduction,; | : RY! R' (v ), parametrized by (e.g., a shared PCA tted

on synthetic reference points, witk 10):

Z0 = fe(x®; ) (6)

To capture the marginal distributidd(X ), we compute the rst two moments of the reduced

latents—mean ) and covariance (). To capture the conditional distributid®(Y j X), we

compute the class-conditional momehts; {“gV_, . The full descriptod®) 2 RAU*D ! s
obtained by concatenating all marginal and conditional moments:

d® =, o, K K o (o @
This instantiation meets every requirement: (R1) the mapping is provably Lipschitz-equivalent to
the 2-Wasserstein metric, withk 1:1 on MNIST and (an& 0:54 under Jensen—Shannon); (R2)
the label-agnostic sub-vectd®®) effectively capture® (X ); (R3) it adds negligible compute and
a communication ratib=p 3:5 10 3. Theoretical justi cations, motivation, and further details
appear in Appendices C.1, C.3, and D.1. Additionally, differential priv@@y¢an be seamlessly
plugged intod®®) without affectingFLux accuracy (see Appendix C.2). An ablation study and
pseudocode are provided in Appendix F.6 and Algorithm 1.

Unsupervised clustering. In real-world FL settings, prior knowledge of client data distributions is
rarely available. To address this, we propose using an unsupervised clustering method that determines
the proper number of clusteks and assigns each client to its corresponding cluster based on their
descriptors. Formally, given the set of client descripfal’gk_, and a clustering algorithro
parametrized by, the cluster assignmen@are computed as:

C=u@d®;d@;:::;dK): ) (8)

In our implementation, we design an adaptive density-based clustering method that automatically
determines the number of clusters present. Speci cally, we extend DBSCAN by estimating the
parameter through elbow detection on the sorted second—nearest neighbour distance curve, calibrating
it with a dataset-speci ¢ scaling factor, and reassigning noise points as singleton clusters to ensure
every client is represented (see Appendix D.2 for details). Nonetheless, our formulation is agnostic to
the choice of clustering method, provided it is unsupervised: in Appendix F.6.2, we report ablation
studies with alternative clustering strategies, showing that our descriptors consistently enable robust
client grouping regardless of the clustering algorithm, and in Appendix D.3, we provide illustrative
examples of how the clustering process operates in practice.

4.2.2 Inference Phase

During inference, newly joining test clients require access to trained models. As these clients lack
labeled data, we propose a mechanism that assigns test clients to the most suitable cluster-speci c
model based solely on their feature distributions. This approach optimizes inference process by
leveraging the clustering structure learned during training.



Test-time cluster assignment. For each test clieng, only feature-based descriptors can be
extracted, as label information is unavailable. By ful lling (R2), the descriptor extracthirectly
yields the label-agnostic descriptor@®® = (x(9;0; ), which encodes the marginal distribution.
Consequently, with information solely from the feature spa€¥ ), P (Y jX )-concept shifts cannot

be solved during test time, &4 X ) across clients is identical (same input features, different labels).

Precisely, in our implementatiod®® =[ (¥ (P12 R?'. Each clustem identi ed during training

is associated with a centroig,, computed as the mean of the sub-vect#8 of all clientsk in

that cluster. To assign a test clignto a cluster, we then compare its descript®f) with the cluster
centroids , using a similarity metric that measures proximity (e.g., Euclidean distance). The
client is assigned to the cluster with the closest centroid according to the chosen metric:

in - (d@ ) 9
9

c@=arg m
m2f 1

This assignment ensures that the cligoises the cluster-speci ¢ mode|l that is most representative
of its feature distribution. We provide the pseudo-code for our implementation in Algorithm 2.

5 Results

This section presents the experimental setup and results from two primary scaling experiments, analyz-
ing FLux performance under varying non-lID levels (Section 5.2) and an increasing number of clients
(Section 5.3). These experiments evaluate and compare the scalability, robustness, and adaptability of
FLux against SOTA baselines across diverse distribution shifts and client con gurations.

5.1 Experiment Settings

Non-1ID dataset generation. We use six publicly available datasets in our experiments: MNES], [
Fashion-MNIST (FMNIST) 29], CIFAR-10, CIFAR-100 B(]; and two real-world datasets, CheX-

pert [31] and Of ce-Home B2]. To simulate non-11D conditions in FL, we empl@NDA a publicly
available toolkit that enables data operations such as class isolation and label swapping. See Ap-
pendix B.1 for details on thANDAand the datasets partitioning strategy.

Baseline algorithms. We evaluate our approach against ten baselines listed in Table 2, including Fe-
dAvg [1], CFL [14], IFCA [15], FeSEM [L8], FedEM [16], FedRC [L1], FedDrift [17], pFedMe [L2],

APFL [13], and ATP RQ]. Full baseline descriptions are provided in Appendix E.1; experimental
setup, hardware, models, and hyperparameter con gurations are detailed in Appendices B.2 and B.3.

5.2 Robustness Across Different Types and Levels of Data Non-lID Heterogeneity

Superior performance of FLUX across
varying heterogeneity levels and datasets.
We benchmark-Lux against SOTA base-
lines across four shift typesP{X ), P(Y),
P(YjX),andP (XjY)—each instantiated at
eight increasing non-IID levels. Full setup
and results are detailed in Appendix F.1. Fig-
ure 4 reports the average accuracy across
shift types on MNIST (results for FMNIST,

CIFAR-10, and CIFAR-100 are provided ing;, e 4. Mean accuracy and standard deviation
the Appendix F.1), h|gh_||ght|ng p_erfqrmanc cross heterogeneity levels for MNIST.
trends as heterogeneity severity increases.

FLuXx consistently achieves robust performance across the heterogeneity spectrum, matching or
exceeding PFL methods under the simpli lkidown associatiomondition—where test-time cluster
assignments are assumed to be known—while maintaining high accuracy and stability even in the
more realistidest phasgwhere such information is unavailable. Notalify,ux yields absolute
accuracy gains of up to 12.4, 23.0, 7.0, and 3.0 percentage points (pp) over the best-performing
baselines on MNIST, FMNIST, CIFAR-10, and CIFAR-100, respectively. Table 1 summarizes the
results for each dataset, averaging performance across all heterogeneity levels. In the test phase
setting,FLUX consistently outperforms all baselines, improving accuracy by up to 7.84, 11.86, 2.17,



and 1.5 pp over the best-performing baselines—CFL on MNIST and FMNIST, IFCA on CIFAR-10,
and FeSEM on CIFAR-100, respectively. Even under the simpli ed known association s€tting,
matches or surpasses the best methods on MNIST, FMNIST, and CIFAR-100. On CIFARJ1O,
slightly trails PFL methods—expected, as they are ne-tuned on the same client distributions seen at
test time—nbut their performance drops sharply on unseen clients. By contrast, ATP—an unsupervised
test-time adaptation method—shows instability and underperforms compdredxg particularly

on complex datasets like CIFAR-100, where adaptation often leads to overcon dent but incorrect
predictions. Furthermoré&Lux-prior, which applies K-means clustering with the true number of
clustersM (oracle knowledge), sets a new CFL benchmark by achieving the highest accuracy across
datasets and evaluation conditions. It is worth noting that most CFL baselines rely on this cluster
information (Table 2), signi cantly simplifying their clustering process. Appendix F.3 further shows
FLUX's robustness when multiple shift types occur simultaneously.

Robust performance on real-world datasets. To assess real-world applicability, we evaluate
FLUX on the CheXpert dataset under three naturally occurring levels of non-11D heterogeneity (see
Appendix F.4 for details), and the Of ce-Home dataset under four inherent domains. As CheXpert
is a multi-label classi cation task, we report macro-averaged ROC AUC. Results summarized in
Table 1 show thaFLuXx consistently outperforms all baselines in both khewn associatioup

to 8.5 pp over the best-performing baseline, APFL) tasi phaseettings (up to 17.5 pp). On the

Of ce-Home datasetFLUX attains competitive performance, closely matching APFL inkii@wvn
associatiorsetting and outperforming all baselines in thst phasdy up to 1.3 pp. In contrast, most
metric- and parameter-based CFL methods collapse to a single global model, failing to capture subtle
real-world distribution shiftsFLux performance closely matches thatrafux -prior, underscoring

the effectiveness of our learned descriptors and unsupervised clustering strategy—even without access
to the true number of clusters.

Dataset MNIST FMNIST CIFAR-10 CIFAR-100 CheXpert Of ce-Home

Algorithm Known A. Test Phase Known A. Test Phase Known A. Test Phase Known A. Test Phase Known A. Test Phase Known A. Test Phase

FedAvg 809+20 856+21 655+2.6 68.8+27 309+21 319+23 338+20 380+23 56.1+10 56.1+1.0 37.1+09 37.1x0.9
IFCA 84.1+75 782+54 724+52 635+49 383+25 366+23 36.1+41 386+29 585+04 585+04 328+81 29.6+75
FedRC 475+51 499+45 543+50 557+53 17.3+22 17.2+24 33.8+12 379+11 588+04 58.3+04 222+28 222+28
FedEM 48.3+50 50.0+45 557+52 56.0+52 180+23 175+24 348+11 380+11 585+04 585+04 284+23 288+18
FeSEM 87.8+3.1 828+3.7 71.9+3.7 66.2+4.4 365+27 353+25 356+24 39.8+18 59.0+04 583+04 27.0+29 258+18
FedDrift ~91.1+29 65.1+3.7 80.7+21 51.1+26 351+26 321+22 395+31 265+18 616+06 61.6+x06 39.5+40 346+4.1

CFL 81.3+18 86.1+19 66.0+28 694+3.0 322+21 33.2+23 346+15 386+1.6 585+04 585+04 31.3+33 21.0+15
pFedMe 955+0.3 N/A 81.9+12 N/A 424+1.1 N/A 36.1+2.1 N/A 69.4+0.2 N/A 30.9+23 N/A

APFL 955+0.3 84.7+24 819+16 69.2+2847+1.1 36.6+2.1442+17 37.3+0.8 723+0.2 640+0435+2.1 36.7+0.4

ATP N/A 85.6+1.8 N/A 68.4+29 N/A 33.6+2.2 N/A 375+15 N/A N/A N/A 37.9+0.9

FLUX 925+29 940+£22 794+28 81.2+27 386+23 38733 41.7+2.0 41.3#84+0.3 786+0.9 39.2+0.239.2+0.3

FLux-prior 95.8+0.3 95.7+1.7 81.9+12 833+£140.1+16 39.3+3.1428+12413+£3.2793+03785+£09432+31 38911
i

Table 1: Overall performance on MNIST, FMNIST, CIFAR-10, CIFAR-100, Of ce-Home
(accuracy), and CheXpert (ROC AUC). Known A: Known AssociationN/A: Not available.

Figure 5:Mean accuracy and standard deviation on MNIST dataset with varying numbers of
clients. Left: known associatiogondition, where test-time cluster associations are available. Middle:
test phaseondition, where cluster associations are inferred. Right: training time per 10 rounds.



ALL TEST NO CLUSTER Low comm. Low comP Low comr

ALGORITHM CAT. SCALABILITY

NON-1ID  ADAPTATION  NUMBER PRIOR cosT COST(SERVER)  COST(CLIENT)
FEDAVG [1] N/A N/A N/A N/A X X X X
IFCA [15] CFL X
FESEM [18] CFL X X
FEDEM [16] CFL X
FEDRC [11] CFL X
FEDDRIFT[17] CFL X X
CFL [14] CFL X X X
PFEDME [12] PFL X X X X
APFL [13] PFL X X X X
ATP [20] AFL X X X X X
FLux CFL X X X X X X X

Table 2:Qualitative comparison of FLUx and baselines Cat.: FL categoryAll non-1ID : designed
to tackle all four non-IID typesTest adaptatiort adapt to unseen, unlabeled cliento cluster
number prior : not required knowledge of distribution numbek®w comm. cost relatively low
communication cost (comparable to FedAvgipw comp. cost (Server/Client) relatively low
computational cost on server/client side (comparable to FedSaglability: scales ef ciently with
large client numberdN/A: not applicable X : property satis ed. : property conditionally satis ed.

5.3 Scalability and Ef ciency Across Increasing Numbers of Clients

FL is designed to jointly train models across millions of clients with limited computational resources
and memory. This necessitates ef cient and lightweight methods capable of handling numerous data
distribution shifts (i.e., clusters). To evaluate scalability, we measure the accuracy and training time
of FLux and the baseline methods by increasing the number of clients from 5 to 100 (Figure 5). Due
to prohibitive memory and computational costs (see Appendix B.3), FedDrift and CFL could not be
evaluated with 100 clients. Detailed experimental setup and results are provided in Appendix F.2.

FLuUX maintains high accuracy with increasing numbers of clients and clusters, demonstrating
adaptability to large-scale FL. Figure 5 shows that accuracy generally decreases for all methods,
con rming that as the number of clients—and therefore clusters—increases, clustering becomes
more challenging due to the presence of numerous diverse data distributions, reduced training data
per cluster, and the higher aggregation divergence inherent to FL. DespitELthis,and FLUX -

prior maintain consistent accuracy in both evaluation settikgewn associatioandtest phasg
outperforming baselines, which exhibit signi cant accuracy degradation as the number of clients
increases. During thiest phasgFLUX sustains consistent accuracy above 84%, whereas the closest
baseline, APFL, declines to over 70%.

FLux demonstrates scalability and ef ciency with minimal computational overhead. We
further evaluated the ef ciency dfLux by measuring the overall training time as the number of
clients increased. As illustrated in FigureFs,ux shows training times comparable to FedAvg, with
only minor differences in execution time (on the order of seconds). The ef cienEy ok stems
from its minimal modi cations to the traditional FedAvg framework. Speci cally, the additional costs
introduced byFLuUx—primarily in the communication step and clustering process—are negligible
relative to the total costs of model parameter transmission and aggregation. The communication
overhead is proportional to the length of the descriptQr fhich is signi cantly smaller than the
total model sizel(=p 3:5 10 3). Similarly, the clustering cosQ(L log(L))) is substantially
lower than the aggregation co8(N¢ient )). Notably, the computational time of the fastest CFL
baseline, FeSEM, is more than 4 times that bb ¥, while the slowest, FedDrift, requires over 300
times the computational time ofLBX. Further details are provided in Appendix E.2.

6 Discussion and Related Works

Clustered Federated Learning. CFL partitions the overall client data into clusters based on training
behaviors or data distributions, serving as a middle ground between PFL and traditional FL. By
aggregating within clusters, CFL can potentially accelerate model convergence and mitigate local
over tting. CFL methods are typically categorized as hatd, [L5, 17, 18] or soft-CFL [11, 16],

and further distinguished by their clustering principle®etric-based15-17, 33, 34] or parameter-
based[11, 14, 18, 35]. Metric-based CFL (e.g., loss-based) may miscluster clients with similar
empirical risks but divergent loss distributions, showing that a single loss value is insuf cient for
reliable clustering. Likewise, feature-based metrics such as frequency coef cBdhtsahnot



distinguish clients with different conditional distributions but identical marginals. Parameter-based
CFL may misgroup models due to permutation invariance and overparameterization, assigning
identical functions with different parameters to separate clusters or vice B8is#n contrast,FLUX
introduces a descriptor-based clustering paradigm, where descriptors approximate the 2-Wasserstein
distance and jointly capture both marginal and conditional properties of client data, a capability
essential for handling all four types of distribution shift simultaneously.

Personalized Federated Learning. PFL [10, 13, 37-53] reframes FL as a client-centric opti-
mization, learning a distinct model for each client to address data heterogeneity. PFL methods
include ne-tuning a shared global model via additional local updates or meta-leafriingj 38];
model-decoupling approaches that split networks into shared and client-speci c components or adapt
batch-norm layersl[3, 39-42); and regularization-based methods that add proximal or penalty terms
linking personalized and global parametet8, b4, 55]. While effective with ample labeled data,

PFL demands hyperparameter tuning, adds on-device compute and memory overhead, and—being
inherently supervised—cannot tackle unseen or unlabeled clients or distribution shifts at test time.

Test-time Adaptive FL. TTA-FL tackles post-deployment distribution shifts by adapting a pre-
trained global model to each client's unlabeled test data using unsupervised objectives—e.g., entropy
minimization [L9, 20, 56] or contrastive losse$f, 58]. Without labels, these objectives are ill-
conditioned: entropy minimization often yields overcon dent mispredictions under concept shift, and
contrastive losses can collapse on small or imbalanced batches. To enhance stability, recent works
restrict adaptation to a few parameters (e.g., interpolation weights) [19]. However, they still depend
on supervised pre-training of personalized components, rendering them unsuitable for truly test-only
clients. A more detailed discussion of these methods is provided in Appendix A.1.2.

7 Limitations and Future Works

FLUx has two primary limitations. First, to obtain statistically robust descriptors of client data
distributions, a suf cient amount of diverse training data is required, with the exact quantity depending
on the variability of the underlying data distributions. Secdfd)x operates as a one-shot CFL
framework, which does not account for dynamic scenarios where client data distributions evolve over
time (i.e., distribution drift). Nonetheless, the ef ciency and simplicityrafux make it well-suited

for dynamic implementations. The clustering process can be repeated whenever a drift occurs within
a subset of clients, with the new clusters being assigned to the closest existing cluster-speci ¢ models
(see Appendix D.3). Building on this potential, we plan to extEndx to support dynamic scenarios,
enabling adaptive clustering and model updates to address evolving client data distributions.

8 Conclusion

In this work, we proposeBLUX, a novel FL framework that addresses the four most common types of
data distribution shiftsf (X ), P(Y), P(YjX), andP (X jY)) without requiring any prior knowledge

of client data distributions, such as the number of clusters. By leveraging client-side extraction
of representative descriptors and an unsupervised clustering appfaach,achieves superior
performance and robustness across varying levels of heterogeneity and increasing numbers of clients.
Unlike existing methods-LUX enables testing-time association, allowing unseen and unlabeled
clients to utilize the most suitable cluster-speci ¢ model obtained during training, addressing a
critical gap in real-world FL applications. Moreovdf, . Ux incurs minimal computational and
communication overhead, comparable to FedAvg, making it scalable and practical for large-scale FL
deployments. Our results establishux as a exible, scalable, and robust solution for FL, paving

the way for more practical and adaptable frameworks in decentralized and privacy-preserving ML.
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A Related Approaches to Distribution Shift

A wide range of methods has been proposed to address data heterogeneity in FL, which can be
grouped into three main categories—clustered FL (CFL), personalized FL (PFL), and test-time
adaptive FL (TTA-FL). Below, we summarize each category's key principles and limitations.

A.1 Clustered Federated Learning

CFL assumes the presencawfdistinct data distributions within the federation and aims to learn one
model per distribution. Existing CFL methods can be categorized byc¢hsstering strategy-either

as hard or soft clustering—and by the underlytigstering principle namely metric-based or
parameter-based (gradient-based) approaches.

A.1.1 Clustering Strategy: Hard vs. Soft CFL

In Equation 2, we introduced a general de nition of CFL that uni es hard- and soft CFL under a
single framework. This formulation follows standard mixture-model derivations: soft-CFL de nes
client assignments’) as probability vectors, while hard-CFL is the special case wtéteeduces

to a one-hot vector. Hence, Equation 2 can be seen as a surrogate objective derived from the soft-CFL
likelihood via the standard Jensen lower bound, subsuming both variants under a single expression.
This appendix explicitly presents the optimization problems for hard-CFL and soft-CFL, as is standard
in the literature, to provide greater clarity on their speci ¢ formulations.

» Hard-CFL assigns each cliekt2 K to exactly one cluster based on prede ned criteria or similar-
ity measures. Therefore, each clusigris a subset oK, i.e.,.c,, K foralm2f1;:::;Mg.

Additionally, the clusters are disjoint and collectively exhaustive, satisfyiﬁﬂgl ¢m = K and

¢tm \ ¢, = ; forallm 6 n. This means that each clustgf includes a distinct subset of clients

with similar data distributions, allowing the hard-CFL framework to train specialized models
tailored to each cluster's speci ¢ data distribution. Formally, hard-CFL seeks to jointly optimize
the model parameters and the cluster assignments as in Equation 10. This formulation ensures that
each cluster-speci ¢ model,, minimizes the risk for all clients within clustey, , and generally
suppose to know the number of clustits

X X
f mOw=1:C =arg max logP (yiX; m); (10)
FmOnet i Cm= ey )2 (xt0yh0)

» Soft-CFLallows clientsk 2 K to belong to multiple clusters with certain probabilities or weights,
accommodating scenarios where client data may exhibit overlapping distributions that can be
effectively modeled by a combination of speci ¢ models. Thetefore, each dienassociated

with aweightvector ) = f {;:::; (g where & 0and’ M_ & =1. This enables
each client to contribute to multiple cluster-speci c models based on weights. Mathematically,
soft-CFL seeks to jointly optimize the cluster-speci ¢ model parameftessgM -, and the

assignment weights (X gf_ as follows:

MoX X
fomon=r:f © gy =arg  max & 1ogP (yix; m);
Fmma T 90 mot ka1 ()2 (x0y00)

(11)
This formulation allows each client to be in uenced by multiple cluster-speci ¢ models, thereby
enhancing the exibility of cluster assignment. However, optimizing both cluster-speci ¢ models
and assignment weightsk) simultaneously poses additional computational and convergence
challenges, requiring alternative optimization techniq@& [Furthermore, soft-CFL is generally
not designed to handle unseen clients effectively, as determining assignment wéigjinésjuires
access to the training data of these clients [11, 16].

A.1.2 Clustering Principles: Metric-Based vs. Parameter-Based CFL

CFL can be further classi ed into two categories based on their clustering principktsic-based
CFL andparameter-based CFELTable 3 provides a categorization of some existing CFL frameworks
according to these principles.
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CLUSTERING PRINCIPLE FRAMEWORK

METRIC-BASED IFCA [15]
FEDEM [16]
FEDDRIFT [17]
FLIS [60]
FEDCE [61]
ACFL [62]
FLSC [63]
FEDGWC [34]

PARAMETER-BASED CFL [14]
FESEM [18]
FEDRC [11]
FL+HC [35]
AUTOCFL [64]
FLEXCFL [65]

Table 3:Summary of CFL frameworks categorized by clustering principles

» Metric-Based CFLThese algorithms assign cluster identities based on model losses or inference-
phase accuracy. Typically, the server broadclktsodels corresponding td clusters, and
each client selects the model that minimizes the empirical risk on its local data—essentially
identifying the closest model as its cluster. Alternatively, client-side loss or accuracy values
can be directly utilized by the server for clustering. However, this approach relies on highly
compressed information, which can lead to inaccuracies. For instance, two clients with distinct
data distributions might achieve the same accuracy by making errors on different samples, causing
them to be grouped in the same cluster.

» Parameter-Based CF[These algorithms perform clustering based on the parameters or gradient
updates of clients' models. When clients possess non-1ID datasets, local training epochs result
in diverging model parameter updates, which can be utilized for cluster identi cation. Two
common approaches for parameter-based CFL are: i) the server broddcasidels, and each
client selects the one closest to its updated model, and ii) the server directly clusters clients'
updated model parameters or gradients. However, relying solely on distance metrics for clustering
may also lead to inaccuracies, as such metrics provide overly condensed information, making it
challenging to differentiate intrinsically non-IID clients.

FLux explicitly employs a descriptor extractor to capture statistical characteristics of client data. It
does not fall neatly into either category, as it clusters based on data-distribution descriptors rather than
model parameters or compressed metrics. The closest related approach is HSL@&ith also
introduces descriptor-like summaries through label and pixel-value histograms. However, HACCS
lacks semantic and structural awareness (pixel statistics may not re ect task-relevant features),
requires labels at inference (preventing test-time adaptation), and produces descriptors whose size
grows with the number of labels and bins. Moreover, its histograms are human-interpretable, raising
stronger privacy concerns (e.g., revealing label distributions), and requiring strong differential
privacy. In contrasti-LUX leverages compact latent representations aligned with the classi cation
objective, which are non-invertible and task-relevant, enabling robust clustering across all four types
of distribution shift, and generalization to unseen clients. Numerical results comgparingwith

HACCS are provided in Section E.3.

A.2 Personalized Federated Learning.

PFL addresses client heterogeneity by shifting from a global objective to a client-speci ¢ optimization
framework, where each cliektlearns a tailored model optimized for its local data distribution. Instead

of enforcing a single shared model across all participants, PFL explicitly accounts for non-11D data
by enabling model personalization. Existing methods can be broadly classi ed into three categories:

» Fine-tuning. These approaches begin with a shared global model that is subsequently adapted
locally using additional gradient steps or meta-learning techniques to simplify personalization [
67, 38]. While conceptually simple, they often require careful tuning of hyperparameters and
suf cient local data to avoid over tting.

» Model decouplingThese methods separate the model into shared (global) and client-speci ¢
components, such as training a common backbone alongside global and personalize8%eads [
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13, 40, 19, 42]. Other variants adapt only batch-norm statisti¢§ [or allow for heterogeneous
encoder architecture$§]. These approaches enhance model expressiveness but incur higher
on-device memory and computational overhead.

» Regularization-basedl hese approaches personalize models by adding a regularization term that
encourages proximity between each client's local mod€l and the global model. A typical
formulation augments the local objective with a penalty temin «, L&) () + - ()

2; where controls the trade-off between personalization and global consisté@c$4].
While these methods offer smooth personalization, they often require tuning client-specic
hyperparameters and solving nested or bi-level optimization problems.

Although PFL methods are effective when suf cient labeled data is available on each client, their per-
formance degrades in low-data regimes. Moreover, they typically introduce additional computational
and memory overhead on the client side, and—being inherently supervised—are not applicable to
unseen, unlabeled clients that appear only at test time.

A.3 Test-time Adaptive Federated Learning.

TTA-FL targetspost-deploymendistribution shifts by adapting a pre-trained global model to each
client's unlabeled test data. Most approaches optimizgiperviseabjectives—such as entropy
minimization [L9, 20, 56] or self-supervised contrastive loss&g,[58—directly on the test set.
However, in the absence of labels, the resulting optimization landscape is often unstable: entropy
minimization can lead to overcon dent mispredictions under concept shift, while contrastive losses
may collapse on small or imbalanced test batches—a common constraint in FL deployment. To
improve stability, recent methods constrain adaptation to a small set of parameters (e.g., batch-norm
statistics or interpolation weights between global and personalized HE@jisNonetheless, these
models still require labeled data during training to learn the personalized components, limiting their
applicability to truly unseen and unlabeled clients at test time.

B Reproducibility & Implementation Overview

B.1 Datasets and Non-lID Generation Protocol

ANDA. For MNIST, FMNIST, CIFAR-10, and CIFAR-100, we generate the four most common
types of distribution shift usingNDA* (A Non-1ID Data generator supporting Any kind), a toolkit
designed to create reproducible non-1ID datasets for FL experimentation. It supports datasets MNIST,
EMNIST, FMNIST, CIFAR-10, and CIFAR-100, and facilitates ve types of data distribution shifts:
feature distribution shift, label distribution shiR,(Y jX ) concept shiftP (X jY) concept shift, and
guantity shift.

Figures 6 and 7 illustrate examples of MNIST and CIFAR-10 datasets under four distinct types of
data distribution shifts generated usiaiy DA

* In (a), the two clients experience different feature distribution shifts. Each image undergoes
one of three color transformations (blue, green, or red) and one of four rotadiqréf(,

180, or 270 ), with distinct distributions applied to each client. For instance, the rst client
has a higher proportion of blue images, while the second client has more red images.

« In (b), the clients experience label distribution shifts. Each client receives data from only
three classes. For example, in the MNIST dataset, the rst client has images of digits 0, 3,
and 6, while the second client has images of digits 1, 2, and 4.

* In (c), the clients exhibiP (Y jX )-concept shifts. Given identical feature distributions (e.g.,
image pixels), labels differ between clients. For instance, in the MNIST dataset, the rst
client labels the digit'1' as '1' and '2' as '2', whereas the second client labels '1' as '2' and
'2'as'l".

* In (d), the clients demonstra(X jY)-concept shifts. For the same label, different features
are applied. For example, in the MNIST dataset, the rst client applies a red hue to images
labeled '2', while the second client applies a blue hue to the same label.

In subsequent sections, we detail the speci c dataset generation settings employAdl v#h

*https://github.com/alfredoLimo/ANDA.git
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