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Abstract

High-quality public datasets significantly prompt the prosperity of deep neural
networks (DNNs). Currently, dataset ownership verification (DOV), which con-
sists of dataset watermarking and ownership verification, is the only feasible so-
lution to protect their copyright by preventing unauthorized use. In this paper, we
revisit existing DOV methods and find that they all mainly focused on the first
stage by designing different types of dataset watermarks and directly exploiting
watermarked samples as the verification samples for ownership verification. As
such, their success relies on an underlying assumption that verification is a one-
time and privacy-preserving process, which does not necessarily hold in practice.
To alleviate this problem, we propose ZeroMark to conduct ownership verification
without disclosing dataset-specified watermarks. Our method is inspired by our
empirical and theoretical findings of the intrinsic property of DNNs trained on the
watermarked dataset. Specifically, ZeroMark first generates the closest boundary
version of given benign samples and calculates their boundary gradients under
the label-only black-box setting. After that, it examines whether the given suspi-
cious method has been trained on the protected dataset by performing a hypothesis
test, based on the cosine similarity measured on the boundary gradients and the
watermark pattern. Extensive experiments on benchmark datasets verify the ef-
fectiveness of our ZeroMark and its resistance to potential adaptive attacks. The
codes for reproducing our main experiments are publicly available at GitHub.

1 Introduction

Deep neural networks (DNNs) have demonstrated their strong ability in widespread applications,
such as face recognition [1, 2, 3]. Currently, there are many (high-quality) public datasets, such as
CIFAR [4] and ImageNet [5], that can be easily downloaded and used. Arguably, their availability
is one of the key factors in the prosperity of DNNs, as developers can evaluate and improve their
models upon them. In particular, these datasets are usually only freely available for non-commercial
use since their collection and annotation are time-consuming and even expensive.

To the best of our knowledge, dataset ownership verification (DOV) [6, 7, 8, 9, 10, 11] is currently
the only feasible solution for protecting the copyright of public datasets. Specifically, DOV consists
of two main stages, including dataset watermarking and ownership verification. In the first stage,
dataset owners will introduce some imperceptible watermarked samples to generate the released
watermarked version of the original dataset, so that all models trained on it will have specific dis-
tinctive prediction behaviors on particular samples (i.e., verification samples) while having normal
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Figure 1: The overview of existing dataset ownership veri cation (DOV) methods and our Zero-
Mark. In the veri cation phase, existing DOV approaches directly exploit watermarked samples for
veri cation purposes. In contrast, ZeroMark queries the suspicious model with boundary samples
without disclosing dataset-speci ed watermarks to safeguard the veri cation process.

behaviors on standard testing samples. In the second stage, given the API of a suspicious third-party
deployed model, the dataset owners will detect whether it is trained on the protected dataset by
examining its prediction behaviors on veri cation samples.

In this paper, we revisit existing DOV methods. We nd that they all mainly focused on the rst stage

by designing different types of dataset watermarks, no matter whether their watermark is backdoor-
based [6, 7, 8] or not [9, 11]. All of them directly exploited watermarked samples as the veri cation
samples in their second stage. Accordingly, their success relies on an underlying assumption that
veri cation is a one-timeand privacy-preservingorocess. Otherwise, as the watermark pattern is
leaked during the ( rst) veri cation process, the malicious dataset users can easily remove the wa-
termark from the model trained on the stolen dataset or from the veri cation samples. However,
this assumption does not necessarily hold true in practice since adversaries can always update their
unauthorized models. As such, an intriguing and critical question ardestd we verify dataset
ownership without disclosing dataset-speci ed watermarks to ensure a secure veri cation rocess

The answer to the aforementioned problem is positive. In this paper, we rst delve into the intrinsic
property of DNNSs trained on the watermarked dataset. We empirically and theoretically demonstrate
that the gradient of watermarked models calculated upon the closest samples located at the decision
boundary (dubbed “boundary gradient’) has a similar direction to their corresponding watermark
patterns, measured by their cosine similarity. Speci cally, the distribution of cosine similarity of
the watermarked model on the dataset-speci ed target class has signi cantly larger values than that
of the remaining (benign) classes. In particular, samples located at the decision boundary (dubbed
“boundary samples’) of watermarked DNNs contain limited information about the dataset-speci ed
watermarks, measured by several metrigg{ mutual information). Motivated by these intrigu-

ing ndings, we propose to conduct dataset ownership veri cation with closest boundary samples
instead of samples containing dataset-speci ed watermarks (as shown in Figure 1). We call this
method as ZeroMark. Speci cally, our ZeroMark has three main steps. In the rst step, ZeroMark
generates the closest boundary version of given benign samples. The second step calculates the
boundary gradients of generated closest boundary samples based on the Monte Carlo method. Both
steps are conducted under the label-only black-box veri cation setting, where dataset owners can
only query the suspicious model with veri cation samples via API and get its predicted labels. In
the third step, ZeroMark examines whether the given suspicious method has been trained on the pro-
tected dataset via a hypothesis test, based on the distribution of cosine similarity measured between
the boundary gradients and the corresponding watermark pattern.

In conclusion, our main contributions are four-fo{d) We revisit existing DOV methods and reveal
their underlying assumption regarding the veri cation phase. It does not necessarily hold, hinder-
ing the protection of dataset copyrigh?) We empirically and theoretically discover an intrinsic
property of watermarked DNNs regarding boundary samples, ¢hose located at the decision
boundary).(3) We propose a simple yet effective methae@:( ZeroMark) to verify dataset own-
ership without disclosing dataset-speci ed waterma(k3 We conduct experiments on benchmark
datasets, verifying the effectiveness of ZeroMark and its resistance to potential adaptive methods.

2 Related Work
2.1 Data Protection

Classical Data Protection.Data protection is a classical and signi cant research area, which aims
to prevent unauthorized data usage or protect private data. Existing classical data protection con-



sists of three main categories, includifi encryption,(2) digital watermarking, and3) privacy
protection. Speci cally, encryption [12, 13, 14] encrypts the sensitive data so that only authorized
users with a secret key can decrypt and use it. Digital watermarking [15, 16, 17] embeds an owner-
speci ed pattern to the protected data as the watermark to claim ownership. Privacy protection
focuses on preventing the leakage of sensitive information of the data in both empirical [18, 19, 20]
and certi ed manners [21, 22, 23]. Unfortunately, existing classical approaches can not directly
protect the copyright of open-source datasets since they either hinder the dataset accessibhility (
encryption) or require the information of the training process of models trained on ¢herrd(gital
watermarking and privacy protection) that will not be disclosed by authorized dataset users.

Dataset Ownership Veri cation. Dataset ownership veri cation (DOV) aims to verify whether a
suspicious model is trained on the protected dataset. To the best of our knowledge, this is currently
the only feasible method to protect the copyright of open-source datasets. Speci cally, DOV intends
to introduce speci ¢ prediction behaviors (towards veri cation samples) in models trained on the
protected dataset while preserving their performance on benign testing samples. Dataset owners can
verify ownership by examining whether the suspicious model has dataset-speci ed distinctive behav-
iors. Previous DOV methods exploit either backdoor attacks [6, 7, 8, 10] or others [9, 11] to water-
mark the original (unprotected) benign dataset. For example, recently, backdoor-based DOV [6, 8, 7]
adopted poisoned-/clean-label backdoor attacks to watermark the protected dataset. Most recently,
Guoet al. [9] adopted samples from the hardly-generalized domain as watermark samples with-
out introducing any new security vulnerability. However, all existing dataset ownership veri cation
(DOV) approaches [6, 8, 7, 9, 10, 11] mainly focus on designing watermarks with different proper-
ties :9; harmless and stealthy) and directly exploit the watermarked samples for veri cation. The
security study of their veri cation stage remains blank and is worth further exploration.

2.2 Secure Machine Learning Inference

Currently, there are also a few works to safeguard the inference process of models. In the context
of machine learning, secure inference is a two-party cryptographic protocol applied in the inference
phase of machine learning models [24, 25, 26]. The server learns nothing about clients' input, while
a client learns nothing about the server's machine learning model but can only get the results. Tech-
nically, it is implemented by having the server and client involved in a speci ¢ protocol and running
the encrypted model over the encrypted input through cryptographic techniques such as homomor-
phic encryption [27] and secret sharing [28]. However, secure inference requires both the client and
server to encrypt input data and adapt the machine learning model's operations accordingly through
cryptographic mechanisms [27, 28]. As such, it is infeasible to protect the veri cation process of
DOV methods since suspicious third-party models may not support these protocols.

3 The Property of Models Trained on the Watermarked Dataset

3.1 Preliminaries

The Main Pipeline of Existing DOV Methods. LetD = f(x;;yi)gl\; denotes the original train-

ing dataset. In context of image classi cation task withclassesje:, x; 2 X =[0;1]c W H
represents theimagewith2Y = f1; ;Kgasitslabel. Inthe rst stage of DOM:€:, dataset
watermarking), the dataset owner will embed watermarks to the original dataset to generate its wa-
termarked version:¢:, Dy, ). ParticularlyD,, = D, [ D , whereD, represents the watermarked
version of samples from a small selected sulbsedf D (i;e:;, Ds D ) andDy, contains remaining
benign samples:é:, Dy, = D D ). TheDy, is generated by the dataset-speci ed image generator
Gx : X I' X andthe label generat@, : Y 'Y ,iie;, Dy = f(Gx(X);Gy(Y)i(X;y) 2 Dsg.

For exampleGx = (1 m) + m x andGy = y; in BadNets-based DOV [29, 6], where

m 2 f0;1g° W H is the trigger mask, 2 [0;1]° W H is the trigger pattern, denotes the

element-wise product, ang is the target label. In particular, , Jjg"v:; is thewatermarking rate
In the second phas&€:, ownership veri cation), for a suspicious modél : X ! Y that may
be trained orD,,, the dataset owners will investigate whether it conducts unauthorized training by
querying it with veri cation samples under the black-box setting. In general, the veri cation process

of existing DOV is to directly uses watermarked samBlgx) as veri cation samples to examine




whetherC(Gy (x)) = Gy(y). In contrast, our goal is to perform the veri cation process without
disclosing the watermark samplé&g (x) during the inference phase of the suspicious classCer

Boundary Samples.Let the logit margin of modef : X ! [0; 1]¢ on the label is denoted by:
y(xw) = fy(x;w) r‘rgé':leyo(x;w): (1)
yo8y

It can be observed thatcan be classi ed ag by f (;w) ifand only if y(x;w) 0. As such, the
set for boundary samples of classan be denoted bB(y;w) = fx: y(x;w)=0g.

3.2 Approach the Closest Boundary Sample
To obtain the boundary samples, we can easily use a gradient-free mieghageometric search) to
move each given sampleforward the decision boundary 6{ ; w) under the labey, as follows:

X = X +(1 ) Xy;sitt y(X;w)=0; (2)
where 2 [0; 1]is a line search parameter axgl is a sample classi ed by the mode( ; w) asy.

However, the obtained boundary samplexofvould be varied according to differert,. As such,
we use thelosest boundary sampte x to study the characteristics of watermarked models.

Following the previous work [30], we de ne the closest boundary sample (@&:, X ) as:
X , argminjjx Xjjp sit: y(X;w)=0; 3)
X

wherejj jj1 p1 isthe p norm.

Speci cally, we can exploit the fast adaptive boundary attack (FAB) [31] to calculate the closest
boundary sample. In particular, we adapt FAB to implement an iterative algorithm with gradient
ascend using x y(x;w), whose update it + 1) -th iteration is as follows:

Iir x y(Xe;w)jj

where  is a positive step sizeo is an initial point such thaty(xo;w) Oand 2 [0;1]is
chosen to ensurg;+; lies in the decision boundary as Eq. (2). In practicg s randomly selected
in the validation set whose label is different frgm

Xi+1 = 1 Xo+(1 t) X+

In general, using the closest boundary samples generated via Eq. (4) is mostly because they are
closely related to the intrinsic property of watermarked DNNs, as shown in the next subsection.

3.3 The Characteristic of Boundary Gradient of Watermarked DNNs

In this section, we will show that the gradient of closest boundary samples (X ;w) (dubbed
“boundary gradients’) of watermarked DNNs is closely related to the watermark patterns. Before
we present our technical details, we rstde ne &dx;r «f (X)) as follows:

< X;r xf(x¢) >

cos (X;r xf(xt)), ———
Ot Oa) i i <f 0l

®)

Following previous works [32, 9], we use a modél; w) watermarked through the standard Bad-
Nets backdoor attacké:, Gx(x)=(1 m) x+m ) [29] as a basic example to shed light
on the intriguing characteristic of watermarked DNNs.

Theorem 1 (Property of Boundary Gradient on the Closest Boundary Sampisyume that
y(X1; w) is twice differentiable with a Lipschitz gradient,jd,j ! 1 and by updatingg; in
Eq. (4) with step size; = jjXy Xojj2 t9 I, there exists a constant 0 such that

jDrLim 1 cod (M m r 4 y(X:w) c (t)h (6)

whereq 2 (%; 1), y; is the target labelie:, yi = C(Gx(x))), Iis the watermark patterni:¢:,
, Gx(Xp) Xop),andt isthe number of convergence iterationsofs update.



(a) Watermark (b) Grad (Benign) (c) Grad (Target) (d) Distribution of co§ ()

Figure 2: (a) shows the watermark pattern for BadNets [29] used in our empirical s{bjlyand

(c) are examples of boundary gradients calculated under benign and target lghedbows the
distribution for the cosine similarity calculated over boundary gradients for benign and target labels.
More empirical studies on other types of watermarks are included in the appendix.

In general, since the right side of inequality (6) decreases with the increas@bkorem 1 indicates
that the cosine similarity between the watermark patteand the gradient calculated & located
in the watermark region increases along with its update process. Its proof is in the appendix.

In the following parts, we empirically verify that the distribution of the cosine similarity between
watermark patterns and boundary gradients of the closest boundary samples is differehaig
larger values) from that on their benign versions to further justify our Theorem 1.

Settings.We hereby exploit BadNets-based dataset watermark [29, 6] with ResNet-18 [33] on the
CIFAR-10 [4] dataset as an example for the discussion. Speci cally, we watermark a suf cient
amount of samples to achieve a high watermark success:ate ( 99%). The watermark pattern
isa4 4square lled with random pixels, as shown in Figure 2(a). We randomly select 400 benign
samples and use Eq. (4) to generate their closest boundary version for the targgt (abglclass

"0"). To reduce the randomness caused by the selection of watermark patterns, we intixhge

the reference for normalization, as follows:

1 X
cos, N cos (m nmor ox y (X w)); @)
i=1
and we calculate the normalized cosine similarity score as:
@s (M m 1 x y(X;w), cod(m mr x y(X;w)) cos (8

where ; isi-th random watermark pattern that is different from the original @ee, ( ). We gener-

ate the gradient , (X ; w) of the watermarked model on the target label (dubbed "Grad (Target))
and benign labels (dubbed "Grad (Benign)") others than the target one, as shown in Figure 2(b) and
Figure 2(c), respectively. We then calculate their normalized cosine similarity scores with 400 sam-
ples. Since the values within the boundary gradient are sparse and not evenly distributed, we follow
previous work [34] to select the largest 10 values withinthe  andm r , (X ;w)) to
calculate their corresponding cosine similarity score. More settings details are in the appendix.

Results. As shown in Figure 2(d), the normalized cosine similarity scores of the target label have
signi cantly larger values compared with those of benign labels. However, their similarity scores
still have some overlap (near4% of the target label). It suggests that not all gradients calculated
on the closest boundary samples can re ect the watermark pattethis mostly caused by the
deviations introduced by the gradient estimation process under the black-box setting (asin Eqg. (11)).

Nevertheless, we can still distinguish between watermarked and benign models based on their simi-
larity distributions by comparing themaximuninstead of random values. Speci cally, suppose we

de ne a threshold > 0 as the maximum cosine similarity value for benign labels, and there exists
Pleog ) > ] 0:26for the watermark model. If we randomly samplesamples to calculate the
(closest) boundary gradients and their corresponding normalized cosine similarity, we have:

P(maxfeog )1;@g)z2; ;@ )mg ) =(P(eog) )™ 9)

There will be at least one sample haviegg ) >  with a probability ofl Pleoq ) < ]™.

As such, if we sample suf cient samples:@: 100), we will have a large chance (99%) to nd

at least one boundary gradient larger thato successfully identify the watermark models. These
phenomena inspire the design of our ZeroMark method, as proposed in the next section.



Figure 3: The main pipeline of our ZeroMark, which consists of three main steps. In the rst steps,
ZeroMark applies Eq. (4) and Eqg. (10) to generate the closest boundary samples. In the second
step, ZeroMark estimates the boundary gradients for generated boundary samples. In the third step,
ZeroMark rst leverages the ground truth watermark pattern and random watermark patterns to
calculate the normalized cosine similarity following Eg. (7) and Eq. (8). After that, ZeroMark
uses the distribution of similarity scores to condtitest for dataset ownership veri cation. In
particular, in the third stage, patterrie(, random and ground truth watermarks) displayed in the
gray background are only available to the defender and inaccessible to the suspicious model.

4 Methodology

In this section, we describe the threat model and the technical details of our ZeroMark method.

Threat Model. Consistent with previous DOV methods [7, 6, 8], we assume that dataset owners

will watermark the original dataset to generate its watermarked version. The dataset owner has full
knowledge of watermark patterns and the validation samples used for ownership veri cation. In

the veri cation stage, given a suspicious model, they will examine whether it was trained on the

protected dataset under the label-only black-box setting, where they can only query the model with
veri cation samples via model AP| and get its predicted labels, without accessing its intermediate

results €:g; gradients) and model parameters.

The Main Pipeline of ZeroMark. In general, our ZeroMark consists of three main steps, as shown

in Figure 3. ZeroMark rst generates the (closest) boundary samples of the suspicious model. Then,

it calculates the boundary gradients of the generated boundary samples. ZeroMark conducts dataset
ownership veri cation via boundary gradient analysis in the third step.

Step 1. Generate Closest Boundary SamplegeroMark follows Eq. (4) to optimize the closest
boundary samples iteratively with gradient decent. In particular, we exploit Monte Carlo method
to estimate x (Xy;w) to address the challenge in our considered label-only black-box scenarios,
where the gradients for given inputs are inaccessible. The overall process is as follows:

( LU L aw)
= X W)
Xis1 = ¢ Xo+(1 t) X+ ¢ "l\iPIN—l yit i |" ; (10)
iy iz y(Ke+ W) ]

where  is the step sizexg is an initial point such thaty(xo;w) 0, ¢ 2 [0;1]is chosen to
ensurexy.; lies in the decision boundary as Eq. (), g); N (0;1) areN random noisesi:d
sampled from the standard Gaussian distribution, aisda xed positive parametei:€:, 0.01).

Step 2. Calculate Boundary Gradients.Once the closest boundary sampleis generated, we can
also exploit Monte Carlo method to estimate its gradient (dubbed “boundary gradient’), as follows:

1 X
rx y(X ;w) N y(X + HwW) o (11)
i=1

Step 3. Boundary Gradient Analysis. After obtaining the boundary gradients, ZeroMark rst
calculates the cosine similarity based on the available watermark patt@nd obtains boundary
gradients. To further mitigate the variance caused by the watermark patterns, we create several
random watermark patterns and follow Eq. (8) to normalize the calculated cosine similarity. After
that, motivated by the characteristic described in Section 3.3, where the cosine similarity of the
boundary gradients on the target lalyelhas a signi cantly larger value compared with that of
benign labels, we design a hypothesis-test-guided method to conduct ownership veri cation based
on the range of cosine similarity for veri cation, as follows.



Figure 4: The example of veri cation samples across different watermaeksBadNets, Blended,
WaNet, DW) and veri cation methods:€:, Vanilla, Minimal, Distortion) on Tiny-ImageNet.

Proposition 1. Supposems (m ym o r (X ;w)) is the posterior normalized cosine
similarity between boundary gradients and the available trigger pattern of the suspicious model
f (;w). Letvariables, andPy denote the largest Q% oveeos (m  ;mr  y (X;;w)) gL,

andf @d (m Mo« yey (Xi;w))gR, , respectively. Given the null hypothesis : P, =

Pqs+ (Hy: Py >Pg+ ) wherethe hyper-parameter 2 [0;1], we claim that the suspicious
model is trained on the protected dataset (withertainty) if and only iH is rejected.

In general, we randomly selent (i:e:, 500) validation samples evenly distributed across different
classes to generate boundary gradients for the watermarked and benign labels. Then, we conduct
the pairwise-test [35] and calculate its p-value. The null hypothésisis rejected if the p-value is
smaller than the signi cance level Besides, we also calculate tben dence score P = P, Py

to represent the veri cation con dencé@he larger the P, the more con dent the veri cation

5 Experiments

In this section, we conduct experiments on CIFAR-10 [4] and Tiny-ImageNet [36] datasets with
ResNet18 and ResNet-34 [33], respectively. More results with other settings are in our appendix.

5.1 The Performance of Veri cation Samples Generated by ZeroMark

Settings. We hereby compare our ZeroMark method to two straightforward baseline methods, in-
cluding (1) veri cation with minimal watermark (dubbed "Minimal’) ang®) veri cation with dis-

torted watermark (dubbed "Distortion’). These methods intend to protect the information of dataset-
speci ed watermarks by perturbing the original watermarks. We also provide the results of veri -
cation with benign samples (dubbed "Benign') and veri cation with original dataset-speci ed wa-
termarked samples (dubbed “Vanilla") for reference. We evaluate each veri cation method on four
dataset watermark technigues, including two patch-based watermarks [29, 37] and two input-speci ¢
ones [38, 9]. Regarding the implementation of existing watermark techniques, we follow their de-
fault settings. The example of veri cation samples across different watermarks and veri cation
methods is shown in Figure 4. Please nd more details in the appendix.

Evaluation Metrics.We adopt mean square error (MSE), neuron activation similarity (NAS), and
mutual information (MI) to measure the degree to which the dataset-speci ed watermarks are dis-
closed during the veri cation stage. Speci cally, the MSE is de ned as the mean square error
between veri cation and their corresponding watermarked samples in the region of watermark pat-
terns. NAS is calculated as the cosine similarity in the neuron activation map between veri cation
and their corresponding watermarked samples. Ml is calculated based on the distribution of veri -
cation and their corresponding watermarked samples. More details are in our appendix.

Results. As shown in Table 1, our approach produces larger cosine similarity scores of the target
label than benign labels. We show the results regarding the watermark-disclosed degree for different
approaches in Table 2-3. The results show that our approach can reach the most minor watermark-



Table 1: The averaged larged®o cosine similarity of our method on different watermarks.

Dataselt CIFAR-10 TinylmageNet

Label, Watermark BadNets Blended WaNet DW  Ave| BadNets| Blended| WaNet| DW | Ave.
Benign 0.028 0.030 0.022 0.028 0.027 0.026 0.021 | 0.029 | 0.027] 0.026
Target 0.102 0.368 0.131 0.099 0.174 0.148 0.334 | 0.131 | 0.123| 0.194

Table 2: The performance on CIFAR-10. In particular, we mark the best results in bold while the

value within the underline denotes the second-best results (except the benign samples).

Metric! MSE () NAS (#) MI (#)
Watermark
Methodt BadNets| Blended| WaNet| DW | BadNets| Blended| WaNet| DW | BadNets| Blended| WaNet| DW
Benign 0.394 0.197 | 0.077 | 0.309 | 0.597 0.617 | 0.609 | 0.665 15.9 19.7 223 | 285
Vanilla 0 0 0 0 0.830 0.801 | 0.767 | 0.824 64.3 56.1 58.2 | 61.7
Minimal 0.193 0.171 | 0.121 | 0.197 | 0.797 0.769 | 0.721 | 0.743 54.8 515 440 | 523
Distortion 0.286 0:251 0.087 | 0:301 | 0.770 0.774 | 0.701 | 0.769 56.6 53.8 354 | 445
Zt(eg)ul\fsa)rk 0:392 0.202 | 0:199 | 0.246 | 0:646 0:671 | 0:688 | 0:689 18:1 24:4 28:6 | 29:7

Table 3: The performance on Tiny-ImageNet.
the value within the underline denotes the second-best results (except the benign samples).

In particular, we mark the best results in bold while

Metric! MSE (') NAS () MI (#)
Watermark
Methodt BadNets| Blended| WaNet| DW BadNets| Blended| WaNet| DW BadNets| Blended| WaNet| DW
Benign 0396 | 0.189 | 0.076 | 0.298 | 0.497 | 0561 | 0589 | 0620 | 276 298 | 282 | 314
Vanilla 0 0 0 0 0.817 | 0.808 | 0.763 | 0.804 | 68.1 500 | 647 | 67.4
Minimal 0.187 | 0.096 | 0.077 | 0.189 | 0.768 | 0.782 | 0:696 | 0.749 | 57.3 54.6 | 499 | 54.7
Distortion 0.263 | 0:227 | 0.079 | 0:227 | 0.773 | 0.745 | 0.738 | 0.773 | 61.4 557 | 39.2 | 48.3
Z‘(ag’u'\:';’k 0:314 | 0.204 | 0:171 | 0.201| 0:662 | 0:697 | 0.704 | 0:698 | 27:7 33:2 | 30:5 | 31:7

Table 4: The veri cation performance of our method on different watermarks.

Dataseltt CIFAR-10 Tiny-ImageNet
Watermarl¢ Metric#, Scenarib | Independent-W Independent-M| Malicious | Independent-W Independent-M| Malicious

BadNets P 0.012 0.013 0.081 0.011 0.012 0.127
p-value 1.00 1.00 10 % 1.00 1.00 10 58

Blended P 0.010 0.013 0.35 0.016 0.012 0.313
p-value 1.00 1.00 10 7 1.00 1.00 10 &

WaNet P 0.028 0.012 0.102 0.022 0.011 0.110
p-value 0.80 1.00 10 58 0.90 1.00 10 %5

DW P 0.023 0.014 0.071 0.030 0.002 0.101
p-value 0.88 1.00 10 12 0.74 1.00 10 4

disclosed degree in almost all cases. The improvement is signi cant compared to the vanilla DOV
methods. These results verify the effectiveness and security of our ZeroMark.

5.2 The Performance of Dataset Ownership Veri cation via ZeroMark

Settings.We evaluate our ZeroMark for ownership veri cation under three scenarios, inclgtng
independent watermark (dubbed “Independent-{2)independent model (dubbed “Independent-
M"), and (3) unauthorized dataset training (dubbed “Malicious'). In the rst case, we used ZeroMark
to verify the suspicious model affected with other watermark patterns; In the second case, we test
the benign model with our ZeroMark; In the last case, we use ZeroMark to verify the watermarked
model with corresponding ground truth watermark samples. Notice that only the last case should be
regarded as having unauthorized dataset use. More setting detail are described in the appendix.

Evaluation Metrics. Following the settings in [7, 6], we useP 2 [ 1;1]and p-value [0; 1] for
the evaluation. For the rst two independent cases, a smBlland a largg-value are expected. In
contrast, for the third one, the largelP and the smaller the p-value, the better the veri cation.

Results.As shown in Table 4, our method can achieve accurate dataset ownership veri cation in all
cases. Speci cally, our approach can identify the unauthorized dataset usage with high con dence
(i:e:, p-value  0.01 for "Malicious' case), while not misjudging when there is no unauthorized
dataset utilizationi(e:, p-value 0.1 for "Independent-W' and “Independent-M’).

5.3 Ablation Study

We hereby study the effects of two key hyper-parameters. More results are in our appendix.



Figure 5: Effects of iteration size Figure 6: Effects of veri cation sample size.

Figure 7: Robustness against ne-tuning. Figure 8: Robustness against model pruning.

Figure 9: The t-SNE results with varied optimization iteratiorfer the embedding features of
benign, watermark, and ZeroMark samples extracted from watermarked DNNs.

Effects of Optimization Iterations t. We exploit BadNets and DW as the representatives of
patch-based and sample-speci ¢c watermarks to study the effettsroboth CIFAR-10 and Tiny-
ImageNet datasets. As shown in Figure 5, the cosine similarity scores increase with the increase of
t. Witht 30, we can easily distinguish watermarked and benign models.

Effects of the Largest Number of Veri cation Samples(i;e;, m  Q%). As shown in Figure 6,

with the number of veri cation samples used in th&est increases, the cosine similarity decreases
while the benign models' cosine similarity remains stable on both datasets. However, our method
can still have a promising cosine similarity even with many veri cation sam@es, (150).

5.4 The Resistance to Potential Adaptive Methods

We hereby select domain watermark to evaluate the robustness of ZeroMark, as the domain wa-
termark itself is suf ciently robust against this defense. Following the previous work [7], we here
evaluate the robustness of our ZeroMark under ne-tuning [39] and model pruning [40]. As shown
in Figure 7, ne-tuning has minor effects on our method. In Figure 8, we can see ZeroMark per-
forms resilient against model pruning as its ef cacy decreases along with the domain watermark.
The results of our resistance to other methods are in our appendix.

5.5 A Closer Look to the Effectiveness of our ZeroMark

In this section, we intend to further explore the mechanisms behind the effectiveness of our Zero-
Mark. Speci cally, we adopt t-SNE [41] to visualize the feature distribution of watermark samples,
benign samples, and samples generated by ZeroMark of watermarked DNNs. As shown in Figure 9,
with varied optimization iterationsfor generating (closest) boundary samples, samples generated
by ZeroMark can always stay far away from the watermark samples' distribution, which demon-
strates ZeroMark can prevent disclosing the watermark information from the watermark samples.

6 Potential Limitations and Future Directions

ZeroMark can conduct dataset ownership veri cation without disclosing the watermark pattern.
However, as the rst work towards a secure veri cation process of dataset ownership veri cation
(DOV) methods, we have to admit that we still have some potential limitations.



Firstly, we must admit that our method requires additional time to conduct ownership veri cation
since it needs to generate some boundary samples and their gradients under the black-box setting.
For example, it takes nearly 30 mins for veri cation on CIFAR-10. While this cost is acceptable in
practice to a large extent, we will discuss how to accelerate our ZeroMark in our future work.

Secondly, ZeroMark currently can only perform effectively for watermark techniques with a pre-
de ned target label €:g;, BadNets [29], etc. For other watermark techniques, which have no pre-
de ned target labeli(e:, UBW [7]), ZeroMark can not conduct boundary gradient analysis and,
therefore, is not a feasible solution. Moreover, through extensive experimental evaluation, Zero-
Mark is shown to perform more effectively for Blended watermark, compared with other watermark
techniques. Such observations inspire us to improve the effectiveness of ZeroMark by designing
the potential watermark patterns in a blended manner. Finally, the boundary gradient analysis step
in ZeroMark may incur variance among different labels' samples. In practice, we can release such
variance by training a surrogate model with the protected dataset and calculating cosine similarity
between the corresponding boundary gradients and the target watermark pattern with samples from
different labels. Then we use the calculated cosine similarity using samples from different labels
under the surrogate model to adjust the cosine similarity calculated under the suspicious model.
Speci cally, we can adjust the cosine similarity calculated with samples from a speci c tdhel
subtracting it from the average cosine similarity calculated with samples from the samieuatet

the surrogate model. We will further discuss these issues in our future work.

Thirdly, we can only empirically verify that malicious dataset users cannot recover dataset-speci ed
watermarks based on our boundary samples. We will try to prove it theoretically in the future.

Fourthly, we are currently focusing on convolutional neural netwoeks.,(ResNet and VGG) and

the continuous image modality. In general, the success of our approach on other model structures
depends on two factorsfl) whether the studied dataset watermarking metted;(BadNets)

can successfully watermark these models &)dwhether we can conduct effective “adversarial
attacks' to nd boundary samples on these models. Based on existing work related to backdoor
attacks/dataset watermarking [42, 9] and adversarial attacks [43, 44], these factors are all met. As
such, our method can fundamentally generalize to other moegjs {tansformer) as well. As for

the generalizability to other (discrete) data formats like tabular or text, the main challenge lies in
how to design effective adversarial attacks to them for nding the closest boundary samples (as in
EQ.(10)). In particular, there are already some relevant works [45, 46] con rming its feasibility.
Accordingly, our ZeroMark can be naturally adapted to other discrete data forengtstéxt and

scienti c data [47, 48, 49, 50, 51]). We will discuss them in our future work.

7 Conclusion

In this paper, we revisited existing DOV methods and revealed that their underlying assumption
regarding the veri cation phase does not necessarily hold in practice. Accordingly, directly using
dataset-speci ed watermarks for veri cation is insecure. Motivated by these ndings, we proposed
ZeroMarkto conduct ownership veri cation without disclosing them. Our method was inspired by
our empirical and theoretical ndings of the intrinsic property of DNNs trained on the watermarked
dataset. We conducted experiments on benchmark datasets, verifying the effectiveness of our Zero-
Mark and its resistance to potential adaptive methods. We hope our work can provide a new angle
of dataset ownership veri cation to facilitate more secure and trustworthy dataset sharing.
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A Proof for Theorem 1

We follow the previous work [32] to use a mode{ ; w) infected with the basic backdoor-based
watermarkie:, Gy = (1 m) + m x)[29] as a basic example to shed light on the intriguing
characteristic of watermark model.

Theorem 1 (Property of Boundary Gradient on the Closest Boundary Sampisyume that
y(X1; w) is twice differentiable with a Lipschitz gradient,jb,j ! 1 and by updatingg; in
Eq. (4) with step size; = jjXy Xojj2 t9 1, there exists a constant 0 such that

; . v - q 1

an[Im 1 cod (;rx y(X;w)) c(t) (12)

whereq 2 (3;1);y; is the target labelife:, y; = C(Gx(x))), is the watermark patterni::,
, Gx(Xg) Xop),andt isthe number of convergence iterationsofs update.

Proof.

Recall in Eqg. (4), we update; for eacht 1 th iteration as:

ryx y(Xe;w)

R O

(13)

Let the step size; in Eq. (4) as %jjx: Xo]j, we have the distance ratio for updating Eg. (4) as:

. " i t9iXe xojir x y(Xe;W) o o i
ixea  xoi® _ @ DCTHwwhy -t X Xo)ii2 (14)
iXe  Xojj? jiXe  Xoii3
With a second-order tylor expansion, we have:
1
y(Xew) = <1y y(Xy;w) X Xt > +§(7t+1 Xt)"Hi(Xts1  Xt)=0 (15)
Combining these Eq. (4) and Eq. (15), we have:
<Trx o y(Xpw), Vet qr ko y(Xepw) >+ (16)
1
E( Vit f x y(RwW)THe( Vit f x y(Xi;w))=0; a7
where we de nev; asX; Xo + f x y(Xy;w) and  ast q%
Solving for , we have:
Fx y(XewW)T(PHe+2 ()r x y(Xsw). (18)
2r x y(Xe;w)T(+ (How '
Therefore, we can get:
3t q jidijj2
2 et ot by owne .
(1 ) a(1 3L Jideji2 )’ (19)
e+t A0+ b owns)
whered; = X; Xo andry = cos (Xi Xo;r x y(Xi;w)) = jjxff‘xg);j"z;jj'r*x VJTXLIW&;JJZ =

<di;r x y(Xew)>
fidijiziir x y(Xe;w)jiz "

Letk; := %Lj?rd‘tijjjé. Thenk; can be bounded whejn (ji. Candg 1, thus we have:

jixeer X i3 re+ ke
jixe xji2 re+ ¢(1+ ki)

) (f+2 ri+1) (20)
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Motivated by previous work [52], solve Eqg. (20) and have :

X

1 r? )
cit a r cot a 1 ) (21)

t=1 t

wherec; ; ¢, are two positive constants, thus the above equatioftis 1).
Whenq 2 (3;1), we have:

r2
L= ot 1): (22)

Therefore, we have:

1 cod (di;r x y(Xy;w)) ¢ t9 % (23)

Notably, Eq. (4) with step size asYjjX; Xgjj converges a stationary point of Eq. (3). Motivated
by proof forLemma 3 in [34], whenX; is optimized to a stationary pointé¢:, X )int and ifX;
belongs to the watermark labgl, we have:

'D.Iiml EIm X m Xxo]l=E[d]=m m Xop (24)
iDj m!
=m : (25)
and
jim 0@ M X Xo)ij _ . (26)
iDj m 1 X Xol)
Hence, wheljDj, ' 1, we have:
<m dymor o4 y(Xsw)> _ <m mor o y(Xw) > 27)

moodgiiim vy (XKW fime Jiimo oy (X w)j

therefore, for the watermark labéld;, y;):

. Iir|r1 1 cosd (m mor ox y(Xsw)) =1 cos(m dism or o, y(X ;W)
Dmj1 (28)
c (t)d L

B Detailed Settings for Empirical Study in Section 3.3

In the Section. 3.3, we select ResNet-18 and CIFAR-10 as the evaluated model and benchmark. We
select the class "0' as the watermark class and inject watermark samples with 10% watermark ratio to
ensure the veri cation success rated9%. We randomly select 300 samples from the validation set
across classes. We use these selected validation samples to generate boundary points for watermark
and benign labels labels following Eq. (4). In particular, for the boundary point of watermark label

Vi, We setxy as samples from classes different frggand setx; as samples from the watermark

label. As for the boundary point of benign labels, wesgtas samples from the watermark class

and setx; as samples from the benign labels. As such , there should be 400 boundary gradients
for the watermark or benign label. We then calculate the boundary gradients following the gradient
estimation process as Eq. (10).
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(a) Watermark (b) Distribution ofcos\ ()

Figure 10: The results of using blended watermark.

(a) Watermark (b) Distribution ofcos\ ()
Figure 11: The results of using WaNet watermark.

(a) Watermark (b) Distribution ofcos\ ()
Figure 12: The results of using domain watermark.
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Figure 13: t-SNE clustering results for the blended watermark.

C Additional Results for Empirical Study in Section 3.3

We also conduct same empirical studies on additional three different types of waterigrks (
Blended [37],WaNet [38] and Domain Watermark [9]) to validate the characteristic of boundary gra-
dients for watermarked and benign labels. Speci cally, we conduct empirical studies with CIFAR-10
using ResNet-18 and select "0’ as the watermark label. We can see that in all these three watermark
patterns, the distributions of cosine similarity for watermarked labels have signi cantly large ranges
compared with that of benign labels. Interestingly enough, we nd that the distribution of cosine
similarity for Blended watermark has a more obvious separation with that of benign labels compared
with other watermark patterns. We will speculate the reason for this phenomenon in our future work.

D The Detailed Process for Mitigating the Variance

We here describe how to mitigate the variance caused by the watermark patterns and the iterative
gradient estimation in details.

Mitigate the Variance Caused by the Watermark Patterns. Based on the available ground truth
watermark pattern, we create severai:¢:, 6) artifact watermark patterris ; g% which have the
same location map:€:m) as the ground truth watermark but lled with different random noise. We
calculate the baselir@sas:

1 X

c0s:= N cos (m pmor oy g (X 5w)); (29)
i=1

and we calculate the normalized cosine similarity score as:

@s (M ymor oy v (X ;w)) = cos (m ym r oy y (X ;w)) Cos: (30)

Mitigatwe the Variance in the Iterative Gradient Estimation Procedure. During the procedure

of gradient estimation for Eq. (10), the estimated gradients could yield variance among iterations
for the gradient estimation process. Therefore, to mitigate such variance, we propose to average the
estimated gradients over iterations for the gradient estimation process, which can be formulated as:

Xt
W)= sy (Kw)) (31)
t=0

E Detailed description for Evaluation Metrics

We here describe the metrics for evaluating each approach in details. With loss of generality, we
here de ne each give watermark sample as:

XP = Xxi + ti; (32)
wherex; andt; represent the benigh sample and the corresponding watermark pattern. We suppose

tj is located at the dims df : k](j < k ). The evaluation metrics, including mean square error
(MSE), neuron activation similarity (NAS) and mutual information (M) are de ned as below:
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