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Abstract

While image-to-text models have demonstrated significant advancements in various
vision-language tasks, they remain susceptible to adversarial attacks. Existing
white-box attacks on image-to-text models require access to the architecture, gradi-
ents, and parameters of the target model, resulting in low practicality. Although
the recently proposed gray-box attacks have improved practicality, they suffer
from semantic loss during the training process, which limits their targeted attack
performance. To advance adversarial attacks of image-to-text models, this paper
focuses on a challenging scenario: decision-based black-box targeted attacks where
the attackers only have access to the final output text and aim to perform targeted
attacks. Specifically, we formulate the decision-based black-box targeted attack as
a large-scale optimization problem. To efficiently solve the optimization problem,
a three-stage process Ask, Attend, Attack, called AAA, is proposed to coordinate
with the solver. Ask guides attackers to create target texts that satisfy the specific
semantics. Attend identifies the crucial regions of the image for attacking, thus
reducing the search space for the subsequent Artack. Attack uses an evolutionary
algorithm to attack the crucial regions, where the attacks are semantically related
to the target texts of Ask, thus achieving targeted attacks without semantic loss.
Experimental results on transformer-based and CNN+RNN-based image-to-text
models confirmed the effectiveness of our proposed AAA.

1 Introduction

Image-to-text models, referring to generating descriptive and accurate textual descriptions of images,
have received increasing attention in various applications, including image-captioning [1, 2], visual-
question-answering [3, 4], and image-retrieval [5, 6]. Despite the remarkable progress, they are
vulnerable to deliberate attacks, giving rise to concerns about the reliability and trustworthiness
of these models in real-world scenarios. For example, one may mislead models to output harmful
content such as political slogans and hate speech by making imperceptible perturbations to images [7,
8,9,10, 11].

To gain insight into the reliability and trustworthiness of the image-to-text models, a series of
adversarial attack methods have been proposed to poison the outputted textual descriptions of given

* The corresponding author: Min Jiang, minjiang @xmu.edu.cn

Min Jiang and Qingyuan Zeng are with the Department of Artificial Intelligence, Key Laboratory of
Multimedia Trusted Perception and Efficient Computing, Ministry of Education of China, School of Informatics,
Key Laboratory of Digital Protection and Intelligent Processing of Intangible Cultural Heritage of Fujian and

38th Conference on Neural Information Processing Systems (NeurIPS 2024).



Figure 1: The semantic loss problem is existing in existing gray-box targeted attack methods.

images ¥, 12, 13, 10]. Speci cally, based on the attacker's level of access to information about

the target model, they can be divided into three categories: white-box atfadiks 12], gray-box

attacks 13, 10], and black-box attackdp, 16, 17, 18, 19]. The white-box attacks can obtain target
models' information including the entire architecture, parameters, gradients of both the image encoder
and text decoder, and probability of each word of the output text. Gray-box attacks can only access the
architecture, parameters, and gradients of the image encoder, while black-box attacks cannot access
any internal information of the target model, but only the output text of the model. Furthermore,
black-box attacks can be divided into score-based and decision-based attacks. Score-based black-box
attacks can access the probability of each word of the output 8}t vihile decision-based black-

box attacks can only access the output té%f PO, 21]. Because less information about the target
models is provided, decision-based black-box attacks are more challenging than other categories
[21]. Additionally, these attack methods can be categorized based on whether the attacker is able
to specify the incorrect output text, dividing them into two types: targeted and untargeted attacks
[22, 13].

Although numerous adversarial attack methods for image-to-text models have been proposed, to
our best knowledge, the study on black-box attacks is under-explored, especially decision-based
black-box targeted attacks. This kind of attack is more challenging due to the following reasons.
Firstly, less information on the target model can be accessed. Speci cally, only the output text instead
of gradients, architectures, parameters, and the probability of each word in the output text is available.
Secondly, the attackers not only cause the target model to output incorrect text, but also outputs the
speci ed target text. Existing attacks easily suffer from the loss of semantics, resulting in the inability
to effectively output the speci ed target text. Figure 1 (a) show that transfer+qudiyfapricates

one target text to poison the target image-to-text model, leading to this model outputting an incorrect
text. However, the output text could mismatch the original semantics of the target text, as the target
image-to-text model may focus on secondary information while ignoring the crucial semantics of the
target text behind the target image, resulting in semantic loss. More examples are in Appendix B.1.

To narrow the research gap, we propose a decision-based black-box targeted attack approach for
image-to-text models. In our work, only the output text of the target model can be accessed, which
is closer to the real-world caseBy. Additionally, Figure 1 (b) demonstrates our targeted attack
method, which optimizes against the target text directly under the decision-based black-box conditions,
preventing semantic loss and maintaining semantic consistency with the target text.

Perturbing pixels in the image can change the output text. Therefore, the objective of the targeted
attack can be considered to nd the imperceptible pixel modi cation to make the output text similar

to the target text. In this manner, the targeted attack can be formulated as a large-scale optimization
problem, where pixels are decision variables and the optimization objective is to poison the output text.
Inspired by the distinctive competency of evolutionary algorithms for solving large-scale optimization
problems P3, 24, 25, 26, 27], we develop a dedicated evolutionary algorithm-based framework
for decision-based black-box targeted attacks on image-to-text models. However, directly applying
evolutionary algorithms to solve this large-scale optimization problem could suffer from low search
ef ciency, due to the numerous pixels and their wide range of values. To address the issue, we embed
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Figure 2: Diagram of our decision-based black-box targeted attack magiqdittend, Attack

three-step processes, i.Ask, Attend, Attacknto the proposed evolutionary algorithm-based attacks.

As shown in Figure 2, during thskstage, attackers can arbitrarily specify words related to certain
semantics, such ghotograph Then, candidate words (e.gamera sceni¢ andphong that are

related to certain semantics are searched. Meanwhile, these words are close to the clean image in
the feature space of the target image-to-text model. By selecting words from the candidate words,
the target text (e.ga cute girl using a phone to take pictures of the fantastig Téfated to the
attacker's speci ed semantics can be formed to poison the target model. Subsequently, based on the
attention mechanismittendidenti es the crucial regions of the clean image (e.g. attention heatmap)
[28, 29], thus reducing the search space for the subsedhtatk Lastly, Attackuses a differential
evolution strategy to impose imperceptible adversarial perturbations on the crucial regions, where the
optimization objective is to minimize the discrepancy between the target t&dkistage and the

output text of the target model. Our contributions can be summarized as follows:

1. We rst propose a decision-based black-box targeted attatk Attend, AttackAAA) for
image-to-text models. Speci cally, our method achieves targeted attacks without losing
semantics while only the model's output text can be accessed.

2. We designed a target semantic directory to guide attackers in creating target text and utilized
attention heatmaps to signi cantly reduce search space. This improves the search ef ciency
of evolutionary algorithms in adversarial attacks and makes attacks dif cult to perceive.

3. We conducted extensive experiments on the Transformer-based VIT-GPT2 model and
CNN+RNN-based Show-Attend-Tell model, which are the two most-used image-to-text
models in HuggingFace, and surprisingly found that our decision-based black-box method
has stronger attack performance than existing gray-box methods.

2 Related work

2.1 White-box Attack

In white-box attacks, the attacker has full access to all parameters, gradients, architecture of the
target model, and the probability of each word of the output text. The authoig add invisible
perturbations to the image to make the image-to-text model produce wrong or targeted text outputs.
The authors in 30] add global or local perturbations to the image to make the vision and language
models unable to correctly locate and describe the content of the image. The authibfsrimodify

the content of the image at the semantic level to make the image-to-text model output text that is
inconsistent with the original image. The authors Bi][craft adversarial examples with semantic
embedding of targeted captions as perturbation in the complex domain. The authdg imeferve

the accuracy of non-target words while effectively removing target words from the generated captions.
The authors in 33] generate coherent and contextually rich story endings by integrating textual
narratives with relevant visual cues. The authorsig] add limited-area perturbations to the image

to make the image-to-text model fail to correctly describe the content of the perturbed area. The
above methods require complete information of the image-to-text target model, including architecture,
gradients, parameters, and probability distribution of the output text, which limits their practicality.



2.2 Gray-box Attack

To improve the practicality of adversarial attacks for image-to-text models, recent research explores
how to attack with partial knowledge of the target model. All existing gray-box attack studies
[34, 22, 13, 10] assume full access to the image encoder of the image-to-text model. The basic idea of
gray-box targeted attacks is to reduce the distance between the adversarial image and the targetimage
generated based on the target text in the image encoder's feature space. The autBdrgénerate
adversarial images to mimic the feature representation of original images. The auth??suse]

a generative model to destroy the image encoder's features, achieving the untargeted attack. The
authors in 13] minimize the feature distance in the image encoder between the adversarial image
and the target image, thereby using gradient back-propagation to optimize the adversarial image and
achieve the targeted attack. The authorsi@] Eombine existing gray-box methodL3] with pseudo
gradient estimation method3%] to achieve better performance in targeted attack. It is worth noting
that they [LQ] call their method a black-box attack, but since they use the image encoder of the target
model as the surrogate model, we classify their method as a gray-box attack. These gray-box attacks
on image-to-text models are more practical than white-box attacks, but it is still unrealistic to assume
that attackers can access the image encoder of the image-to-text model. Moreover, existing gray-box
methods may have poor targeted attack performance due to the semantic loss mentioned above.

3 Methodology

3.1 Problem Formulation

The image-to-text mod&b: X 'Y maps the image domak to the text domairy. A well-trained

model should be able to accurately describe the content of the image using grammatically correct
and contextually coherent text. Given a target tgxthe attacker's goal is to nd an adversarial
imagexaqy thatis visually similar to clean imageand can generate an adversarial gyt that is
semantically similar tg;. We formalize the optimization problem for black-box targeted attack as:

1 X . :
argmaxS(GlXaay ):y1) st Kxaay (i) x(Dk 1)
o i=1
whereS( ; ) represents the semantic similarity function between two textsthe threshold for
the average perturbation size per pixelsy (i) andx (i) represents the value of thh pixel in the
adversarial and clean imagesis the total number of pixels in all channels of the image.

3.2 Overview

To enhance the ef ciency and stealth of decision-based black-box attacks, we propAsg,tAttend,
Attack(AAA) framework as shown in Figure 2sk We compile a semantic dictionary from words
within the input image's search space that align with the attacker's speci ed semantics. This facilitates
targeted text generation, meeting the attacker's target semantics while simplifying the search process.
Attend We employ attention visualization and a surrogate model to generate an attention heatmap
for the target text on the image, narrowing the search to signi cant decision variables and enhancing
perturbation stealthAttack We use the differential evolution in the reduced search space to nd the
optimal solution that can mislead the target model to output target text. The framework's pseudo-code
is detailed in Appendix A.l.

3.3 Ask Stage

According to the target semantics, the goafskis to nd words in the feature space of the target
model to form a target semantic dictionary. These words should be closer to the input image. Firstly,
we treat each pixel in each channel of imagas a variable, which means the search space size is the
product of length, width, and number of channels. And then generate NP (number of population)
individuals to form a population based on the following formula:

Xj(i)= x(i)+ rand( 1;1) ; (2)
wherex (i) is thei-th variable of clean image, xj (i) is thei-th variable of thg -th individual in the

population, is a hyperparameter about the maximum search raagd(-1,1) is a random number
from the range of -1 to 1.



Secondly, for each variable, random mutation occurs between different individuals. The mutation for
thei-th variable of thg -th individualx; (i) is as follows:

ng(i): xp )+ F (o) x75(0)); 3)

wherev (i) is the mutated variable for mutation in tgeth generation of; (i). x7;(i), x7,(i), and

x25(i) are three randomly selected individuals from the current population who are different from
each otherf- is the scaling factor.

Thirdly, each individual crossovers with the mutated individuals with a certain probability of generat-
ing candidate individuals. The formula is as follows:

. v¥i); ifrand(0;1) CR;
uig(')_ ij(i); otherwise, )

whereCR is crossover probability factou? (i) is thei-th variable of the candidate individual in the
g-th generation of the-th individual in the population.

Fourthly, we use WordNet [36], a synonym dictionary, to measure the similarity between the target
semantics and each individual's output text. WordNet groups words with the same semantics into
synonyms, each representing a basic concept. We use WordNet to count the same semantic words
between each individual's output text and the target semantics. We calcul&edtison=(m=t)
andRecall=(m=r), wheret is the output text word count ands the target semantics word count.
Then, we calculate semantic similarity using the following formula:

s - (I (&) )( 2+1) Precision Recall 5)
sem — 2 Precision + Recall ’

whereSsen is the semantic similarity between the individual's output text and the target semantics
[36], balances the precision and recall weightand control the penalty factor strengtth is the

number of consecutive word sets that match between the output text and the target semantics, with
fewer chunks meaning more consistent word order.

Ultimately, we select offspring based &g, , choosing the current and candidate individuals that
match the target semantics better as the next generation:

%91 = UE; Ssem (G(Ujg);TS) Ssem (G(ng);TS); 6)
] X5 otherwise,
whereT S is the attacker's target semantics. We extract nouns, adjectives, and verbs from the output
texts of all the more semantically relevant and preserved individuals of each generation, expanding
the target semantic dictionary. We L@@(?*l) = fwy;wy;  ;w,gto represent the target model
G's output text for the next generation of individuals, wheseis thei-th word of the text and is the
word count. Then we use the following formula to extract important words and make a dictionary:

D™ = fw 2 G(x?™) j wis noun, adjective or veth )

WhereDjngl is the dictionary for the preserved individual. We combine the dictionaries of each
preserved individual in each generation to get the target semantic dictbnar 2[ D3[ [ D,
wherem is the total number of generation. The attacker selects words from dictiGn#imgt match

the speci ed semantics to make the target tgxt Words in dictionaryD near input image in
feature space enhance searchability, enabling more ef cient targeted attacks.

3.4 Attend Stage

The goal ofAttendis to calculate the target text's attention area on the imadgecause we do not

have access to the internal information of the target model, we can only calculate the Grad-CAM
attention heatmap3[7] with the help of surrogate modél(such as ResNet trained in ImageNet).

The surrogate model's sole purpose is to the compute attention heatmap. Since different models
produce similar heatmaps for the same target text and input image, selecting a well-established visual
model suf ces [38]. The calculati%n formula of attention heatrdafs as folllows:

1 X X X @y
z C @)

k i

A(i;j) = MAX @p; Fr(ii)A (8)



whereA (i;j ) is the decision-making contribution of the image to the target text at fixe),
F« (i;j ) is the pixel(i; j ) of the feature map of thie-th convolution kernel of the last convolutional
layer of the surrogate modg| Z is the feature map's pixel count® is the probability that predicts
that the imagex belongs to class . We useC = fcp;c;  ; Ciooog for the ImageNet category
names, where; is thei-th category name. We make the category jgxt=\ a photo of+ ¢ from
the category name . We calculate the category as:

Ely:) E(ye)
C = argmax - ; 9
T2 KE (YOKoKE (yo, )kz ®)
whereE is the text encoder of the pre-trained CLIP model, ani the closest category to the target

text. We substitute into Formula 8 to get the target text's attention heatAapA (i; | ) is the pixel
(i;j )'s contribution to the target text. 1 means more contribution, and 0 means less contribution.

Table 1: Performance comparison (%) of different attack methods.

| VIT-GPT2 | Show-Attend-Tell
Attack Methods
‘ METEOR BLEU CLIP SPICE ‘ METEOR BLEU CLIP SPICE
\ Clean Sample | 0.201:0.11  0.24:0.11  0.64:0.07  0.156:0.07 0.21:0.11  0.229:0.13  0.646+0.09  0.179:0.08
transfer (black) 0.206+0.11 0.246+0.11 0.639+0.07 0.165+0.070.211+0.12 0.225:+0.14  0.648+0.09 0.185+0.11
transfer+query (black)| 0.221+0.16 0.264+0.15 0.651+0.18 0.167+0.070.219+0.11 0.231+0.14  0.654+0.05  0.187+0.14
transfer (gray) 0.414+0.23 0.396+0.14 0.821+0.09 0.32+0.16 0.382+0.26 0.348+0.17 0.782+0.11 0.299+0.17
25 transfer+query (gray) | 0.433+0.21 0.411+0.12 0.832+0.13 0.35+0.09 0.401+0.21 0.355+0.15 0.794+0.11 0.311+0.13
AAA (w/o Attend 0.541+0.25 0.519+0.19 0.854+0.24 0.477+0.110.642+0.19 0.564+0.19 0.841+0.06 0.455+0.14
AAA (w/o AsK 0.398+0.21 0.384+0.18 0.795+0.25 0.412+0.130.364+0.21 0.322+0.19 0.754+0.08 0.376+0.13
AAA 0.696+0.21 0.658+0.22 0.952+0.29 0.634+0.150.855+0.15 0.799+0.21 0.964+0.04 0.786+0.14
transfer (black) 0.204+0.09 0.241%0.15 0.627+0.18 0.164+0.070.232+0.13 0.236£0.14  0.643+0.08 0.187+0.09
transfer+query (black)| 0.211+0.14 0.256+0.15 0.644+0.15 0.181+0.090.245+0.13 0.246x0.11 0.656+0.06 0.203+0.09
transfer (gray) 0.398+0.24 0.381+0.15 0.816+0.11 0.325+0.160.361+0.24 0.359+0.17 0.778+0.11 0.296+0.16
15 transfer+query (gray) | 0.408+0.19 0.399+0.11 0.824+0.15 0.341+0.130.375+0.19 0.368+0.15 0.784+0.11 0.311+0.13
AAA (w/o Attend 0.461+0.21 0.423+0.15 0.808+0.11 0.375+0.090.438+0.15 0.434+0.16 0.827+0.04 0.422+0.14
AAA (w/o AsK 0.378+0.25 0.361+0.17 0.768+0.15 0.356+0.150.341+0.15 0.337+0.18 0.749+0.07 0.365+0.13
AAA 0.556+0.31 0.504+0.26 0.851+0.12 0.44+0.17 0.617+0.25 0.574+0.22 0.913+0.05 0.553+0.14

3.5 Attack Stage

The goal ofAttackis to search for the best individual (adversarial sample) that outputs the target
texty; in the smaller search space reduced by the attention heatmap. Firstly, we copy the attention
heatmapA three times in the channel dimension to match the shape of the imalye generated
NP (humber of population) individuals as a population with this formula:

xj (i) = x(i)+ rand( A(i);A() (10)
wherex (i) is thei-th variable of clean image, xj (i) is thei-th variable of thg -th individual in the
population A (i) is the contribution of thé-th variable to the target text, amdnd( A (i); A (i)) is
a random number in the range fronA (i) to A (i). The value ofA is less than 1, and its mean and
median are about [0.3,0.4]. The search space volume from the attention heatmap is much smaller
than a hypersphere with radiusbecause the radius and volume have an exponential relationship.
This improves the search ef ciency and concealment of adversarial perturbation.

Secondly, in order to accelerate convergence and better nd the global optimal solution, we use the
following CurrentToBest mutation [39]:

vi() = xP()+ F (xPi(i)  x7Pp(1)
+F (Xpest (1) X7(0));
Wherexf’(i) is thei-th variable of thg -th individual in theg-th generationng(i) is the mutated

variable X2, is the best tness individual in thg-th generation populatiox,/; andx?, are two
randomly selected individuals in tlgeth generation population, arkdis the scaling factor. The main
advantage of this mutation strategy is that it combines the information of the current indixjdual
and the best tness individuapes;, Which can better guide the search process towards the direction
of the optimal solution.

(11)

Thirdly, we use Formula 4 to calculate the candidate individlj’al). We design the following
formula to calculate the deep feature similay, between two textsu(andv):
E(u) E(v)

Sop =1 E(W)kKE (V)

(12)
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