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Abstract

The technological advancements in diffusion models (DMs) have demonstrated un-
precedented capabilities in text-to-image generation and are widely used in diverse
applications. However, they have also raised significant societal concerns, such
as the generation of harmful content and copyright disputes. Machine unlearning
(MU) has emerged as a promising solution, capable of removing undesired gener-
ative capabilities from DMs. However, existing MU evaluation systems present
several key challenges that can result in incomplete and inaccurate assessments.
To address these issues, we propose UNLEARNCANVAS, a comprehensive high-
resolution stylized image dataset that facilitates the evaluation of the unlearning of
artistic styles and associated objects. This dataset enables the establishment of a
standardized, automated evaluation framework with 7 quantitative metrics assessing
various aspects of the unlearning performance for DMs. Through extensive exper-
iments, we benchmark 9 state-of-the-art MU methods for DMs, revealing novel
insights into their strengths, weaknesses, and underlying mechanisms. Addition-
ally, we explore challenging unlearning scenarios for DMs to evaluate worst-case
performance against adversarial prompts, the unlearning of finer-scale concepts,
and sequential unlearning. We hope that this study can pave the way for developing
more effective, accurate, and robust DM unlearning methods, ensuring safer and
more ethical applications of DMs in the future. The dataset, benchmark, and codes
are publicly available at https://unlearn-canvas.netlify.app/.

1 Introduction

The recent technological breakthroughs in text-to-image generation, driven by diffusion models
(DMs), have shown an unprecedented capability to produce high-resolution, high-quality images
across a diverse range of subjects [1-10]. These models have become widely accessible to the public
and are applied across various sectors, including advertising, the creative arts [11], and forensic
sketching [12]. One reason for DMs being able to generate a broad spectrum of content is their
reliance on diverse internet-sourced data [13]. However, this inclusiveness comes with risks, such as
harmful generation [14], copyright issues [15], and biases or stereotypes [16, 17].

To alleviate the negative social impacts associated with DMs, machine unlearning (MU) techniques
are catching increasing attention and have been studied in the field of text-to-image generation via
DMs [18-33]. MU for DMs, also referred to as DM unlearning [27], aims to prevent the model from
generating images when conditioned on an undesired concept (typically specified by a text prompt to
be forgotten). Therefore, the problem of DM unlearning is also known as concept erasing [18-26].
Based on the types of unlearning requests, the targeted concept to be erased can be diverse, including
not-safe-for-work (NSFW) prompts [14, 23], concrete object entities [18—33], and copyrighted
information like artistic styles [23-26, 28-30, 32]. In Fig. | (a), we provide an illustration of DM
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Figure 1: (a) An illug?r)ation of MU for DMs. (b) Overview of exper(itr)r)]ent settings and benchmark
results. This benchmark focuses on three categories of quantitative metrics: the unlearning effec-
tiveness (UA, Rob., FU, SU); the retainability of innocent knowledge (IRA, CRA, FR, SR); and the
image generation quality (FID). Results are normalize@% 100%per metric. No single method
excels across all metrics. See a summary of these metrics in Tab. A1 and more results in Sec. 4.

unlearning by demonstrating the removal of an undesired artistic style from DM-generated images.
Additionally, we refer readers to Sec. 2 for more related work on DM unlearning.

Compared to MU for DMs, the unlearning stud-
ies in computer vision have primarily focused on
image classi cation models3—48]. Given an
image classi cation dataset, benchmarking un-
learning performance for discriminative models
is simpler, because MU typically involves either
class-wise forgetting4, 35 or data-wise for-
getting R7, 40]. The former aims to eliminate
the in uence of a specic image class, while
the latter removes the in uence of speci ¢ data
points from the entire training set. In contrast,
DM unlearning is often applied to scenarios in-
volving the removal of higher-level and more

abstract concepts, rather than speci c trainingigure 2: An illustration of machine unlearning
data points, which can also be dif cult to loysingUnLEARNCANVAS. Concepts in the knowl-
calize within the DM training set. The primaryedge bank are categorized into different domains
method for assessing the performance of Dptyle and object) and serve as potential unlearning
unlearning is using the I2P (inappropriate injargets. When one concept is unlearned, the rest

age prompts) dataset]. This dataset mainly concepts in both the same and different domains
focuses on the safety assessmentriearned are required to be retained.

DMs (i.e., DMs post-unlearning), designed to

erase speci ¢ harmful concepts like “nudity’ and “violence'. Although I12P speci es which concepts
to unlearn, evaluating the unlearning effectiveness and generation retainability of unlearned DMs
under 12P remains challenging. This dif culty arises primarily from the lack of ground-truth data
or objective criteria to precisely de ne safety versus non-safety. Furthermore, I2P cannot evaluate
the performance of DM unlearning in other scenarios, such as object unleat@i#¥§|[and style
unlearning [23-30].

To enhance the assessment of machine unlearning in DMs and establish a standardized evaluation
framework, we propose the development of a new benchmark dataset, referradNoesRN CAN-

VAS. Unlike 12P,UNLEARNCANVAS is designed to evaluate the unlearning of artistic painting styles
along with associated image objects (see an illustration in Fig. 2). It also provides ground-truth data
annotations to precisely de ne the criteria for the effectiveness of unlearning and the retained model
utility post-unlearning (see a result overview in Fig. 1 (b)). We summamizecontributions below.

We conduct a systematic review of existing MU methods for DMs and identi ed three unresolved
challenges in their evaluations. We further provide an in-depth analysis of why a standardized
benchmark for DM unlearning evaluation is crucial.
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