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Abstract

Diffusion models (DMs) produce very detailed and high-quality images. Their
power results from extensive training on large amounts of data—usually scraped
from the internet without proper attribution or consent from content creators. Un-
fortunately, this practice raises privacy and intellectual property concerns, as DMs
can memorize and later reproduce their potentially sensitive or copyrighted training
images at inference time. Prior efforts prevent this issue by either changing the
input to the diffusion process, thereby preventing the DM from generating mem-
orized samples during inference, or removing the memorized data from training
altogether. While those are viable solutions when the DM is developed and de-
ployed in a secure and constantly monitored environment, they hold the risk of
adversaries circumventing the safeguards and are not effective when the DM itself
is publicly released. To solve the problem, we introduce NEMO, the first method
to localize memorization of individual data samples down to the level of neurons
in DMs’ cross-attention layers. Through our experiments, we make the intriguing
finding that in many cases, single neurons are responsible for memorizing particular
training samples. By deactivating these memorization neurons, we can avoid the
replication of training data at inference time, increase the diversity in the generated
outputs, and mitigate the leakage of private and copyrighted data. In this way, our
NEMO contributes to a more responsible deployment of DMs.

1 Introduction

In recent years, diffusion models (DMs) have made remarkable advances in image generation. In
particular, text-to-image DMs, such as Stable Diffusion [32], DALL-E [30], or Deep Floyd [38]] enable
the generation of complex images given a textual input prompt. Yet, DMs carry a significant risk to
privacy and intellectual property, as the models have been shown to generate verbatim copies of their
potentially sensitive or copyrighted training data at inference time [8} 136]. This ability has often been
linked to their memorization of training data [48, (12, [1} 5]. Memorization in DMs recently received
a lot of attention [16} 47, 49, 8], and several mitigations have been proposed [46| 31} [36]. Those
mitigations usually focus on either identifying potentially highly memorized samples and excluding
them from training, monitoring inference and preventing their generation, or altering the inputs to
prevent the verbatim output of training data [31, 36l 46]. While mitigations that rely on preventing
the generation of memorized samples are effective when the DM is developed and deployed in a secure
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Figure 1:Overview of NeMo. For memorized prompts, we observe that the same (original training)
image is constantly generated independently of the initial random seed. This yields severe privacy
and copyright concerns. In theitial stage NEMO  rstidenti es candidate neurons potentially
responsible for the memorization based on out-of-distribution activations.rémamentstep,

NEMoO detects thenemorization neurorfsom the candidate set by leveraging the noise similarities
during the rst denoising step. Deactivating memorization neurons prevents unintended memorization
behavior and induces diversity in the generated images.

environment, they hold the inherent risk of adversaries circumventing them. Additionally, they are
not effective when th®Msare publicly released, such that users can freely interact with them.

As a rst step to solving this problem, we propoB&NDING NEURON MEM ORIZATION (NEMO), a

new method for localizing where individual data samples are memorized insiddthBIEM O's
localization tracks the memaorization of training data samples down to the level of individual neurons
in the DM5cross-attention layers. To achieve thiéeM o relies on analyzing the different activation
patterns of individual neurons on memorized and non-memorized data samples and identifying
memorization neurons by outlier activation detection (as visualized in Fig. 2b). We empirically assess
the success dlEM 0 on the publicly availabl®Mstable Diffusion 82]. Our ndings indicate that

most memorization happens in the value mappings of the cross-attention layers of DMs. Furthermore,
they highlight that most training data samples are memorizgddiya few or even a single neuron
which is surprising given the high resolution and complexity of the training data.

Based on the insights about where within Bidsndividual data samples are memorized, we can
prevent their verbatim output by deactivating the identi ed memorization neuron(s). We demonstrate
the effect ofNEM O in Fig. 1. Without our approach, the image generated for the memorized input
prompt is the same, independent of the random seed for generation. By localizing the neuron
responsible for the memorization throuljiEM 0 and deactivating it, we prevent the verbatim output

of the training data and instead cause the generation of various non-memorized related samples. Hence,
by relying onNEM 0 to localize and deactivate memorization neurons, we can limit memorization,
which mitigates the privacy and copyright issues while keeping the overall performance intact.

In summary, we make the following contributions:
* We proposeNEMO, the rst method to localize where memaorization happens wibivisiown to
the level of individual neurons.

» Our extensive empirical evaluation of localizing memorization within Stable Diffusion reveals that
few or even single neurons are responsible for the memorization.

* We limit the memorization ilDMdy deactivating the highly memorizing neurons and further show
that this leads to a higher diversity in the generated outputs.

2 Background and Related Work

2.1 Text-to-Image Synthesis with Diffusion Models

Diffusion models DM$ [37, 19] are generative models trained by progressively adding random
Gaussian noise to training images and having the model learn to predict the added noise. After the
training is nished, new samples can be generated by sampling an initial noise xnagd (0;1)



This denoising process is formally de ned by

1 1
X 1% p= X P— (xuty) ; @)
t
with variance scheduler; 2 (0;1), (=1 rand = Q}:l t. The noise predictor (X;;t;y),

usually a U-Net [33], receives an additional ingufor conditional image generation.

Common text-to-imag®Mg 32, 30, 34] are conditioned on text embeddingsomputed by pre-
trained text encoders like CLIR9]. The typical way to incorporate the conditioniggnto the
denoising process is the cross-attention mechamidin (Cross-)Attention consists of three main
components: query matric€s= z;Wq, key matriceX = yWy , and value matriceg = yWy .
All three matrices are computed by applying learned linear projecidgsWy , andWy to the
hidden image representatianand the text embeddings The attention outputs are computed by

T
Attention(Q; K; V) = softmax Qp% V; (2)

with scaling factod. Importantly, in most text-to-image models, the noise predictor receives guidance
only through the cross-attention layers, which renders them particularly relevant for memaorization.

2.2 Memorization in Deep Learning

Memorization. Memorization was extensively studied in supervised models and with respect to data
labels @8, 1, 9]. Recently, studies have been extended to unlabeled self-supervised le@5)ihg |

In both setups, it was shown that memorization is required for generaliza@h3, 43]. However,
memorization also yields privacy riskd,[7, 14, 40] since it can expose sensitive training data.

In particular for generative models, includimvis it was shown that memorization enables the
extraction of training data points [4-6, 8, 36].

Localizing Memorization. Early work on localizing where inside machine learning (ML) models
memorization happens focuses on small neural networks. Initial ndings suggested that in supervised
models, memorization happens in the deeper lay139. However, more ne-grained analyses
contradict these ndings and identify that individual units,, individual neurons or convolutional
channels throughout the entire model, are responsible for memorizadprip identify these, Maini

et al.[24] deactivate units throughout the network until a label ip on the memorized training input
image occurs. However, due to the unavailability of labels, this approach does not trai3fés to

Memorization in Diffusion Models. Recent empirical studies connect the model architecture,
training data complexity, and the training procedure to the expected |leldNtokEmorization 16],

while others connect memorization to the generalization of the generation prd@gsBAo types of
memorization are usually distinguished: Verbatim memaorization that replicates the training image
exactly. And template memaorization that reproduces the general composition of the training image
while having some non-semantic variations at xed image positidBs EXxisting approaches for
detecting memorized training samples are based on statistical differences in the model behavior
when queried with memorized prompts. These approaches explore differences in predicted noise
magnitudes46], the distribution of attention score31], the amount of noise modi cation in one-step
synthesis45], and the edge consistency in generated imad8s Pur work is orthogonal to these
detection methods, focusing on the exachlization of memorizatiom the DN& U-Net rather than
detecting memorized samples.

Previously proposed methods for mitigating memorization during inference either rescale the attention
logits [3]] or adjust the text embeddings with a gradient-based approach to minimize the magnitude
of noise predictions46]. However, these inference time mitigation strategies are easy to deactivate
in practice and provide no permanent mitigation strategies for publicly released models. In contrast,
related training-based mitigation strategié§, [31] require re-training an already trained model like
Stable Diffusion, which is time- and resource-intensive. We showNligd o0 can reliably identify
individual neurons responsible for memorizing speci ¢ training samples. Pruning these neurons
effectively mitigates memorization, does not harm the general model performance, and provides a
more permanent solution to avoid training data replication.



(a) Pairwise SSIM scores for different prompts. (b) Neuron activations standardized by thecore.

Figure 2:Differences Between Memorized and Non-memorized Prompts. (@epicts the distribu-

tion of pairwise SSIM scores between initial noise differences starting from different seeds. Since the
noise trajectories are more consistent for memorized samples, the score re ects the degree of memo-
rization. (b) shows the distribution of the-scores of each neuron in the rst cross-attention value
layer. Memorization neurons produce considerably higher activations, here depicted as standardized
z-scores, for memorized prompts, allowing them to be identi ed by outlier detection.

3 NeMo: Localizing and Removing Memorization in Diffusion Models

NEM o, our method for detectingiemorization neurongonsists of a two-step selection process:

(1) Initial Selection: We rst identify a broad set of candidate neurons that might be responsible
for memorizing a speci c training sample. This initial selection is coarse-grained to speed up the
computation among the many neuronsbis Consequently, it might select false positives,,
neurons not directly responsible for memorization.

(2) Re nement: In the re nement step, we Iter neurons out to reduce the size of the initial candidate
set. After re nement, we deactivate the remainimgmorization neuron® remove memorization.

In our study, we apply this two-step approach &Mlo to detect memaorization neurons in tbés
cross-attention layers, the only components that directly process the text embeddings. Image editing
researchl7, 42, 10] shows that cross-attention layers highly in uence the generated content, so
we expect them to be the driving force behind memorization. We analyze the impact of blocking
individual key and value layers in Appx. C.8 and the in uence of blocking neurons in the convolutional
layers in Appx. C.9. Our results show that the value layers in the down- and mid-blocks of the U-
Net indeed have the highest memorization effect, whereas value layers in the up-blocks barely
affect the memorization. Deactivating the outputs of neurons in value layers completely blocks the
information ow of the guidance signal and, hence, potential memorization triggers. Deactivating
the key layers in cross-attention also impacts memorization but often impedes the image-prompt
alignment. Similarly, deactivating neurons in the convolutional layers of the U-Net did not mitigate
memorization. Therefore, we limit our search on memorization neurons to the value layers of the
U-Net's down- and mid-blocks. While the identi ed neurons effectively mitigate the data replication
problem, we emphasize that other parts of the U-Net might also play a crucial role in memorizing
training data. Speci cally, the identi ed neurons trigger the data replication, which is then executed
by other parts of the U-Net, such as convolutional and fully connected layers. Deactivating the
memorization neurons in value layers effectively interrupts the memorization chain and replication
process. Before detailing the two stepN#M O's selection process in Sec. 3.2 and Sec. 3.3, we

rst introduce how we quantify memorization strength in the next section. We provide detailed
algorithmic descriptions for each of#W 0's components in Appx. D.

3.1 Quantifying the Memorization Strength

Intuitively, the denoising process BiMidor memorized prompts follows a rather consistent trajectory

to reconstruct the corresponding training image, yielding image generations with little diversity.
Conversely, the denoising trajectory highly depends on the initially sampled noise for non-memorized
prompts A6]. We measure the similarity between the rst denoising steps for different initial seeds
as a proxy to compare the denoising trajectories and to quantify the memorization strength. The
higher the similarity, the more consistent the denoising trajectories, which indicates stronger memo-
rization. Letxt N (0O;1) be the initial noise following the denoising process described in Sec. 2.1.



Let (x1;T;y) further denote the initial noise prediction. We found that the normalized difference
between the initial noise and the rst noise predictios  (x7;T;y) X7 for memorized prompts

is more consistent for different seeds than for non-memorized prompts. We visualize this phenomenon
for some initial noise differences in Appx. C.6.

To detect the grade of memorization, we, therefore, use the similarity between the noise differences
() and ) generated with seedsandj as a proxy. We measure the similarity with the common

structural similarity index measure (SSIM)M]. A formal description of theSsSIM2 [ 1; 1] score

and an additional experiment outlining how the SSIM score can be used to detect memorization in

the rst place is provided in Appx. B.4.

A higher SSIM indicates higher similarity between the noise differences, re ecting a higher degree
of memorization. Notably, the SSIM computation only requires a single denoising step per seed,
which makes the process fast. To set a memorization threshgi¢l starting from which we de ne a
sample as memorized, we rst compute the mean SSIM on a holdout set of non-memorized prompts.
We compute the pairwise SSIM between ten different initial noise samples for each prompt and take
the maximum score. After that, we average the scores across all prompts and set the thggghold

to the mean plus one standard deviation. We consider the current image generation non-memorized if
the maximum pairwise SSIM scores are below this threshqlg. Fig. 2a shows the distribution of

SSIM scores for memorized and non-memorized prompts, demonstrating that memorized prompts
lead to a substantially higher score.

3.2 Initial Candidate Selection for Memorization Neurons

With our measure for quantifying the strength of memorization de ned, we move on to detail the rst
step of ouNEMO' localization. Our initial neuron selection procedure is based on the observation
that activation patterns of memorized prompts differ from the ones of non-memorized prompts on the
neuron level. Fig. 2b underlines this observation by plotting the standardized activation scores for
memorized and non-memorized samples in the rst value layer. Leveraging this insight, we identify
memorization neurons as the ones that exhibit an out-of-distribution (OOD) activation behavior. We
rst compute the standard activation behavior of neurons on a separate hold-out set of non-memorized
prompts. Then, we compare the activation pattern of the neurons for memorized prompts and identify

denote the activation of thieth neuron in the-th layer for prompt asal (y). The activation values

are averaged across the absolute neuron activations for each token vector in the text embedding.
Let I be the pre-computed mean activation a|i*|dhe corresponding standard deviation for this
neuron. To detect neurons potentially responsible for the memorization of a memorized provept
compute the standardizeescore [20], de ned as

! !
A= 201 ®)

Thez-score quanti es the number of standard deviatioh®y which the activatior| (y) is above or

below the mean activation}. Here, the activatioa! (y) is calculated by taking the mean over the
absolute token activations. To identify a neuron as exhibiting an OOD activation behavior, we set a
threshold ,¢;and assume that neuroin layerl has OOD behavior ifz! (y)j > ac. The lower the
threshold 4, the more neurons are labeled as OOD and added tméneorization neuronandidate

set. An algorithmic description of the OOD detection step is provided in Alg. 2 in Appx. D.2.

Fig. 2a shows that the pairwise SSIM score can be used to measure the generated sample's degree
of memorization. Hence, to get an initial selectionnoémorization neuronsve calculate the
standardized-scores for all neurons and start with a relatively high value,gf= 5. We deactivate

all neurons with OOD activations given the current threshgld i.e., setting the output of a neuron

to 0if jz/(y)j > ae to reduce the memorization strength. If, after deactivating these neurons,
the memorization score is not below the thresh@lgh, we then iteratively decrease the activation
threshold 5. by 0:25and update the candidate set until the target memorization sggfés reached.

The activation patterns of some neurons in the network show high variance, even on non-memorized
prompts. Such neurons can also be memorization neurons, but due to their high activation variance,
they might not be detected by our OOD approach based solely angberes. Therefore, we also

add the topk neurons of each layer with the highest absolute activation on the memorized prompt



to our current candidate set to account for such high-variance neurons. We start byksetting
and increasé& at each iteration by one if the memorization score is still above the threshgid

We detail our initial selection process in Alg. 3 in Appx. D.3. All neurons identi ed by our OOD
approach and the neurons with théighest activations are then collected in the neuroisags; -
Since not all neurons in s&itiar Might be memorization neurons, we re ne this set in the next step.

3.3 Re nement of the Candidate Set

In this step, we take the set of identi ed neurdsneq = Sinitiar @nd remove the neurons that are
actually not responsible for memorization. To speed up this process, we rst group the identi ed
neurons layer-wise, leading to the neuronSgt,., for layerl. We iterate over the individual layers

identi ed neurons in the remaining layers deactivated.

We then compute the SSIM-based memorization score and check if it is still below the thregheld

If the memorization score does not increase above the threshgldwe consider the candidate
neuronsS}, .4 Of layerl as not memorizing and remove them from our set of neuBang.q. After
iterating over all layers, the s& neq ONly contains neurons from layers that substantially in uence
the memorization score.

Next, we individually check each remaining neuron in theSgteq by re-activating this particular
neuron while keeping all other neurons in theSgt,eg deactivated. Again, if the memorization score
computed on the remaining deactivated neurons does not exceed the memorization thggshold
we remove this neuron from the s&t q. After iterating over all neurons i8¢ neq, We consider
the remaining neurons as memorizing and denote the nal set of memorization neu®pg.ad/e
detail this re nement approach in Alg. 4 in Appx. D.4.

4 Experiments

We now empirically evaluate BM O's localization in text-to-imag®Ms

Models and Datasets\We follow current research on memorizatiorDiM446, 31] and investigate
memorization in Stable Diffusion v1.4 [32]. Our set of memorized prompts consists of 500 LAION
prompts B5] provided by Wen et al[46]. We analyzed the prompts using the Self-Supervised
Descriptor (SSCD) scor@§], a model designed to detect and quantify copyinPMs The lower the

score, the less similar the contents in the image pairs. Additionally, we split the dataset into verbatim-
(VM) and template-memorized 1) samples to enable a more detailed analysis of results. The
hyperparameter selection and experimental conduction are independent of the type of memorization.
If not further speci ed, we used the same hyperparameters for all the experiments in the paper.

Images generated by VM prompts match the training image exaetlypixel-wise, independent of

the chosen seed. TM prompts, on the other hand, reproduce the general composition of the training
image while having some non-semantic variations at xed image positions. Details about the analysis
and the annotation can be found in Appx. C.1.

Other publicly available models, like Stable Diffusion v2 and Deep FI@gl fare trained on more
carefully curated and deduplicated datasets. We thoroughly checked for memorized prompts using the
tools by Webstef45] and our SSIM-based memaorization score but could not identify any properly
memorized prompts. This result aligns with related research on memorizativigd6, 31].

Metrics: We split our metrics into memorization, diversity, and quality metrics. The memorization
metrics measure the degreemoémorization still present in the generated images. We generate ten
images for each memorized prompt with activated/deactivated memorization neurons and measure
the cosine similarities between image pairs using SSCD embeddings to quantify the memorization.
We denote this metric bSCDsen. Since the generated images without deactivated neurons also
differ in their degree of memorization from the original training images, we additionally measure
the degree of memorization towards the original training images and denote this m&8Cas;ig.

Higher SSCD scores indicate a higher degree of memorization.

Our diversity metric assesses the variety of images generated for the same memorized prompt with
different seeds. Diversity is usually low for memorized samples, and generated images almost always
depict the same image. Deactivating memorization neurons increases the diversity in the generations.



Table 1:Impact of Deactivating the Memorization Neurons.Keeping all neurons active (1st row)

and randomly deactivating neurons (3rd row) has no impact on memorization. However, deactivating
the memorization neurons locatedigM o (8th row) successfully mitigates memorization, increases
diversity, and maintains prompt alignment. These results are comparable to the gradient-based
mitigation strategies adjusting the prompt embeddings (2nd row) and the attention scaling (4th row).
Adding random tokens also reduces memorization. However, for 1 or 4 tokens, the memorization, as
guanti ed by the SSCD scores, is still higher than with deactivated memorization neurons. Adding
10 random tokens leads to comparable mitigation but also reduces the prompt alignment score.

Setting Memorization Type Deactivated Neurons # SSCD org ~ # SSCD gen #D sscp " Acup
A Newors Acvae it e S moR B omou a2om
PrompEnbedng Adusmen (ental 45) Yo T
Deacivaing Random s S I A T SR S
Auentonselng et 1) e Y
peting 1R Toen Somepat el 56) Yo T
Ading 3 Random Toens Somepaita 56)  Yooet T
Adang 10Randon Tokes (somepalietal 550 Yoy T

Verbatim 4 3 0:09 0:06 0:10 0:07 0:16 0:06 0:31 0:02

Deactivating Memorization Neurons (NeM o) Template 21 18 0:05 003 0:05 0.4 012 005 031 0:02

We quantify the sample diversity by computing the pairwise cosine similarity between the SSCD
embeddings of different images generated for the same prompt. We refer to this me&tgezsfor
which lower values indicate more image diversity.

To assess the overall imageality of aDMvith activated/deactivated neurons, we compute the Fréchet
Inception Distance (FID)18], the CLIP-FID 1], and the Kernel Inception Distance (KID3][

on COCO p2] prompts. All quality computations follow Parmar et 6] to avoid biased results.
Additionally, we compute the similarities between the generated images and the input prompts using
CLIP scores29] to ensure the alignmetitc, p between generated images and their prompts. The
higher the alignment, the better the generated images represent the concepts described in the prompt.

Importantly, we use different seeds for detecting memorization neurons\&itho and the metric
computations to avoid undesired biases during the evaluation due to seed over tting. We always state
each metric's median value and absolute deviation across ten seeds, except the quality metrics (FID,
CLIP-FID, KID, andAcyp), for which we used ve different seeds.

Memorization Threshold: We set the memorization score threshold i@y, = 0:428 which
corresponds to the mean plus one standard deviation of the pairwise SSIM score between initial noise
differences measured on a holdout dataset of 50,000 LAION [35] prompts.

Baselines:As a baseline, we repeated the image generations ve times but replaced the deactivated
memorization neurons with random neurons from the same layer. We also generated images using
the inference mitigation strategy proposed by Wen e[}, which performs a gradient-based
adjustment of the text embeddings. Importantly, gradient-based mitigation strategies are memory-
intensive, particularly for larger batch sizééeM o, however, computes no gradients, which enables

the approach to also work on machines with limited computing resources. Additionally, we also
selected the attention scaling method by Ren ¢84l. and the addition of random tokens, proposed

by Somepalli et al. [36], as baselines.

4.1 Localizing Memorization Down To Individual Neurons

We begin by demonstrating the effectiveness of our memorization localization method. Tab. 1 presents
the quantitative results for images generated with the identi ed memorization neurons deactivated.
NEM o detected a median dfand21 memorization neurons for VM and TM prompts, respectively.

For VM prompts, deactivating these memorization neurons signi cantly decreases memorization, as
re ected by low memorization metricSSCDQyyig andSSCLsen, While increasing the image diversity

in terms of pairwise similarityDsscp However, theSSChyyig does not change noticeably for

TM prompts.



Figure 3:Impact of Deactivating Memorization Neurons The top row shows images generated
with memorized prompts, closely replicating the training images. The bottom row demonstrates that
deactivating memorization neurons increases diversity and mitigates memorization. Notably, only a
few neurons (counts indicated by digits in the boxes) are responsible for these memorizations.

(a) Memorization neurons per prompt. (b) Memorization neurons per layer.

Figure 4: Distribution of Memorization Neurons. (a) shows the number of prompts that are
memorized by a xed number of neurons, e.g., the verbatim memorization of 28 prompts is located
in single neurons(b) depicts the average number of memorization neurons per layer and prompt.

This behavior results from the fact that TM prompts typically memorize speci ¢ parts of the original
training image, such as objects or compositions, rendering#@yig metric less informative. In
contrast, th&SCDsen Score, which compares similarities between images generated with and without
the deactivated neurons, provides a more accurate measure. This score highlights that deactivating the
identi ed neurons effectively alters the images and mitigates memorization. Importantly, the image-
prompt alignmenic p remains constant in all cases, indicating that deactivating memorization
neurons does not result in misguided image generations. We visualize examples of deactivating
memorization neurons to avoid data replication and increase diversity in Fig. 3.

Comparing the results of deactivating the neurons identi edNIsM o with those obtained from
randomly deactivated neurons highlights that only a speci ¢ subset of neurons is actually responsible
for memorizing a prompt. While deactivating the identi ed memorization neurons signi cantly
impacts both memorization and the diversity of the generated images, randomly deactivating neurons
has no noticeable effect.

Moreover, the mitigation effect of deactivating memorization neurons is comparable to the state-
of-the-art method of adjusting the prompt embeddirig. [Yet, adjusting the prompt embeddings
requires gradient computations for each seed and prompt, which are time- and memory-expensive,
especially with large batch sizes. In contrast, once the memorization neurons are identi ed using our
gradient-freeNEM O, no additional computations are needed during image generations, thus adding
no overhead to the generation process.

4.2 Analyzing the Distribution of Memorization Neurons

Next, we analyze the distribution of the memorization neurons. Fig. 4a shows the total number of
neurons responsible for memorizing speci ¢ prompts. Typically, a small set of neurons is responsible
for verbatim memorization. For instance, 28 VM prompts from our dataset are memorized by a
single neuron Additionally, ve or fewer neurons replicate two-thirds of VM images, indicating that
verbatim memorization can often be precisely localized within the model. Template memorization can
also frequently be pinpointed to a small set of neurons, with about 30% of TV replication triggered
by ve or fewer neurons.



(a) Assessing image quality using FID and KID.  (b) Scaling the activations of memorization neurons.

Figure 5:Image Quality and Sensitivity to Scaling Factor. (a)assesses the generated images'
quality when blocking an increasing number of neurons. As can be seen, the FID and KID values vary
only slightly, indicating that blocking neurons identi ed INEM 0 does not negatively affect image
generation quality. Gray lines indicate the baseline without any neurons blqtRedvestigates the

effect of scaling the memorization neurons' activations by a scaling factor instead of deactivating
them (scaling by zero). Whereas positively scaling memorization neuron activations only slightly
reduces memorization, negative scaling reduces the memorization not any further.

However, approximately one-third of TM prompts are distributed across 50 or more neurons. We
hypothesize that this broader distribution results from the higher variation in generated images for TM
prompts, where memorization spread across multiple neurons leads to increased image diversity. In
contrast, VM prompts, often memorized by a small group of neurons, consistently produce the same
image without variation. More detailed plots of the identi ed neurons can be found in Appx. C.2.

Interestingly, we identify two neurons in the rst cross-attention value layer responsible for the
verbatim memorization of multiple prompts. Neuron #25 in this layer is associated with depicting
people, while neuron #221 is responsible for memorizing multiple podcast covers. Together, these
neurons account for memorizirig % of our dataset's VM prompts. Similarly, neurons #507 and
#517 in the third value layer are responsible for multiple TM prompts describing iPhone cases. The
impact of deactivating these neurons on the image generation of memorized prompts is visualized in
Appx. C.5. We also plot the distribution of the average layer-wise number of memaorization neurons
per prompt in Fig. 4b. Neurons responsible for VM prompts are primarily located in the value
mappings of the rst cross-attention layers within the U-Net's down-blocks (each block contains
two cross-attention layers). A similar pattern appears for TM prompts, although value layers located
deeper in the U-Net seem to play a more crucial role for TM prompts than for VM prompts.

4.3 Memorization Neurons Hardly In uence Non-Memorized Prompts

Until now, our focus has been on the impact of deactivating memaorization neurons on memorized
prompts. In this part, we investigate how these neurons in uence non-memorized prompts and
the overall image quality of th®M To assess their impact, we deactivate varying numbers of
memorization neurons, ordered by their frequency of occurrence as identi ed in our experiments,
and compute the FID and KID scores on the COCO dataset. We also repeat the generations by
deactivating the same number of randomly selected neurons that are not among the identi ed
memorization neurons. As shown in Fig. 5a, there is no signi cant degradation in the image quality
when blocking either the random neurons or the memorization neurons, even with up to 750 blocked
neurons. This nding underscores the potential for pruning memorization neur@idsnithout
compromising the overall image quality. The plot for the CLIP-FID metric and more detailed plots
of the other two metrics, as well as an additional experiment measuring the disentanglement of the
neurons in the value layers, can be found in Appx. C.3.

4.4 Ablation Study and Sensitivity Analysis

We further analyze the impact of each componerifieM o and its sensitivity to hyperparameter
selection. We discuss the most crucial insights here, with the complete study included in Appx. C.7.
First, we evaluate the impact of different memorization threshalds. Lowering this threshold
slightly increases the number of identi ed neurons but has a negligible effect on performance metrics.



Selecting this threshold based on statistics computed on a holdout set provides a simple yet effective
way for hyperparameter selection.

Additionally, we compare the results of using both staged®¥10 versus a setting where we only
perform the initial candidate selection, skipping the re nement process. Although memorization
is successfully mitigated by deactivating the initially selected neurons, the number of identi ed
memorization neurons increases substantially, resulting in a median of 26.5 net2@rsr{euron}

for VM prompts and 674.5 neurons§53.5 neuronsfor TM prompts. This highlights the importance

of the re nement stage in reducing the number of neurons necessary to mitigate memorization
ef ciently. To further test whether the assumptions about the statistics of memorization neurons hold,
we appliedNEM o to a set of 500 non-memorized prompts not used to calibrate our thresholds. As
we further showNEM O does not identify any neurons for most of the non-memorized prompts,
underscoring the validity of our assumptions.

We also compared the effect of completely deactivating the identi ed memorization neurons to
down-scaling their activations by a xed factor. The SSCD scores in Fig. 5b, computed for different

scaling factors, demonstrate that memorization is not fully mitigated when using a positive scaling
factor. Conversely, negative scaling factors do not provide any additional mitigation compared to our
default setting of deactivating the neurons (i.e., using a factor of zero).

5 Conclusion and Outlook

DMshave rapidly become a cornerstone of computer vision. Yet, problems like memorization of
training samples can lead to undesired replication of potentially sensitive or copyrighted training
images. Previous research has primarily focused on identifying memorized prompts and proposing
mitigation strategies by adjusting tB& input. However, there has been a lack of understanding
regarding the precise location of memorization within the model.

Our research provides novel insights into the memorization mechanisms in text-tofriveggenlike
previous studies that focused on identifying memorized prompts, our appifeabtp, is the rstto
localize memorizatiowithin the model and pinpoinibdividual neuronsesponsible for it. Traditional
pruning methodsJ[1] are orthogonal to our approach by pruning only structures to reduce the total
parameter count of the model. Our memorization localization algorithm enables model providers
to prune these memorization neurons, effectively mitigating memorization permanently without
additional model training, which can be costly in terms of data and resources. Our mitigation can
be executed without compromising the model's overall performance or the quality of the generated
images, allowing model providers to deploy the resulting models without additional safeguards to
prevent memorization.

There are several directions to expand and build upon our method for detecting neurons responsible
for memorization. One intriguing avenue is to investigate whether an adjusted verdi@Mab can

detect concept neuron®3]. These neurons are not responsible for memorizing a certain prompt but
for generating a particular concept. Such an approach could enable model providers and users to
perform knowledge editinglp] and remove undesired concepts like violence and nudity. Another
exciting application foNEMO is in large language models, also known for memorizing training
samples]. Identifying neurons responsible for memorizing text from the training data could lead to
new mitigation strategies.

Additionally, our insights could be interesting for developing new pruning algorithmBIKésto

reduce the number of parameters while eliminating unintended memaorization. As demonstrated in
our experiments, pruning memorization neurons does not signi cantly impact the model's overall
performance, which is crucial for effective pruning strategies.
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A Limitations

Highly Memorized Prompts: For certain memorized prompts, our method identi es a set of over 100
neurons. Upon closer examination, we found that in these cases, memorization is distributed across
many neurons in various layers, rather than being concentrated in a small group. Even deactivating a
substantial number of neurons in the network does not eliminate memorization for these prompts.
However, such instances, primarily TM prompts, were rare in our experiments. We provide examples
of highly memorized prompts in Appx. C.4.

Mitigating Template Memorization Is Harder Than Verbatim Memorization: Deactivating
memorization neurons is effective for mitigating verbatim memorization, and often requires only
a small number of neurons to be deactivated. In contrast, mitigating template memorization often
requires deactivating more neurons, and even then, complete removal of memorization is not always
possible in some rare cases. This dif culty arises because template memorization frequently results
in diverse generations, with the memorized content corresponding to only certain aspects of the
image. Distinguishing between these memorized parts and the remaining image parts is not always
clearly achievable with our SSIM-based memorization strength. However, we emphasize that for the
majority of prompts, deactivating the identi ed memorization neurons successfully removes template
memorization.

Runtime: For most memorized promptslEM O detects the memorization neurons in a few seconds.
We timed the runtime oREM 0 and found that on averag¢éeM o can identify memorization neurons

for verbatim memorized prompts withit¥:2 seconds, while for template memorized prompts
memorization neurons are identi ed 437 seconds on average. As discussed in the previous
paragraph, mitigating and localizing memorization for template memorized prompts is harder. We
suspect this is one reason wNgM O's runtime is slightly longer for template memorized prompts.

To get further insight into how long the runtime of each part of our algorithm is, we also timed the
runtime for the algorithms D1-D4 separately. The results can be seen in Tab. 2.

Table 2: NEMo can localize the neurons responsible for memorization ef ciently. The average
runtime (in seconds) for Alg. 1 and Alg. 2 is below one second, while the runtime for Alg. 3 is below
10 seconds. While the runtime for Alg. 4 is longer than for the other pafteM 0, the runtime is

still only 45 seconds for TM. Alg. 4 has the longest runtime for TM, since the initial candidate set is
larger than for verbatim memorized samples.

Memorization Type Al A2 A3 A4 Total
VM 0.21 029 231 1285 15.68
™ 0.18 0.25 6.09 39.37 45.90

B Experimental Details

B.1 Hard- and Software Details

We performed all our experiments on NVIDIA DGX machines running NVIDIA DGX Server Version
5.2.0 and Ubuntu 20.04.5 LTS. The machines have 1.5 TB (machine 1) and 2 TB (machine 2) of RAM
and contain NVIDIA Tesla V100 SXM3 32GB (machine 1) NVIDIA A100-SXM4-40GB (machine

2) GPUs with Intel(R) Xeon(R) Platinum 8174 (machine 1) and AMD EPYC 7742 64-core (machine
2) CPUs. We further relied on CUDA 12.1, Python 3.10.13, and PyTorch 2.2.2 with Torchvision
0.17.2 R7] for our experiments. All investigated models are publicly available on Hugging Face. For
access, we used the Hugging Face diffusers library with version 0.27.1.

We provide a Docker le with our code to make reproducing our results easier. In addition, all training
and con guration les are available to reproduce the results stated in this paper.

B.2 Model and Dataset Details

Experiments were mainly conducted on Stable Diffusion vB2}, [publicly available ahttps:
/Ihuggingface.co/CompVis/stable-diffusion-v1-4 . All details regarding the data, training

15



parameters, limitations, and environmental impact are available at that URL. The model is available
under the CreativeML OpenRAIL M license.

The investigated prompts originate from the LAION2B-8p][dataset used to train ti2MThe set

of memorized prompts is taken from Wen et[d6]?, who collected the prompts by using the tool of
Webstel{45]. The LAION dataset itself is licensed under the Creative Common CC-BY 4.0. The
images of the LAION dataset might be under copyright, so we do not include them in our code base;
we only provide URLS to retrieve the images directly from their source.

B.3 Experimental Details and Hyperparameters

Allimages depicted throughout the paper are generated with xed seeds, 50 inference steps, and a
classi er-free guidance strength of 7 using the default DDIM scheduler. Notably, the seeds used for
generating the images and computing the evaluation metrics differ from those used for our detection
method NEM O to avoid seed over tting.

During detection wittNEM O, no classi er-free guidance was used, which speeds up the detection
since only a single forward pass per seed is required, compared to an additional forward pass on the
null-text embedding with classi er-free guidance. We always used ten different seeds for each prompt.
The threshold on the SSIM memorization score was sefd@ = 0:428during the experiments in

the main paper. We vary this threshold and analyze its impact in our sensitivity analysis in Appx. C.7.

We run all experiments — detection wikeM 0 and the generations for the metric computations —
with half-precision ( oat16) to reduce the memory consumption and speed up the computations.

B.4 Structural Similarity Index Measure (SSIM)

We quantify the memorization strength during our experiments using the structural similarity index

measure commonly used in the computer vision domain to assess the similarity between image

pairs. Our memorization score is computed as follows:¥zet N (O; 1) be the initial noisy image.

Let (x1;T;y) further denote the initial noise prediction without any scaling by the scheduler.

We found that the normalized difference between the initial noise and the rst noise prediction
= (x1;T;y) xt for memorized prompts is substantially more consistent for different seeds

than for non-memorized prompts. To detect the grade of memorization, we, therefore, use the

similarity between the noise difference® and () generated with seedsandj as a proxy. We

measure the similarity with the common structural similarity index measure (SS{l) The

SSIM 2 [0; 1] between two noise difference8) and () is de ned by

2 +C)2 j +Cp
(F+ F+C)( 7+ 2+Cy)

SSIM( (i); (J)): 4)

The parameters;, ; and 2, 2 denote the mean and variance of the pixels (h an (),
respectively. Likewise, j denotes the covariance between the images. Following the original paper,
C; andC; are small constants added for numerical stability.

A higher SSIM indicates higher similarity between the noise differences, re ecting a higher degree of
memorization. Notably, the SSIM computation only requires a single denoising step per seed, which
makes the process fast.

Indeed, the SSIM score itself can be used to detect memorization. We visualized the different SSIM
score distributions for non-memorized and memorized prompts in Fig. 2a. To underline this observa-
tion with quantitative metrics, we ran additional experiments to explore the detection capabilities of
our SSIM-based method. We measured the ef ciency of the SSIM score for memorization detection
on our dataset of memorized and non-memorized prompts. Without extensive hyperparameter tuning,
this detection method achieves an AURO®8f4 an accuracy 094:2% (using a naive threshold

of 0.5 on the SSIM similarity), and a TPR@ 1%FPRB@f6%. Since the amount of memorization

of template memorized prompts varies signi cantly, we repeated the computation for detecting the
verbatim memorized prompts. Here, the SSIM approach even achieves an AUROG4M, an
accuracy 097:39% (with a threshold of 0.5), and a TPR@1%FPRO8f21% These results indicate

that the SSIM score can also be used to detect memorization reliably in the rst place. However,
detection is not the focus of the paper but the localization on the neuron level.

2pvailable athttps://github.com/YuxinWenRick/diffusion_memorization
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C Additional Results

C.1 Distinguishing Between Different Types of Memorization

Webste{45] distinguished betweeverbatimandtemplate memorizegrompts. Verbatim memorized
prompts lead to the exact reconstruction of training samples, while template-memorized prompts
replicate the composition and structure of the training image. To provide a more ne-grained analysis
of our results, we classify the prompts in our dataset into these two categories. We distinguish
between both types by computing the SSCH] [scores between the original training image and ten
generations with different seeds. We then classify a prompedsatim memorized the maximum

SSCD score computed as cosine similarity exceeds a thresh0id ahd azemplate memorized
otherwise. Fig. 6 plots the distribution of SSCD scores for both datasets. We manually inspected and
classi ed the prompts where the original training image is no longer available (16 out of 500).

Figure 6: We compare the maximum SSCD score between ten generated images and the original
training sample. We categorize the memorized prompts into verbatim memorized if the SSCD score
exceed®):7 and into template memorized prompts otherwise.

C.2 Detailed Analysis of the Distribution of Memorization Neurons

(a) Number of initial neurons per prompt. (b) Number of neurons per prompt after re nement.

Figure 7: Distribution of Memorization Neurons. We show the number of prompts that are
memorized by a xed number of neuron@&) plots the number of neurons found in the initial neuron
selection.(b) shows the number of neurons after re nement. As we can observe, the re nement step
drastically reduces the number of found memorization neurons for both the template and the verbatim
memorized prompts.
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C.3 Detailed Quality Analysis

(a) Assessing image quality using FID. (b) Assessing image quality using CLIP-FID.

(c) Assessing image quality using KID.

Figure 8:Image Quality Does Not Degrade When Deactivating Memorization Neuronepicted

are the generated images' FID, CLIP-FID (FID calculated using a CLIP model), and KID scores
when blocking an increasing number of neurons. For all three metrics, smaller values are better. As
can be seen, the FID, KID, and CLIP-FID values vary only slightly, indicating that blocking neurons
identi ed by NEM o does not negatively affectimage generation quality. Gray lines indicate baselines

without any neurons blocked. We repeated the experiment with ve different seeds. Depicted are the
mean values and the standard deviation.

Table 3: We measured the disentanglement of neurons for deactivating top-k memaorization neurons
or randomly selected neurons. More speci cally, we collected and compared the attention layer

outputs for 500 non-memorized prompts with and without neurons deactivated and 3 seeds. We then
computed the average cosine similarity between corresponding outputs. The high similarities show
that blocking neurons only has a negligible impact on the outputs of the attention layer, suggesting

that other neurons can substitute the functionality of blocked neurons on non-memaorized prompts.

Num. Blocked
Neurons 1 5 10 25 50 ‘ 100 150

Net?rfrflfl'ype Random Top-K| Random Top-K Random Topi{K Random Top-K Random Tap-K Random Tpp-K Random Top-K
1 1.0 1.0 1.0 0.99 1.0 0.98) 0.99 0.9 0.99 8 0.99 0J98 0.99 0.98
2 1.0 0.99 1.0 0.99 1.0 0.99 0.99 0.98 0.99 8 0.99 0/98 0.99 0.98
3 1.0 1.0 0.99 0.99 0.99 0.99 0.99 0.99 0.99 9 0.99 0]99 0.99 0.99
4 1.0 1.0 1.0 0.99 0.99 0.99 0.99 0.99 0.99 9 0.99 0/99 0.99 0.99
5 1.0 1.0 1.0 0.99 0.99 0.99 0.99 0.99 0.99 .99 0.99 0/99 0.99 0.99
6 1.0 0.99 0.99 0.99 0.99 0.99 0.99 0.99 0.99 .99 0.99 0[99 0.99 0.99
7 0.99 0.99 0.99 0.99 0.99 0.99 0.99 0.99 0.99 -9 0.99 0[99 0.99 0.99

We ran additional experiments to analyze the impact and effects of deactivating neurons in the value
layers. The result can be seen in Tab. 3. We deactivated a varying number of neurons, either randomly
selected or the top memorization neurons, and measured the similarity between the outputs of the
cross-attention blocks with deactivated neurons and all neurons activated. Our results, stated in
the rebuttal PDF, show that even deactivating a large number of neurons only impacts the attention
outputs marginally. We, therefore, conclude that other neurons can replace the functionality of speci ¢
neurons on non-memorized prompts and that neurons in the value layers act rather independently.
Yet, for neurons memorizing speci ¢ prompts, this memorizing functionality is not replaced by other
neurons, explaining the mitigation effect of deactivating these neurons.
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C.4 Highly Memorized Prompts

Figure 9: Memorization of highly memorized prompts is distributed across many neurons in various
layers, rather than concentrated in a small group of neurons. We show examples of such prompts
and the impact of deactivating the identi ed memorization neurons. The number of memorization
neurons in each case is stated behind each prompt.
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C.5 Examples for Memorization of Single Neurons

To illustrate that some single neurons are responsible for memorizing multiple training prompts, we
generated images with and without these speci ¢ neurons deactivated. In Fig. 10 and Fig. 11, we
only deactivate a single neuron each in the rst value layer, whereas in Fig. 12, we deactivate two
neurons in the third value layer.

Figure 10: We found thabeuron #25 in the rst cross-attention layer's value mappingis
responsible for verbatim memorization of multiple prompts, all associated with depicting people.
Deactivating this single neuron mitigates the memorization and introduces diversity into the images
(right columns) compared to images generated with all neurons active (left columns). Generations
were conducted with seeds different from the seeds used for the neuron localization process.

20



Figure 11: We found thaheuron #25 in the rst cross-attention layer's value mappingis
responsible for verbatim memorization of multiple prompts, all associated with depicting people.
Deactivating this single neuron mitigates the memorization and introduces diversity into the images
(right columns) compared to images generated with all neurons active (left columns). Generations
were conducted with seeds different from the seeds used for the neuron localization process.
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Figure 12: We found thateurons #507 and #517 in the third cross-attention layer's value
mapping is responsible for template memorization of multiple prompts describing iPhone cases.
Deactivating these two neurons mitigates the template memorization and introduces diversity into the
images (right columns) compared to images generated with all neurons active (left columns). Image
generations were conducted with a xed seed different from the seed used for the neuron localization
process.
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C.6 Comparison of Initial Noise Predictions

Figure 13: Visualizations for generated images andhttise differences between the predicted
noise after the rst denoising step and the initial Gaussian noiseNoise differences for memorized
prompts (left column) have low diversity and are already structurally similar to the nal image. The
noise differences for non-memorized prompts (right column) show no clear structure and differ
substantially for different noise initializations. Deactivating the memorization neurons detected with
NEM o (middle column) removes the structure in the initial noise differences and adds more diversity,
leading to diverse image generations.
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