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(a) Confidence ascent ratio (CAR)
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(b) Gradient compression ratio (GCR)

Figure 7: Confidence ascent ratio (CAR) and Gradient compression ratio (GCR) on various datasets.

To better understand why our generated confounder noise can make the data unlearnable, we can
also gain some insights according to optimization gradient. Empirically, if one image provides a
large gradient in a backpropagation, this image has a lot of learnable knowledge, and vice versa.
Thus a natural question is: How do the confidence and optimization gradients produced by our
encrypted dataset change relative to those of the original dataset during model training? We propose
two statistical metrics for validation: Confidence Ascent Ratio (CAR) and Gradient Compression
Ratio (GCR). Specifically, suppose that the training model is h with the parameters of the last layer
(classifier) W , the number of images in the training set Dtr is n. The confidence of the original
image x corresponding to ground truth class t is h(x)t, and this confidence of the encrypted image is
x+G�(x) is h(x+G�(x))t, then CAR is defined as

CAR =

PDtr
x2Dtr 1((h(x+G�(x))t � h(x)t) > 0)

n
; (6)

where 1(�) is a indicator function. GCR is defined as

GCR =

PDtr
x2Dtr (krW ‘(x+G�(x); t)k2=krW ‘(x; t)k2)

n
: (7)

where k � k2 represents the L2 norm, rW ‘(�) represents the gradient of the given input w.r.t. the
classifier.

Figure 7 demonstrates CAR and GCR in all datasets, where the checkpoint of model h is randomly
selected during the training phase. From the result of Figure 7(a), we can find that CAR exceeds 90%
in all datasets and even reaches 100% in Keratitis. This means that most images can be correctly
classified by the model h after adding our confounder noise, so that the model ‘thinks’ that these
encrypted images have nothing to learn. This phenomenon can be understood because the confounder
noise and the label have a strong correlation in ConfounderGAN. Further, we can observe that GCR
is less than 2% for all datasets in Figure 7(b). That is, the backpropagation gradient provided by
the encrypted image x+G�(x) to the deep neural network is less than 2% of that provided by the
original image x, which fully shows the exploitable knowledge in x+G�(x) is greatly suppressed
compared to x.
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