A Appendix structure

This Appendix provides additional proofs and experimental results. Here we provide an overview on
the organization of the section.

* Appendix [B|reports omitted proofs of Section 4}

* Appendix |C|discusses the computational improvement for DDPG with MixedNE-LD.

* Appendix |D|contains DDPG experimental results and hyperparameter details.

* Appendix [E|contains TD3 experimental results and hyperparameter details.

* Appendix [Fdiscusses the experimental setup for VPG experiments.

* Appendix [G| contains VPG experimental results and hyperparameter details.

The code repository (for all the experiments): https://github.com/DaDaCheng/LIONS-RL/
tree/master/Robust-Reinforcement-Learning-via-Adversarial-training-with-Langevin-Dynamicsl|

B Algorithms and Omitted Proofs for Section 4]

B.1 Algorithms and Hyperparameters

The pseudocode of the algorithms can be found in Algorithm[2|(the symbol IT denotes the projection).
The hyperparameter setting for experiments in Section []is:

* Algorithm 2] with GDA, and n; = 0.1
* Algorithm 2] with EG, and n, = 0.1
. Algorithmwith MixedNE-LD, n; = 0.1, ¢, = 0.01, K; = 50, and § = 0.5.
We also note that we focus on the “last iterate” convergence for EG [34, [35]], instead of the usual

ergodic average in convex optimization literature. This is because, in practice, people almost
exclusively use the last iterate.

B.2 Proof of Theorem[Il

We will focus on the case f(6,w) = 6%w? — fw. Without loss of generality, we may also assume that
w(0) > 6(0) > 0; the proof of the other cases follows the same argument.

Let (6(t),w(t)) follow the dynamics (TI) with 6(0) - w(0) > 0.5. Assume, for the moment, that both
0 and w are without constraint. Then we have

1d dé dw
S q (0(t)* + w(t)?) _0—+w5
= 20%w* — Ow + (—202w? + w)
=0
implying that 02(¢) + w?(t) = 6%(0) + w?(0) for all t. Therefore (7 cos (t + ¢1) ,7sin (t + ¢2)),
where (7 cos ¢1,rsin ¢2) = (0(0),w(0)), is a solution for dynamics for small enough ¢.

On the other hand, we have

d do
< 0(0) = T 0wt +00) - S0

(
=20(t)w’(t) — (1) + ( 20°(t)w(t) + 0°(t))
= (0°(t) — (1)) (1 — 20(t)w(t))

= (0%(t) — w?(t)) (1 —2r% cos (t + ¢1) sin (¢t + ¢2)) .
When ¢ = 0, we have 1 — 2r2 cos (t 4+ ¢1) sin (t + ¢2) = 1 — 20(0)w(0) < 0. When ¢t = T, we

have

2r2 cos (t 4 ¢1) sin (t + ¢2) = <\é§ cos @1 — 72 sin ¢1> (? cos ¢ + ? sin ¢2>

Ld
Ld
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Algorithm 2 Algorithms in Section 4| (MixedNE-LD / GAD / EG)

Input: step-size {nt}thl, thermal-noise {Et}tT:v warmup steps {Kt}tT:l, exponential damping
factor (3.
fort=1,2,..., T —1do

MixedNE-LD:
@t,wtl) — Wy Gt,Ggl) < Gt
fork=1,2,... , K;do
§,§ ~N(0,I)
oY Tl (Q(k) + Vo f (0 wr) +€t\/277t§/>
w(k+1) «— Il ( (k) — Ve f(@t,wt )+€t\/277tf>
8) @ + B+

Wt < (
— (1-B)6; + oY

end for ~
011 < (1= B)0: + BO;
Wiyl (1 — ﬁ) we + ﬂ(z)t

GAD (Gradient Ascent Descent):

Orr1 < o (0 +n: Vo f(0r, 1))

werr < o (W =0V f(Or11,w1))
EG (Extra-Gradient):

Opp1 < o (0 +mVof(0r,w1)))
(we =MV [ (O, wi))
041 + llg <9t +n: Vo f( t+%7wt+%))
(e

Titvef t+1- Wt+%))

thr% «— Ilg

W1 HQ

end for
Output: wr, Or.

= (60) = V7= 002 (Vi = w(0)? + w(0))

= (8°(0) —w?(0)) <0
whence 1 — 272 cos (t + ¢1) sin (£ + ¢2) > 0. The intermediate value theorem then implies that
there exists a £ such that 1 — 20(f)w(f) = 0. But since {(f,w) | 20w = 1} are the stationary points
of the dynamics (), we conclude that & (6(t)w(t)) = 0 whenever t > ¢; that is, (6(t), w(t)) gets

trapped at the stationary point (6(f),w(#)). The concludes the first part the theorem when there is no
boundary.

If the boundary is present, the dynamics should be modified to the projected dynamics [36]
and the proof remains the same, except that when (6(¢),w(t)) hits the boundary, the curve needs to
traverse along the boundary to decrease the norm.

We now turn to the statement for MixedNE-LD. Let (61, w1 ) be initialized at any stationary point:
6,w1 = 0.5. Consider the two-step evolution of MixedNE-LD:

02 = 01 + /2n¢,

wy = wy + 1/2n¢,

03 = b + 1 (20205 — w2) + /20¢",
w3 =ws — 1N (29%(@ — 92) + \/%fm
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where £, & £", and £ are independent standard Gaussian. Since we initialize at a stationary point
01w1 = 0.5, we have

205w9 — 1 = 201wq + AV 277(&)15 + V 2"791&/ + 27755/ -1
=/ 2nwi§ + /200, €" + 2nE¢’ (15)

Using the towering property of the expectation, (I3)), and the fact that £, £, £, and £’ are independent
standard Gaussian, we compute

Ebsws = E [E [QSWS ‘ 0, W2H

—E [E[ (02 +n (20205 — w2) + /20" ) (w2 — 1 (2032 — 02) + /20€"") | 02,02 |

=E [E [(92 + Ui (292&)3 — LUQ)) ((.4)2 -n (20%&)2 — 92)) | 92,&)2”
=E [(92 + nwa (292(.02 — 1)) (WQ — 7]92 (292&)2 — 1))]

= E [92&)2 — 7]6% (202W2 — 1) =+ nw% (292&)2 — 1) — 7’]292602 (202(.02 — 1)2:|
=E [91w1 -1 (9§ + 208 + 2/200,€ — wf — 2mE” — 2 2nw1€’) (\/ w1 + /2001 & + 27755’)
— 4 (V2 + 200E + 2m¢¢)
(200262 + 2003 + 4n%€%¢"™ + e’ + 4V 01667 + 4vInHunge') |
= f1w; — 0 — 47° (nw% + 007 + 20 4 4n* + 40 + 4772)
= 0wy — 4n° (n (63 + wi) + 14n%)
which is (T2).
B.3 Proof of Theorem 2]

Spelling out the Newton dynamics (T3), we get

dé 1
bl — ) 204\ _
0 = 5o (20020 —w(t)
1
=00~ 30
and similarly fi—f(t) = —w(t) + #(t). As a result, we have
d _de dw

3 (0Ow@®) = (1) - w(t) +0(t) - (1)

which concludes the proof.
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C One-Player DDPG with SGLD

We evaluate the robustness of one-player variants of Algorithm 3] and Algorithm [](with GAD and
Extra-Adam), i.e., we consider the NR-MDP setting with § = 0. In this case, we set K; = 1 for
Algorithm 3| (this choice of K makes the computational complexity of both algorithms equal). The
corresponding results are presented in Figures 7] and [8] (also ¢f: Appendix D).

Here, we remark that Algorithm [3|with § = 0, and K; = 1 is simply the standard DDPG with actor
being updated by preconditioned version of SGLD. Thus we achieve robustness under different testing
conditions with just a simple change in the DDPG algorithm and without additional computational
cost.

C.1 Robustness of One-Player MixedNE-LD

Consider the standard (non-robust) RL objective of maximizing J (§) = E [Zfi LY | ey /\/11].
We can translate this non-convex problem into an infinite dimensional convex-problem by considering
a distribution over deterministic policies as follows [37]]:

E [J(0)] + \H
e M[ (0)] + AH (p),

where H (p) = GE [—log p (9)] is the entropy of the distribution p. The robust behavior of this
~p

objective (in the context of loss surface) is discussed in [38]]. The optimal solution to the above
problem takes the form: p} (6) o exp (5 (#)). For a given A, SGLD can be used to draw samples
from p% (0).

Then, the resulting algorithm is equivalent to Algorithm 3| with 6 = 0. Note that in our one-player
DDPG experiments, we obtained significant improvement over both robust and non-robust baselines
even with single inner loop iteration (/; = 1). Since the Algorithm 3]is computationally demanding

even though it uses a mean approximation in its inner loop, this new approximation by setting 6 = 0
and K,; = 1 is preferred in practice.

D DDPG Experiments: Algorithms, Hyperparameters, and Results

* Algorithms:

1. MixedNE-LD: Algorithm 3]
2. Baselines: AlgorithmE] (with GAD and Extra-Adam)

» Hyperparameters:

1. Common hyperparameters for Algorithm [3]and Algorithm §} Table
2. Exploration-related hyperparameters for Algorithm 3]and Algorithm 4] (the best per-
forming values for every environment are presented): Tables [2]and[3]

* Results:

1. Heat maps (mass-noise) for NR-MDP setting with 6 = 0.1 (Figures [I5]and [T6)
Heat maps (mass-noise) for NR-MDP setting with 6 = 0 (Figuresand
Heat maps (friction-noise) for NR-MDP setting with 6 = 0.1 (Figures [I9]and 20)
Heat maps (friction-noise) for NR-MDP setting with 6 = 0 (Figures [21]and 22)
Heat maps (mass-friction) for NR-MDP setting with 6 = 0.1 (Figures [23]and 24)
Heat maps (mass-friction) for NR-MDP setting with § = 0 (Figures [25]and

A
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E TD3 Experiments: Algorithms, Hyperparameters, and Results

* Algorithms:

1. MixedNE-LD: Algorithm j]
2. Baselines: Algorithm[6](with GAD and Extra-Adam)

* Hyperparameters:

1. Common hyperparameters for Algorithm [5and Algorithm [6} Table 4]

2. Exploration-related hyperparameters for Algorithm[5]and Algorithm [6](the best per-
forming values for every environment are presented): Tables[5} [6]and

e Results:

1. Mass uncertainty: Figures[5and[9]
2. Friction uncertainty: Figures[I0]and|[TT]
3. Comparison with SAC: Figures[I2]and [[3]
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F VPG Experiments: Setup and Evaluation

In addition to the DDPG (off-policy) experiments, we test the effectiveness of the MixedNE-LD
strategy with the vanilla policy gradient (VPG) method on a toy MDP problem. In particular, we
design a two-player variant of VPG [1]] algorithm (cf. Algorithm[7) by adapting the Algorithm [T}

Setup. We compare the performance of Algorithm[7]and Algorithm §|(with GAD and Extra-Adam)
on a parametrized class of MDPs {M, = (S, A,T,,v, Py, R) : p € [0,0.4]}. Here S = [—10, 10],
A =[-1,1], and R(s) = sin(v/1.7s) + cos(v/0.3s) + 3. The transition dynamics 7, is defined as
follows: given the current state and action (s, a;), the next state is s;4+1 = s; + a; with probability
1—p, and s;11 = s¢ + a’ (where @’ ~ unif([—1,1])) with probability p. We also ensure that
St+1 S [—10, 10]

For all the algorithms, we use a two-layer feedforward neural network structure of (16, 16, relu) for
both actors (agent and adversary). The relevant hyperparameters are given in Tables [8} [P and [I0]
Each algorithm is trained for 5000 steps. We run our experiments with 5 different seeds.

Evaluation. We train the algorithms with a nominal environment parameter p = 0.2, and evaluate
the learned policies on a range of p € [0, 0.4] values. As shown in Figure [14](¢f: Appendix ,
our Algorithm [7] outperforms the baselines Algorithm 8] (with GAD and Extra-Adam) in terms of
robustness (in both two-player and one-player settings).

G VPG Experiments: Algorithms, and Hyperparameters, and Results

 Algorithms:

1. MixedNE-LD: Algorithm 7]

2. Baselines: Algorithm [§](with GAD and Extra-Adam)
* Hyperparameters:

1. Common hyperparameters for Algorithm [7]and Algorithm 8} Table[§]

2. Additional hyperparameters for Algorithm [7]and Algorithm [§] (the best performing
values are presented): Tables [9]and

e Results:

1. NR-MDP setting with 6 = 0.1 (Figure [14a)
2. NR-MDP setting with 6 = 0 (Figure [I4b)
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Table 1: Common hyperparameters for Algorithm |3|and Algorithm where most of the values are
chosen from [39].

Hyperparameter Value
critic optimizer Adam
critic learning rate 1073
target update rate 7 0.999
mini-batch size N 128
discount factor ~y 0.99
damping factor 3 0.9
replay buffer size 10°
action noise parameter o {0,0.01,0.1,0.2,0.3,0.4}
RMSProp parameter o 0.999
RMSProp parameter € 1078
RMSProp parameter 7 1074

thermal noise o; (Algorithm[3) o x (1 —5 x 107°), where o € {1072,1073,107*,1075}
warmup steps K; (Algorithm[3)  min {15, [(1 4+ 107°)"}

Table 2: Exploration-related hyperparameters for Algorithmand Algorithmchosen via grid search
(for NR-MDP setting with § = 0.1).

Algorithmﬁ (00,0) Algorithlel(With GAD): o Algorithlel(with Extra-Adam): o

Walker-v2 (1072,0.01) 0 0.3
HalfCheetah-v2 (1072,0) 0.2 0.01
Hopper-v2 (1073,0.2) 0.2 0.3
Ant-v2 (1074,0.2) 0.4 0.01
Swimmer-v2 (1075,0.4) 0.4 0.4
Reacher-v2 (1073,0.2) 0.4 0.2
Humanoid-v2 (107%,0.01) 0 0.01
InvertedPendulum-v2  (1072,0.01) 0.1 0.01

Table 3: Exploration-related hyperparameters for Algorithmand Algorithmchosen via grid search
(for NR-MDP setting with § = 0).

Algorithm (00,0) Algorithm(with GAD): o Algorithm(with Extra-Adam): o

Walker-v2 (1072,0.1) 0.01 0.2
HalfCheetah-v2 (1072,0.01) 0.4 0.01
Hopper-v2 (1075,0.3) 0.4 0.1
Ant-v2 (1072,0.4) 0.4 0.01
Swimmer-v2 (1072,0.2) 0.3 0.3
Reacher-v2 (1073,0.2) 0.3 0.2
Humanoid-v2 (1072,0.1) 0 0.01
InvertedPendulum-v2  (1072,0) 0.01 0.01
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Table 4: Common hyperparameters for Algorithm |5|and Algorithm @ where most of the values are
chosen from [27].

Hyperparameter Value
critic optimizer Adam
critic learning rate 3x 1074
target update rate 7 0.995
mini-batch size N 128
discount factor ~ 0.99
damping factor 3 0.9
replay buffer size 108
action noise parameter o {0.005,0.01,0.1}
RMSProp parameter o 0.999
RMSProp parameter ¢ 10-8
RMSProp parameter 7 1074

thermal noise o (Algorithm | oo X (1 —5 x 107°)%, where o € {10’2, 1073,1074, 1075}
warmup steps K; (Algorithm[3) min {15, [(1+107°)"|}

Table 5: Exploration-related hyperparameters for Algorithmand Algorithm@chosen via grid search
(for NR-MDP setting with 6 = 0.2).

Algorithmﬁ: (09,0) Algorithm@(with GAD): ¢ Algorithm@(with Extra-Adam): o

Walker-v2 (10*,0.005) 0.005 0.005
HalfCheetah-v2 (105, 0.005) 0.005 0.1
Hopper-v2 (10— 0 ,0.1) 0.01 0.1
Ant-v2 (10-4,0.005) 0.005 0.1
Swimmer-v2 (10~ 0 ,0.005) 0.01 0.01
Reacher-v2 (10_2 0.1) 0.005 0.1
Humanoid-v2 (1073,0.005) 0.01 0.01
InvertedPendulum-v2 (10~ 0 ,0.01) 0.005 0.01

Table 6: Exploration-related hyperparameters for Algorithmand Algorithm@chosen via grid search
(for NR-MDP setting with § = 0.1).

Algorithm (00,0) Algorithm@ (with GAD): o Algorithm@ (with Extra-Adam): o

Walker-v2 (1073,0.01) 0.01 0.01
HalfCheetah-v2 (107°,0.1) 0.01 0.01
Hopper-v2 (10=%,0.01) 0.01 0.1
Ant-v2 (10-3,0.01) 0.005 0.005
Swimmer-v2 (10*,0.005) 0.1 0.005
Reacher-v2 (10, 0.005) 0.005 0.01
Humanoid-v2 (1075,0.1) 0.01 0.01
InvertedPendulum-v2  (1073,0.01) 0.01 0.01
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Algorithm 3 DDPG with MixedNE-LD (pre-conditioner = RMSProp)

Hyperparameters: see Table[]]
Initialize (randomly) policy parameters wy, 61, and Q-function parameter ¢.
Initialize the target network parameters Wiarg < Wi, Orarg < 01, and Gparg — &.
Initialize replay buffer D.
Initialize m < 0 ; m/ < O.
t<+ 1
repeat
Observe state s, and select actions a = pig,(s) + & ; a’ = v, (s) + &, where £, &' ~ N (0,01)
Execute the action @ = (1 — §)a + da’ in the environment.
Observe reward r, next state s’, and done signal d to indicate whether s’ is terminal.
Store (s, a,r,s’,d) in replay buffer D.
If s’ is terminal, reset the environment state.
if it’s time to update then
for however many updates do
(Ilt,wt(l) — Wy ét,H,gl) <— 9,5
fork=1,2,...,K;do
Sample a random minibatch of NV transitions B = {(s,a,r,s’,d)} from D.
Compute targets y (r, s',d) = r+v (1 — d) Qrae (s’, (1- §)ugmg () + Wiy (5’))
Update critic by one step of (preconditioned) gradient descent using V4L (¢), where

Lo) =y X s d)-Qulsa)’.

(s,a,r,s’,d)eB

Compute the (agent and adversary) policy gradient estimates:

— 1-96 _
Vo (0,w;) = -~ Z Vope (5) VaQg (8,8) la=(1-6) 6 (s)+61, (s)
seD
— 5 B
va (ehw) = N Z waw (8) V&Q(b (87(1) |Zz:(1—6)pgt(s)+§uw(s)'
se€D

;meam+(1—a)gog; C <« diag (Vm+e)

o=’

g4 {VGJ/(Z% )}

9,§k+1) — Qt(k) +nC~tg+ /200, C2 €, where € ~ N(0,1)
g [VWJ(Gt,w)} sm —am' +(1—a)g ©®g ; D+ diag (Vm/ +¢)

w:wik) ’
w,EkH) — wt(k) — D¢ + /2no, D~z where & ~ N (0, 1)
Ge (L= B)a + 8" 5 6 (1-8)6, + po;"
Update the target networks:

¢targ — Tqbtarg + (1 - T)¢

otarg < 7-atarg + (1 - 7_)015]6""1)

Wearg ¢ TWearg + (1 — T)wt(kH)
end for ~
wigr < (1= B)we + Bwy 5 Opp1 + (1= B) 0 + BY;
t—t+1.

end for
end if
until convergence
Output: wT, GT.
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Algorithm 4 DDPG with GAD (pre-conditioner = RMSProp) / Extra-Adam

Hyperparameters: see Table|[I]
Initialize (randomly) policy parameters w1y, 61, and Q-function parameter ¢.
Initialize the target network parameters Wiarg < Wi, Orarg < 01, and Gparg < &.
Initialize replay buffer D.
Initialize m < 0 ; m/ < O.
t <+ 1.
repeat
Observe state s, and select actions a = pig, (s) + & ; a' = vy, (s) + &', where £, &' ~ N (0,01)
Execute the action @ = (1 — §)a + da’ in the environment.
Observe reward r, next state s’, and done signal d to indicate whether s’ is terminal.
Store (s, a,r, s, d) in replay buffer D.
If s’ is terminal, reset the environment state.
if it’s time to update then
for however many updates do
Sample a random minibatch of N transitions B = {(s,a,r, s’,d)} from D.
Compute targets y (r, s, d) = r + v (1 — d) Qg,.., (5’, (1 = 0)tg,nry (8) + Vs (s’)).
Update critic by one step of (preconditioned) gradient descent using V4L (¢), where

L) = =~ Y wnsd) - Qu(s0)°

(s,a,r,s’,d)eB

Compute the (agent and adversary) policy gradient estimates:

— 1-96 _
Vol (0,w:) = - Z Voue (8) VaQy (5,@) la=(1-6) 10 (s)+6v, (5)
seD
— 5 -
VodJ (etaw) = N Z Vol (S) V&Qqﬁ (87(1) ‘&:(175),u9t (8)+dvw(s)-
seD
GAD (pre-conditioner = RMSProp):
g |:VQJ(97Wt)j| o m—am+(1—a)gOyg; C(—diag(\/m—i—e)
0111 < 0, +nC g
g {VwJ(Gt,w)} sm/ —am'+(1—a)g ©¢ ; D+ diag (\/m’ + 6)

Wiyl < W — ’I7D_lg/_
Extra-Adam: use Algorithm 4 from [20].
Update the target networks:

(rbtarg <~ T¢targ + (1 - T)¢
etarg — 7_etarg + (1 - T)9t+1
Wtarg — TWtarg + (]- - T)thrl
t«t+1
end for
end if

until convergence
Olltpllt: wT, GT .
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Algorithm 5 TD3 with MixedNE-LD (pre-conditioner = RMSProp)

Hyperparameters: see Table
Initialize (randomly) policy parameters ws, 61, and Q-function parameters ¢1, ¢o.
Initialize the target network parameters Wiarg < W1, Orarg < 01, and Garg,1 <= @1, Prarg,2 < 2.
Initialize replay buffer D.
Initialize m < 0 ; m/ < O.
t <+ 1.
repeat
Observe state s, and select actions a = clip (g, (s) + &, row, aign) 3 ¢’ = clip(vy,, (s) +
€, aLow, GHigh ), Where £, ~ N (0,01)
Execute the action @ = (1 — §)a + da’ in the environment.
Observe reward r, next state s’, and done signal d to indicate whether s’ is terminal.
Store (s, a,r,s’,d) in replay buffer D.
If s’ is terminal, reset the environment state.
if it’s time to update then
for however many updates do
azt,wt(l) — Wy Gt,H,gl) < 9,5
fork=1,2,...,K;do
Sample a random minibatch of N transitions B = {(s,a,r,s’,d)} from D.
Compute target actions

a = clip((1=0) 46,0, (5")+0Vissnr, (8')4€, aLow, anign), where € ~ clip(N (0,01), —c, c)
Compute targets y (1, 5", d) = r +ymin;—1 2 (1 — d) Qg,,,,; (s',a).
Update critic by one step of (preconditioned) gradient descent using V4L (¢), where
1
L(g) = — > (y(rs.d)—Qy (s.)”. fori =1,2
(s,a,r,s’,d)€B

if ¢ mod policy_delay = O then
Compute the (agent and adversary) policy gradient estimates:

—_— 1-6 _
VoJ (0,w;) = N ;Vwe (8) VaQs, (8,8) la=(1-8)pe(s)+61, ()
— ) 3
va (9t7w> = N Z vaw (S) de(bl (Sa Cl) |&:(176);¢9t (8)+dvy,(s)-
seD

ge[VeJ/(Ewt)} smeam+(1—a)g@g; C <« diag (Vm +e)

o=6(") '
H,Ekﬂ) +— ng) +nC~1g + /20, C~ 2, where € ~ N (0, 1)
g {VMJ(Ht,w)} oy m +—am'+(1-—a)g ©g ; D+ diag (\/m’ + 6)
wt(kﬂ) +— wt(k) —nDYg' + \/2no, D¢, where & ~ N (0,1)

Wy < (1= B + Bwt(k“) ;0 (1-5)0; + 59£k+1)
Update the target networks:
¢targ7i — T¢targ,i + (1 - T)¢i fori=1,2

Oiarg < TOiarg + (1 — 7)0FTY

Wrarg € TWtarg + (1 - T)w£k+1)
end if
end for ~
wigr < (1= B)we + Bwy 3 Opp1 (1= B) 0 + 6,
t<t+1.
end for
end if

until convergence
Output: wr, O7.
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Algorithm 6 TD3 with GAD (pre-conditioner = RMSProp) / Extra-Adam

Hyperparameters: see Table[d]
Initialize (randomly) policy parameters w1, 61, and Q-function parameters ¢1, ¢o.
Initialize the target network parameters Wiarg <— W1, Garg < 01, and Grarg,1 <= @1, Prarg,2 < 2.
Initialize replay buffer D.
Initialize m < 0 ; m’ « 0.
t+ 1
repeat
Observe state s, and select actions a = clip (g, (s) + &, arow, amign) ; @ = clip(v, (s) +
5/7 ALow aHigh)? where 5, 6/ ~ N (07 UI)
Execute the action @ = (1 — 0)a + dd’ in the environment.
Observe reward r, next state s’, and done signal d to indicate whether s’ is terminal.
Store (s, a,r, s, d) in replay buffer D.
If s’ is terminal, reset the environment state.
if it’s time to update then
for however many updates do
Sample a random minibatch of N transitions B = {(s,a,r, s’,d)} from D.
Compute target actions

a = clip((1=0) 149, 0., (8")F0Vusinr, (8)F€, aLow, anign ), Where € ~ clip(N (0,01),—c, ¢)
Compute targets y (r,s',d) = r +yminj—1 » (1 — d) Qg (s, a).
Update critic by one step of (preconditioned) gradient descent using V4L (¢), where
L((ZS) = N Z (y (T7S/7d) _Q¢1 (576'))2 fori = 172
(s,a,r,s’",d)eB

if £ mod policy_delay = O then
Compute the (agent and adversary) policy gradient estimates:

— 1-6 ]
Vo (0,wi) = -~ Z Voo (8) VaQe, (5,@) la=(1-8)pe(s)+6v, (5)
seD
. s )
Vol (0p,w) = N Z Vot (8) VaQg, (8,a) la=(1-6)g, (s)+6v0(s)-
se€D

GAD (pre-conditioner = RMSProp):
g < {VQJ(Q,MQ}Q*H sm—am+(1—a)gog; C+ diag (Vm+e)

—Ut

0,5.;,.1 «— 0 + 770_19

g [ij(ﬂ\t, w)} sm/—am' +(1—-a)g ©g ; D+« diag (Vm/ +¢)
Wiyl < Wy — anlg/

Extra-Adam: use Algorithm 4 from [20].

Update the target networks:

Grargi — Trarg,i + (1 —7); fori=1,2
Htarg <— Tetarg + (1 — T)9t+1
Wiarg — TWiarg + (1 — T)wig1

end if
t—t+1.
end for
end if
until convergence
Olltpllt! wT, GT.

24



Algorithm 7 VPG with MixedNE-LD (pre-conditioner = RMSProp)

Hyperparameters: see Table
Initialize (randomly) policy parameters 8, wq
for k=0,1,2,... do

ék, 9](60) — 0O wkww](gO) — Wk

forn =0,1,..., Ny do

Collect set of trajectories D ={(.. E ™) (T), -+« )}r by running 7 n), and 7’ .,
k w)!

in M, ie., a; ~ Ty(m) (s¢), aj ~ 7rw(n) (st) ar = (1 —0)as + day, and s;1 ~ Tp(- | 8¢, Gy).
° k

Estimate the policy gradient (where G; = ZST:O YTrits)

— t (1) | (1)
g = )D(”) > >y Gy [Ve logmg(a; | s )L:e,i")
TED<") t
g = D(”) > > e [V log my(a;'” | SET))]w:w(n)
) TED}(:) t F
m<am+(1—a)g©g; C <+ diag (vVm +e¢)
0,(;”1) — 9,(:) +nC~tg + /2n0,C~2&, where £ ~ N (0, 1)
O < (1= ) 0; + Boy"
m am'+(1—a)g ©g' ; D+ diag (Vm’ +¢)
w,(cnﬂ) — w(n) nD~1g 4+ /2o D2, where & ~ N (0, 1)
@y, — (1= B) @y + fuf"™
end for -
9k+1 — (1 — /B) 01 + 505
W41 (1 — 5) wy + BWg
end for
Algorithm 8 VPG with GAD (pre-conditioner = RMSProp) / Extra-Adam
Hyperparameters: see Table
Initialize (randomly) policy parameters 6, wg
fork=0,1,2,... do
Collect set of trajectories Dy, = {( ,s7.a@™ )}, by running 7, , and m,, in M,
i.e., Ay ~ TY, (St), aé ~ 7(',:0 (St) (1 — 5)(1,5 + (5@2, and St4+1 ™~ Tp( | St,dt).

Estimate the policy gradient (where G = Zs:o Yoriss)

— () ()

’ - |Dk| [ 3 Sl [Fuesnel? 140,
— () () (7)

/= oy 3 268 [Tutoamtat” 1)

GAD (pre-conditioner = RMSProp):
m—am+(1—a)gOyg; C’(—diag(\/m—i-e)
Okt1 < O + nC‘lg
m «—am' +(1—a)g ©@g ; D+ diag (Vm' +¢)
W1 < Wi — ’I7D_1g/
Extra-Adam: use Algorithm 4 from [20].

end for
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Table 7: Exploration-related hyperparameters for Algorithm and Al gorithm@chosen via grid search
(for NR-MDP setting with § = 0).

Algorithm (00,0) Algorithm@ (with GAD): o Algorithm@ (with Extra-Adam): o

Walker-v2 (10~2,0.01) 0.01 0.1
HalfCheetah-v2 (107°,0.01) 0.01 0.001
Hopper-v2 (107%,0.1) 0.1 0.005
Ant-v2 (1073,0.1) 0.1 0.1
Swimmer-v2 (107°,0.01) 0.01 0.005
Reacher-v2 (107%,0.1) 0.1 0.1
Humanoid-v2 (107%,0.1) 0.1 0.005
InvertedPendulum-v2  (1074,0.01) 0.01 0.005

Table 8: Common hyperparameters for Algorithm and Algorithm

Hyperparameter Value

discount factor y 0.99

trajectory length I 500

number of trajectories per step |Dy| 1

RMSProp parameter « 0.99

RMSProp parameter ¢ 10-8

learning rate {10_3, 1074, 10_5}
damping factor 3 0.9

Table 9: Additional hyperparameters for Algorithm and Algorithm chosen via grid search (for
NR-MDP setting with § = 0.1)

Algorithm (00,7, Nk) Algorithm (with GAD): n Algorithm (with Extra-Adam): n

p=02 (1075,1073,1) 10—4 10—4

Table 10: Additional hyperparameters for Algorithm and Algorithm 8| chosen via grid search (for
NR-MDP setting with § = 0)

Algorithmm (00,7, Nk) Algorithm|§| (with GAD): n Algorithmlgl (with Extra-Adam): n

p=02 (107%,107%,10) 10~4 1073
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Figure 6: Average performance (over 5 seeds) of Algorithm (DDPG with MixedNE-LD), and
Algorithm 4 (DDPG with GAD and Extra-Adam), under the NR-MDP setting with § = 0.1. The eval-
uation is performed without adversarial perturbations, on a range of friction values not encountered
during training.
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Figure 7: Average performance (over 5 seeds) of Algorithm (DDPG with MixedNE-LD), and
Algorithm 4] (DDPG with GAD and Extra-Adam), under the NR-MDP setting with § = 0. The

evaluation is performed without adversarial perturbations, on a range of mass values not encountered
during training.
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Figure 8: Average performance (over 5 seeds) of Algorithm (DDPG with MixedNE-LD), and Algo-
rithmE| (DDPG with GAD and Extra-Adam), under the NR-MDP setting with § = 0. The evaluation
is performed without adversarial perturbations, on a range of friction values not encountered during
training.
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Figure 9: Average performance (over 5 seeds) of Algorithm |5| (TD3 with MixedNE-LD), and
Algorithm 6] (TD3 with GAD and Extra-Adam), under the NR-MDP setting with § = 0,0.1,0.2. The
evaluation is performed without adversarial perturbations, on a range of mass values not encountered
during training.
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Figure 10: Average performance (over 5 seeds) of Algorithm |5 (TD3 with MixedNE-LD), and
Algorithm [f] (TD3 with GAD and Extra-Adam), under the NR-MDP setting with § = 0,0.1,0.2.
The evaluation is performed without adversarial perturbations, on a range of friction values not
encountered during training.

31



Walker2d-v2 (6 =0)

Walker2d-v2 (6 = 0.1)

Walker2d-v2 (6 =0.2)

4500 4500 w500
4000 w000 w00
3500 3500 3500
3000 3000 3000
22500 22500 2 2500
H H H
2000 2000 2000
1500 1500 1500
1000 1000 1000
—— GAD (RMSprop) ~— GAD (RMSprop) ~—— GAD (RMSprop)
— Beroadom  Beroadom  Bxrendom
5001|— MixedNE-LD (RMSProp) 5009 — MixedNE-LD (RMSProp) 5001 — MixedNE-LD (RMSProp)
o % T s % s % T s % s o3 0 s P
Relatve Fricton Reltive Fricton Reltive Fricton
HalfCheetah-v2 (6 = 0) HalfCheetah-v2 (6 = 0.1) HalfCheetah-v2 (6 =0.2)
12000 12000 12000
10000 10000 w\/\/\ 10000
s000 5000 5000
B B B
H H H
H H H
6000 6000 6000
4000 2000 w000
—— GAD (RMSprop) —— GAD (RMSprop) —— GAD (RMSprop)
— Carondom — Garondom — Barondam
 VixedNELD (RMSProp) . HixedNEAD (RisProp) . MeaNEAD (RsProp)
2000 2000 2000
o o7 T T %o T o7 T T % T o7 o T %
Relative Friction Relative Friction Relative Fiction
Humanoid-v2 (6 = 0) Humanoid-v2 (6= 0.1) Humanoid-v2 (6 =0.2)
5000 5000 soof
w000 w000 w000
H H H
g § i
& 3000 & 3000 & 3000
2000 2000 2000
~—— GAD (RMSprop) ~—— GAD (RMSprop) ~—— GAD (RMSprop)
— Beroadom — Berondom — Serondom
1000{— MixedNE-LD (RMSProp) 10004 MixedNE-LD (RMSProp) 1000 — MixedNE-LD (RMSProp)
o o T T o T o7 v T 7o T o7 o T 7
Relatve Fricton Reltive Fricton Reltive Fricton
InvertedPendulum-v2 (6 = 0) InvertedPendulum-v2 (6 = 0.1) InvertedPendulum-v2 (6 = 0.2)
1100 1100 1100
w075 w75 1075
1050 1050 1050
w025 025 1025
£ 1000 £ 1000 £ 1000
H H H
ors ors o7s
950 950 950
—— GAD (RMSprop) —— GAD (RMSprop) ~ GAD (RMSprop)
s Extra-Adam 95 Extra-Adam 925 Extra-Adam
L VikedNELD (RMSProp)  iveaNEAD ustron)  ikedNELD (RSProp)
a0 s00 500
o ot T % T o7 M % T o7 M %

10
Relative Friction

10
Relative Friction

10
Relative Friction

Figure 11: Average performance (over 5 seeds) of Algorithm |5 (TD3 with MixedNE-LD), and
Algorithm [f] (TD3 with GAD and Extra-Adam), under the NR-MDP setting with § = 0,0.1,0.2.
The evaluation is performed without adversarial perturbations, on a range of friction values not
encountered during training.
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Figure 12: Average performance (over 5 seeds) of Algorithm [5|(TD3 with MixedNE-LD), and SAC,
under the NR-MDP setting. The evaluation is performed without adversarial perturbations, on a range
of mass values not encountered during training.
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Figure 13: Average performance (over 5 seeds) of Algorithm [5|(TD3 with MixedNE-LD), and SAC,
under the NR-MDP setting. The evaluation is performed without adversarial perturbations, on a range
of friction values not encountered during training.
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Figure 14: Average performance (over 5 seeds) of Algorithm and Algorithm (with GAD and
Extra-Adam), under the NR-MDP setting with § = 0.1 and O (training on nominal environment
po = 0.2). The evaluation is performed without adversarial perturbations, on a range of environment
parameters not encountered during training.
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Figure 15: Average performance (over 5 seeds) of Algorithm [3} and Algorithm El (with GAD
and Extra-Adam), under the NR-MDP setting with 6 = 0.1. The evaluation is performed on a
range of noise probability and mass values not encountered during training. Environments: Walker,
HalfCheetah, Hopper, and Ant.
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Figure 16: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with 6 = 0.1. The evaluation is performed on a range
of noise probability and mass values not encountered during training. Environments: Swimmer,
Reacher, Humanoid, and InvertedPendulum.
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Figure 17: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with 6 = 0. The evaluation is performed on a range of noise
probability and mass values not encountered during training. Environments: Walker, HalfCheetah,
Hopper, and Ant.
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Figure 18: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with § = 0. The evaluation is performed on a range of
noise probability and mass values not encountered during training. Environments: Swimmer, Reacher,
Humanoid, and InvertedPendulum.
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Figure 19: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with 6 = 0.1. The evaluation is performed on a range
of noise probability and friction values not encountered during training. Environments: Walker,
HalfCheetah, Hopper, and Ant.
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Figure 20: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with 6 = 0.1. The evaluation is performed on a range
of noise probability and friction values not encountered during training. Environments: Swimmer,
Reacher, Humanoid, and InvertedPendulum.
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Figure 21: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with 6 = 0. The evaluation is performed on a range of noise
probability and friction values not encountered during training. Environments: Walker, HalfCheetah,
Hopper, and Ant.
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Figure 22: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with 6 = 0. The evaluation is performed on a range of noise
probability and friction values not encountered during training. Environments: Swimmer, Reacher,
Humanoid, and InvertedPendulum.
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Figure 23: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with 6 = 0.1. The evaluation is performed on a range
of friction and mass values not encountered during training. Environments: Walker, HalfCheetah,
Hopper, and Ant.
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Figure 24: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with 6 = 0.1. The evaluation is performed on a range
of friction and mass values not encountered during training. Environments: Swimmer, Reacher,
Humanoid, and InvertedPendulum.
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Figure 25: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with § = 0. The evaluation is performed on a range
of friction and mass values not encountered during training. Environments: Walker, HalfCheetah,
Hopper, and Ant.
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Figure 26: Average performance (over 5 seeds) of Algorithm and Algorithmlé—_ll (with GAD and
Extra-Adam), under the NR-MDP setting with § = 0. The evaluation is performed on a range
of friction and mass values not encountered during training. Environments: Swimmer, Reacher,
Humanoid, and InvertedPendulum.
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