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Distributed Newton Can Communicate Less and
Resist Byzantine Workers

Anonymous Author(s)

Abstract

We develop a distributed second order optimization algorithm that is
communication-efficient as well as robust against Byzantine failures of the worker
machines. We propose COMRADE (COMunication-efficient and Robust Approxi-
mate Distributed nEwton), an iterative second order algorithm, where the worker
machines communicate only once per iteration with the center machine. This is
in sharp contrast with the state-of-the-art distributed second order algorithms like
GIANT [30] and DINGO[6], where the worker machines send (functions of) local
gradient and Hessian sequentially; thus ending up communicating twice with the
center machine per iteration. Moreover, we show that the worker machines can
further compress the local information before sending it to the center. In addition,
we employ a simple norm based thresholding rule to filter-out the Byzantine worker
machines. We establish the linear-quadratic rate of convergence of COMRADE
and establish that the communication savings and Byzantine resilience result in
only a small statistical error rate for arbitrary convex loss functions. To the best of
our knowledge, this is the first work that addresses the issue of Byzantine resilience
in second order distributed optimization. Furthermore, we validate our theoreti-
cal results with extensive experiments on synthetic and benchmark LIBSVM [4]
data-sets and demonstrate convergence guarantees.

1 Introduction

In modern data-intensive applications like image recognition, conversational Al and recommendation
systems, the size of training datasets has grown in such proportions that distributed computing have
become an integral part of machine learning. To this end, a fairly common distributed learning
framework, namely data parallelism, distributes the (huge) data-sets over multiple worker machines
to exploit the power of parallel computing. In many applications, such as Federated Learning
[[L7]], data is stored in users’ personal devices and judicious exploitation of the on-device machine
intelligence can speed up computation. Usually, in a distributed learning framework, computation
(such as processing, training) happens in the worker machines and the local results are communicated
to a center machine (ex., a parameter server). The center machine updates the model parameters by
properly aggregating the local results.

Such distributed frameworks face the following two fundamental challenges: First, the parallelism
gains are often bottle-necked by the heavy communication overheads between worker and the center
machines. This issue is further exacerbated where large clusters of worker machines are used for
modern deep learning applications using models with millions of parameters (NLP models, such as
BERT [9]], may have well over 100 million parameters). Furthermore, in Federated Learning, this
uplink cost is tied to the user’s upload bandwidth. Second, the worker machines might be susceptible
to errors owing to data crashes, software or hardware bugs, stalled computation or even malicious
and co-ordinated attacks. This inherent unpredictable (and potentially adversarial) nature of worker
machines is typically modeled as Byzantine failures. As shown in L8]], Byzantine behavior a single
worker machine can be fatal to the learning algorithm.

Both these challenges, communication efficiency and Byzantine-robustness, have been addressed in a
significant number of recent works, albeit mostly separately. For communication efficiency, several
recent works [28, 27, [2, [13] [1, 31} [16] use quantization or sparsification schemes to compress the
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message sent by the worker machines to the center machine. An alternative, and perhaps more natural
way to reduce the communication cost (via reducing the number of iterations) is to use second order
optimization algorithms; which are known to converge much faster than their first order counterparts.
Indeed, a handful of algorithms has been developed using this philosophy, such as DANE [24]],
DISCO [34]], GIANT [30] , DINGO [6], Newton-MR [23]], INEXACT DANE and AIDE [22]]. On
the other hand, the problem of developing Byzantine-robust distributed algorithms has also been
considered recently (see [26, 12 |5} 32} [33] 114} 3]] ). However, all of these papers analyze different
variations of the gradient descent, the standard first order optimization algorithm.

In this work, we propose COMRADE, a distributed approximate Newton-type algorithm that com-
municates less and is resilient to Byzantine workers. Specifically, we consider a distributed setup
with m worker machines and one center machine. The goal is to minimize a regularized convex loss
f: R? — R, which is additive over the available data points. Furthermore, we assume that « fraction
of the worker machines are Byzantine, where o € [0, 1/2). We assume that Byzantine workers can
send any arbitrary values to the center machine. In addition, they may completely know the learning
algorithm and are allowed to collude with each other. To the best of our knowledge, this is the first
paper that addresses the problem of Byzantine resilience in second order optimization.

In our proposed algorithm, the worker machines communicate only once per iteration with the center
machine. This is in sharp contrast with the state-of-the-art distributed second order algorithms (like
GIANT [30], DINGO [6], Determinantal Averaging [8]), which sequentially estimates functions
of local gradients and Hessians and communicate them with the center machine. In this way, they
end up communicating twice per iteration with the center machine. We show that this sequential
estimation is redundant. Instead, in COMRADE, the worker machines only send a d dimensional
vector, the product of the inverse of local Hessian and the local gradient. Via sketching arguments,
we show that the empirical mean of the product of local Hessian inverse and local gradient is close to
the global Hessian inverse and gradient product, and thus just sending the above-mentioned product
is sufficient to ensure convergence. Hence, in this way, we save O(d) bits of communication per
iteration. Furthermore, in Section@ we argue that, in order to cut down further communication, the
worker machines can even compress the local Hessian inverse and gradient product. Specifically, we
use a (generic) p-approximate compressor ([16]) for this, that encompasses sign-based compressors
like QSGD [1] and topy, sparsification [25]].

For Byzantine resilience, COMRADE employs a simple thresholding policy on the norms of the local
Hessian inverse and local gradient product. Note that norm-based thresholding is computationally
much simpler in comparison to existing co-ordinate wise median or trimmed mean ([32]]) algorithms.
Since the norm of the Hessian-inverse and gradient product determines the amount of movement for
Newton-type algorithms, this norm corresponds to a natural metric for identifying and filtering out
Byzantine workers.

Our Contributions: We propose a communication efficient Newton-type algorithm that is robust
to Byzantine worker machines. Our proposed algorithm, COMRADE takes as input the local Hessian
inverse and gradient product (or a compressed version of it) from the worker machines, and performs
a simple thresholding operation on the norm of the said vector to discard 5 > « fraction of workers
having largest norm values. We prove the linear-quadratic rate of convergence of our proposed
algorithm for strongly convex loss functions. In particular, suppose there are m worker machines,
each containing s data points; and let A; = w, — w*, where w; is the ¢-th iterate of COMRADE,
and w* is the optimal model we want to estimate. In Theorem 2, we show that

1
1 2 3
Al < max{UEV Al 02 A1) + (] >+a>\/;

where {\Ilgi) 3 | are quantities dependent on several problem parameters. Notice that the above

implies a quadratic rate of convergence when ||A;|| > \Ilgl) / \IJ,(52). Subsequently, when ||A¢]]
becomes sufficiently small, the above condition is violated and the convergence slows down to a
linear rate. The error-floor, which is O(1/4/s) comes from the Byzantine resilience subroutine in
conjunction with the simultaneous estimation of Hessian and gradient. Furthermore, in Section [5}
we consider worker machines compressing the local Hessian inverse and gradient product via a p-
approximate compressor [16], and show that the (order-wise) rate of convergence remain unchanged,
and the compression factor, p affects the constants only.

We experimentally validate our proposed algorithm, COMRADE, with several benchmark data-sets.
We consider several types of Byzantine attacks and observe that COMRADE is robust against
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Byzantine worker machines, yielding better classification accuracy compared to the existing state-of-
the-art second order algorithms.

A major technical challenge of this paper is to approximate local gradient and Hessian simultaneously
in the presence of Byzantine workers. We use sketching, similar to [30], along with the norm based
Byzantine resilience technique. Using incoherence (defined shortly) of the local Hessian along with
concentration results originating from uniform sampling, we obtain the simultaneous gradient and
Hessian approximation. Furthermore, ensuring at least one non-Byzantine machine gets trimmed at
every iteration of COMRADE, we control the influence of Byzantine workers.

Related Work: Second order Optimization: Second order optimization has received a lot of
attention in the recent years in the distributed setting owing to its attractive convergence speed.
The fundamentals of second order optimization is laid out in [24], and an extension with better
convergence rates is presented in [22]. Recently, in GIANT [30] algorithm, each worker machine
computes an approximate Newton direction in each iteration and the center machine averages them
to obtain a globally improved approximate Newton direction. Furthermore, DINGO [6] generalizes
second order optimization beyond convex functions by extending the Newton-MR [23]] algorithm in
a distributed setting. Very recently, [8] proposes Determinantal averaging to correct the inversion
bias of the second order optimization. A slightly different line of work ([29], [[15], [21]) uses Hessian
sketching to solve a large-scale distributed learning problems.

Byzantine Robust Optimization: In the seminal work of [12], a generic framework of one shot
median based robust learning has been proposed and analyzed in the distributed setting. The issue of
Byzantine failure is tackled by grouping the servers in batches and computing the median of batched
servers in [5] (the median of means algorithm). Later in [32] [33]], co-ordinate wise median, trimmed
mean and iterative filtering based algorithm have been proposed and optimal statistical error rate
is obtained. Also, [20} 7] consider adversaries may steer convergence to bad local minimizers for
non-convex optimization problems.

Organization: In Section 3] we first analyze COMRADE with one round of communication per
iteration. We assume « = 0, and focus on the communication efficiency aspect only. Subsequently,
in Section[d we make o # 0, thereby addressing communication efficiency and Byzantine resilience
simultaneously. Further, in Section [5| we augment a compression scheme along with the setting of
Sectiond] Finally, in Section[6] we validate our theoretical findings with experiments. Proofs of all
theoretical results can be found in the supplementary material.

Notation: For a positive integer r, [r] denotes the set {1,2, ..., r}. For a vector v, we use ||v]| to
denote the ¢ norm unless otherwise specified. For a matrix X, we denote || X ||2 denotes the operator
NOrm, G,qz(X) and 0,4, (X) denote the maximum and minimum singular value. Throughout the
paper, we use C, C1, ¢, ¢ to denote positive universal constants, whose value changes with instances.

2 Problem Formulation

We begin with the standard statistical learning framework for empirical risk minimization, where the
objective is to minimize the following loss function:

1 & A
flw) = =3 4i(whx) + S lwl?, (1)
j=1

where, the loss functions £; : R — R, j € [n] are convex, twice differentiable and smooth. Moreover,
X1,Xa,...,X, € R?denote the input feature vectors and 1, 9o, . . . , y» € R denote the correspond-
ing responses. Furthermore, we assume that the function f is strongly convex, implying the existence
of a unique minimizer of (I)). We denote this minimizer by w*. Note that the response {y; }?:1 is
captured by the corresponding loss function {/; }}‘:1. Some examples of /; are

1
logistic loss: ¢;(z;) = log(l — exp(—z;y;)), squared loss: ¢;(z;) = §(Zj —y;)?

We consider the framework of distributed optimization with m worker machines, where the feature
vectors and the loss functions (x1,¢1),. .., (Xn, ¢,) are partitioned homogeneously among them.
Furthermore, we assume that « fraction of the worker machines are Byzantine for some o < % The
Byzantine machines, by nature, may send any arbitrary values to the center machine. Moreover,
they can even collude with each other and plan malicious attacks with complete information of the
learning algorithm.
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3 COMRADE Can Communicate Less

We first present the Newton-type learning algorithm, namely COMRADE without any Byzantine
workers, i.e., a = 0. It is formally given in Algorithm [I|(with 8 = 0). In each iteration of our
algorithm, every worker machine computes the local Hessian and local gradient and sends the local
second order update (which is the product of the inverse of the local Hessian and local gradient) to the
center machine. The center machine aggregates the updates from the worker machines by averaging
them and updates the model parameter w. Later the center machine broadcast the parameter w to all
the worker machines.

In any iteration ¢, a standard Newton algorithm requires the computation of exact Hessian (H;) and
gradient (g;) of the loss function which can be written as

Z(’ w, x)x; + Awy, Hy = ZE w, x;)x;x; + AL )
i=1

In a distributed set up, the exact Hessian (H;) and gradient (g;) can be computed in parallel in the
following manner. In each iteration, the center machine ‘broadcasts’ the model parameter w; to the
worker machines and each worker machine computes its own local gradient and Hessian. Then the
center machine can compute the exact gradient and exact Hessian by averaging the the local gradient
vectors and local Hessian matrices. But for each worker machine the per iteration communication
complexity is O(d) for the gradient computation and O(d?) for the Hessian computation. Using
Algorithm we reduce the communication cost to only O(d) per iteration, which is the same as the
first order methods.

Each worker machine possess s samples drawn uniformly from {(x1, ¢1), (x2,%2), ..., (Xn, £n)}.
By S;, we denote the indices of the samples held by worker machine 4. At any iteration ¢, the worker
machine computes the local Hessian H; ; and local gradient g; ; as

1 1 17
8it = gg: f;(WtTXi)Xi +Awy, Hip = 5 ; 0 (w) xi)xix] + AL 3

It is evident from the uniform sampling that E[g; ;] = g; and E[H, ;] = H,. The update direction
from the worker machine is defined as p; ; = (H; ;) 'g; ;. Each worker machine requires O(sd?)
operations to compute the Hessian matrix H; ; and O(d?) operations to invert the matrix. In practice,
the computational cost can be reduced by employmg conjugate gradient method. The center machine
computes the parameter update direction p; = ;- Yo it

We show that given large enough sample in each worker machine (s is large) and with incoherent data
points (the information is spread out and not concentrated to a small number of sample data points),
the local Hessian H;; ; is close to the global Hessian H; in spectral norm, and the local gradient g; ¢
is close to the global gradient g;. Subsequently, we prove that the empirical average of the local
updates acts as a good proxy for the global Newton update and achieves good convergence guarantee.

3.1 Theoretical Guarantee
We define the matrix A = [a],...,a,;] € R™>" where a; = |/¢//(WTx;)x;. So the exact

n

Hessian in equation (@) is H; = %AtTAt + AL Also we define B; = [by,...,b,] € R4*" where
b; = ¢/(wTx;)x;. So the exact gradient in equation (@) is g; = %Btl + Aw;

Definition 1 (Coherence of a Matrix). Let A € R"*¢ be any matrix with U € R"*? being its
orthonormal basis (the left singular vectors). The row coherence of the matrix A is defined as

w(A) = & max; Ju;||* € [1, 2], where u; is the ith row of U.
Remark 1. If the coherence of Ay is small, it can be shown that the Hessian matrix can be approxi-

mated well via selecting a subset of rows. Note that this is a fairly common to use coherence condition
as an approximation tool (see [10 11} |19]])

In the following, we assume that the Hessian matrix is L-Lipschitz (see definition below), which is a
standard assumption for the analysis of the second order method for general smooth loss function (as
seen in [30],[8]).

Assumption 1. The Hessian matrix of the loss function f is L-Lipschitz continuous i.e.
[V2f(w) = V2 f ()|, < L|lw - w'|l.
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Algorithm 1 COMmunication-efficient and Robust Approximate Distributed nEwton (COMRADE)

1: Input: Step size ~y, parameter 5 > 0
2: Initialize: Initial iterate wy € R?
3: fort=0,1,..., 7T —1do
4:  Central machine: broadcasts w;
for i € [m] do in parallel
5:  i-th worker machine:
*  Non-Byzantine: Computes local gradient g; ; and local Hessian H ;; sends p; ; =
(H; +)'g; + to the central machine,
*  Byzantine: Generates * (arbitrary), and sends it to the center machine
end for
6:  Center Machine:
e Sort the worker machines in a non decreasing order according to norm of updates
{Di+}7, from the local machines
¢ Return the indices of the first 1 — 3 fraction of machlnes as U,
¢ Approximate Newton Update direction : p; = \u | Zleut Pi¢t

¢ Update model parameter: w1 = w; — YPy¢.-
7: end for

In the following theorem, we provide the convergence rate of COMRADE (with « = 8 = 0) in the
terms of A; = w; — w*. Also, we define k; = 0 pmaz (Ht)/0min (Hy) as the condition number of
H,, and hence x; > 1.

Theorem 1. Let j € [1, %} be the coherence of A, . Suppose v =1and s > ?%d log defor some
1,0 € (0,1). Under Assumption , with probability exceeding 1 — 6, we obtain

1A < mas{y/ (S A, — B A2+
max K 3 T
t+1 = t 1 _ <2 t O'mln(H ) t O'mln(Ht)

i mas (AT A
where ¢ = v(Jh 4+ 75). v = 525 a rs < L and

1 1 m 1
=1, () (1+ 2111(5))\/2111?)( [[bg]]- “4)

Remark 2. It is well known that a distributed Newton method has linear-quadratic convergence rate.
In Theorem[l|the quadratic term comes from the standard analysis of Newton method. The linear
term (which is small) arises owing to Hessian approximation. It gets smaller with better Hessian
approximation (smaller ), and thus the above rate becomes quadratic one. The small error floor
arises due to the gradient approximation in the worker machines, which is essential for the one round
of communication per iteration. The error floor is x ﬁ where s is the number of samples in each

worker machine. So for a sufficiently large s, the error floor becomes negligible.

Remark 3. The sample size in each worker machine is dependent on the coherence of the matrix
A, and the dimension d of the problem. Theoretically, the analysis is feasible for the case of s > d
(since we work with H;tl ). However, when s < d, one can replace the inverse by a pseudo-inverse
(modulo some changes in convergence rate).

4 COMRADE Can Resist Byzantine Workers

In this section, we analyze COMRADE with Byzantine workers. We assume that o/(< 1/2) fraction
of worker machines are Byzantine. We define the set of Byzantine worker machines by B and the set
of the good (non-Byzantine) machines by M. COMRADE employs a ‘norm based thresholding’
scheme on the local Hessian inverse and gradient product to tackle the Byzantine workers.

In the ¢-th iteration, the center machine outputs a set U; with |U;| = (1 — 3)m, consisting the indices
of the worker machines with smallest norm. Hence, we ‘trim’ the worker machines that may try
to diverge the learning algorithm. We denote the set of trimmed machines as 7;. Moreover, we
take 5 > « to ensure at least one good machine falls in 7;. This condition helps us to control the
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Byzantine worker machines. Finally, the update is given by p; = ﬁ > cu, Pit- We define:

2 1—ay9 a2, 2

€byz — [3(1 _ ﬁ) +4Ht(m) ]6 ) (5)

2 1—ays Vo2 2 1—a, n 772 2 a2 vo\2
ATA

€ is defined in @]), V= % and k; is the condition number of the exact Hessian H;.

Theorem 2. Let i1 € [1, %} be the coherence of A, . Suppose v =1 and s > 3;—‘2d log de for some

n,6 € (0,1). For0 < a < 8 < 1/2, under Assumption [I|, with probability exceeding 1 — 6,
Algorithm([])yields

¢2 L 2ep
A < max{y[ri( 5| A, —— == 1A} + ——,
H 1 H { t( 1- Cl?yz )H tH G7r1,in(Ht) H tH } Umin(Ht)

where ., and ey, are defined in equations () and (6) respectively.

The remarks of Section [3]is also applicable here. On top of that, we have the following remarks:

Remark 4. Compared to the convergence rate of Theorem([l| the rate here remains order-wise same
even with Byzantine robustness. The coefficient of the quadratic term remains unchanged but the
linear rate and the error floor suffers a little bit (by a small constant factor).

Remark 5. Note that for Theoremto hold, we require o ~ 1/./ky for all t. In cases where k; is
large, this can impose a stricter condition on o. However, we conjecture that this dependence can
be improved via applying a more intricate (and perhaps computation heavy) Byzantine resilience
algorithm. In this work, we kept the Byzantine resilience scheme simple at the expense of this
condition on «.

5 COMRADE Can Communicate Even Less and Resist Byzantine Workers

In Section 3| we analyze COMRADE with an additional feature. We let the worker machines further
reduce the communication cost by applying a generic class of p-approximate compressor [16] on the
parameter update of Algorithm[I] We first define the class of p-approximate compressor:

Definition 2. An operator Q : R* — R? is defined as p-approximate compressor on a set S C RY if,
Vo e S, || Q) — z||* < (1 — p) |||, where p € [0, 1] is the compression factor.

The above definition can be extended for any randomized operator Q satisfying E(||Q(z) — z|*) <

(1 —p) ||z||*, for all V= € S. The expectation is taken over the randomization of the operator. Notice
that p = 1 implies that Q(z) = z (no compression). Examples of p-approximate compressor include
QSGD [}, ¢1-QSGD [16], topg, sparsification and randy, [25]].

Worker machine ¢ computes the product of local Hessian inverse inverse and local gradient and then
apply p-approximate compressor to obtain Q(H; tl g:.+); and finally sends this compressed vector
to the center. The Byzantine resilience subroutine remains the same—except, instead of sorting with
respect to || H; /gi.¢||, the center machine now sorts according to || Q(H;, 1gi.1)||. The center machine

aggregates the compressed updates by averaging Q(p) = \ZTltl > icu, Q(Pit), and take the next step
as wiy1 = wy — YQ(P)-

Recall the definition of € from (@). We also use the following notation : (3, = v(——=L

vV (1—a)m +

l’fn)7 G = li—n and v = %. Furthermore, we define the following:
1—
ompv = B(7=5)" +4m(7=5)" 10+ w(1 = p))é’ @)
—a 11—«

Compiye = 2572022 4 re(1— p)((1+C2) + (

1-5
+ 4re(

=) (Gt 1= (14 D)

22+ (¢ + re(1 = p)((L+ D)) 8)

«
1-5
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Figure 1: (First row) Comparison of training accuracy between COMRADE(Algorithm |I|) and

GIANT [30] with (a) w5a (b) a9a (c) Epsilon (d) Covtype dataset. (Second row) Training accuracy of
(e) GIANT for ‘flipped label’ and (f) ‘negative update’ attack; and comparison of Robust GIANT and

COMRADE with a9a dataset for (g) ‘flipped label’ and (h) ‘negative update’ attack.

25t Theorem 3. Let i € [1, %} be the coherence of Ay . Let v = 1 and s > 3%2’1 log de for some
252 1,6 € (0,1). For0 < a < 8 < 1/2, under Assumption [I|and with Q being the p-approximate
253 compressor, with probability exceeding 1 — §, we obtain

2
comp,byz L 2 €comp,byz
[ Al < max{y[re (-5 | A, ——z= 1A} + =
1- gomp,byz O'm,in(Ht) Umin(Ht)

254 Where €comp.by> And Ceomp by are given in equations (7)) and ®) respectively.

255 Remark 6. With no compression (p = 1) we get back the convergence guarantee of Theorem|2)
Remark 7. Note that even with compression, we retain the linear-quadratic rate of convergence of
COMRADE. The constants are affected by a p-dependent term.

256
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258 6 Experimental Results

In this section we validate our algorithm, COMRADE in Byzantine and non-Byzantine setup

259

260 on synthetically generated and benchmark LIBSVM [4] data-set. The experiments focus

261 on the standard logistic regression problem. The logistic regression objective is defined as
n,eR?

22 257" log (1+exp(—yix; w)) + 5 |w|%, where w € R? is the parameter, {x;}],
263 are the feature data and {y;}?_, € {0, 1} are the corresponding labels. We use ‘mpidpy’ package
264 for distributed framework in a computing clusted’| We choose ‘a9a’ (d = 123, n ~ 32K), ‘w5a’
(d = 300,n =~ 10k), ‘Epsilon’ (d = 2000,n = 0.4M) and ‘covtype.binary’ (d = 54,n ~ 0.5M)
classification datasets and partition the data in 20 different worker machines. In the experiments, we
choose two types of Byzantine attacks : (1). ‘flipped label’-attack where (for binary classification)
the Byzantine worker machines flip the labels of the data, thus making the model learn with wrong
269 labels, and (2). ‘negative update attack’ where the Byzantine worker machines compute the local
270 update (P;) and communicate —c x p; with ¢ € (0, 1) making the updates to be opposite of actual

271 direction. We choose 8 = « + %

272 In Figure[|first row) we compare COMRADE in non-Byzantine setup (o = 3 = 0) with the state-of
the art algorithm GIANT [30]. It is evident from the plot that despite the fact that COMRADE
requires less communication, the algorithm is able to achieve similar accuracy. Also, we show the
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!"The cluster information is absent for anonymity.
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Figure 2: (First row) Accuracy of COMRADE with 10%, 15%, 20% Byzantine workers with ‘nega-
tive update’ attack for (a). w5a (b). a9a (c). covtype (d). Epsilon. (Second row) COMRADE accuracy
with 10%, 15%, 20% Byzantine workers with ‘flipped label’ attack for (e) w5a (f) a9a (g) covtype
(h) Epsilon. (Third row) Accuracy of COMRADE with p-approximate compressor (Section [5) with
10%, 15%, 20% Byzantine workers; (i) ‘flipped label” attack for w5a (j) ‘negative update’ attack for
w5a. (k) “flipped label’ attack for a9a . (1) ‘negative update’ attack for a9a dataset.

ineffectiveness of GIANT in the presence of Byzantine attacks. In Figure [J(e),(f)) we show the
accuracy for flipped label and negative update attacks. These plots are an indicator of the requirement
of robustness in the learning algorithm. So we device ‘Robust GIANT’, which is GIANT algorithm
with added ‘norm based thresholding’ for robustness. In particular, we trim the worker machines
based on the local gradient norm in the first round of communication of GIANT. Subsequently, in the
second round of communication, the non-trimmed worker machines send the updates (product of
local Hessian inverse and the local gradient) to the center machine. We compare COMRADE with
‘Robust GIANT" in Figure (g),(h)) with 10% Byzantine worker machines for ‘a9a’ dataset. It is
evident plot that COMRADE performs better than the ‘Robust GIANT’.

Next we show the accuracy of COMRADE with different numbers of Byzantine worker machines.
Here we choose ¢ = 0.9. We show the accuracy for "negetive update * attack in Figure 2| first row)
and ’flipped label’ attack in Figure [2|(second row). Furthermore, we show that COMRADE works
even when p-approximate compressor is applied to the updates. In Figure 2(Third row) we plot the
tranning accuracies. For compression we apply the scheme known as QSGD [1]]. Further experiments

can be found in the supplementary material.

7 Conclusion and Future Work

In this paper, we address the issue of communication efficiency and Byzantine robustness via second
order optimization and norm based thresholding respectively for strongly convex loss. Extending our
setting to handle weakly convex and non-convex loss is of immediate interest. We would also like to
exploit local averaging with second order optimization. Moreover, an import aspect, privacy, is not

addressed in this work. We keep this as our future research direction.



206 Broader Impact

297 The advent of computationally-intensive machine learning (ML) models has changed the technology
298 landscape in the past decade. The most powerful learning models are also the most expensive to train.
299 For example, OpenAI’s GPT-3 language model has 175 billion parameters and takes USD 12 million
300 to trairE]! On top of that machine learning training has a costly environmental footprint: recent study
301 shows that training a transformer with neural architecture search can have as much as five times
302 COq emission of a standard car in its lifetimeﬂ While the really expensive models are relatively
303 rare, training of moderately large ML models is now ubiquitous over the data science industry and
304 elsewhere. Most of the training of machine learning model today is performed in distributed platforms
305 (such as Amazon’s EC2). Any savings in energy - in forms of computation or communication - in
sos distributed optimization will have a large positive impact.

307 This paper seeks to speed up distributed optimization algorithms by minimizing inter-server commu-
s08 nication and at the same time makes the optimization algorithms robust to adversarial failures. The
309 protocols resulting from this paper are immediately implementable and can be adapted to any large
310 scale distributed training of a machine learning model. Further, since our algorithms are robust to
311 Byzantine failure, the training process becomes more reliable and fail-safe.

312 In addition to that, we think the theoretical content of this paper is instructive and some elements
313 can be included in the coursework of a graduate class of distributed optimization, to exemplify the
314 trade-off between some fundamental quantities in distributed optimization.
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8 Appendix A: Analysis of Section 3|

Matrix Sketching

Here we briefly discuss the matrix sketching that is broadly used in the context of randomized
linear algebra. For any matrix A € R™*¢ the sketched matrix Z € R**? is defined as ST A where
S € R™** is the sketching matrix (typically s < n). Based on the scope and basis of the application,
the sketched matrix is constructed by taking linear combination of the rows of matrix which is known
as random projection or by sampling and scaling a subset of the rows of the matrix which is known
as random sampling. The sketching is done to get a smaller representation of the original matrix to
reduce computational cost.

Here we consider a uniform row sampling scheme. The matrix Z is formed by sampling and scaling
rows of the matrix A. Each row of the matrix A is sampled with probability p = % and scaled by
multiplying with NG

1
sp °

P<Zi: % >:pa
\/SP

where z; is the i-th row matrix Z and a; is the j th row of the matrix A. Consequently the sketching
matrix S has one non-zero entry in each column.

We define the matrix A = [a],...,a,] € R¥" where a; = , [t} (wTx;)x;. So the exact

) n

Hessian in equation (2) is H; = %AtT A, + AI. Assume that S; is the set of features that are held by
the ith worker machine. So the local Hessian is

1 1
H;, = ; Z U (wx;)x;x;] + AL = gAZtAM + A,

JES:
where A;; € R*d and the row of the matrix A, ; is indexed by S;. Also we define B; =
[b1,...,b,] € R¥" where b; = ¢i(w'x;)x;. So the exact gradient in equation @) is g; =
%Btl + Aw; and the local gradient is

1 1
8it = 3 és E;(w:xi)xi + Awy = ;Bi7t1 + Awy,
? i

where B; ; is the matrix with column indexed by S;. If {S;}*, are the sketching matrices then the
local Hessian and gradient can be expressed as

1
H;, = A/S;S]A] + I gi: = —BS;S/1+ \w. )
n

With the help of sketching idea later we show that the local hessian and gradient are close to the exact
hessian and gradient.

The Quadratic function For the purpose of analysis we define an auxiliary quadratic function

1 1
6(p)=5p Hip—g/p=5p (A/A, +\)p—g[p. (10)
The optimal solution to the above function is
p* = argming(p) = H; 'g: = (A A + \I) gy,

which is also the optimal direction of the global Newton update. In this work we consider the local
and global (approximate ) Newton direction to be

. _ R
Pit = (ATS;S/ A +AI) 1gz’,t7 bt = m lei,t.

12
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454
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456
457

respectively. And it can be easily verified that each local update p; ; is optimal solution to the
following quadratic function

A 1
$it(p) = 5pT(ATSiSZT A+)\)p—g/p. (11)

In our convergence analysis we show that value of the quadratic function in (T0) with value p; is
close to the optimal value.

Singular Value Decomposition (SVD) For any matrix A € R"*¢ with rank r, the singular value
decomposition is defined as A = UXV " where U,V are n x r and d x 7 column orthogonal
matrices respectively and X is a r x r diagonal matrix with diagonal entries {01, ...0,.}. f Aisa
symmetric positive semi-definite matrix then U = V.

8.1 Analysis

Lemma 1 (McDiarmid’s Inequality). Let X = X1, ..., X,, be m independent random variables
taking values from some set A, and assume that f : A™ — R satisfies the following condition
(bounded differences ):

sup  |f(@iy. oy iye oy mm) — fl@g, oo Eay e xm)| <o,

T1yeeyTm, T

Sforalli € {1,...,m}. Then for any ¢ > 0 we have

PU K Xo) ~ Bl (Ko X 2 00— ).
i=1"1

The property described in the following Lemma 2]is a very useful result for uniform row sampling
sketching matrix.

Lemma 2 (Lemma 8 [30]]). Let n,6 € (0,1) be a fixed parameter and r = rank(A;) and U €
R™" be the orthonormal bases of the matrix A,. Let {S;}", be sketching matrices and S =
\/% [S1,...Sm] € R"*™s_With probability 1 — ¢ the following holds

|UTS;S/U-1|,<n Vie[m] and |U'SSTU-I|,<

5

Lemma 3. Let S € R"*® be any uniform sampling sketching matrix, then for any matrix B =
[b1,...,b,] € R with probability 1 — § for any § > 0 we have,

1 1 1 1
||£BSST1 — EBlH <1+ \/21n(6))\/;mzax Ib:]l,
where 1 is all ones vector.

Proof. The vector B1 is the sum of column of the matrix B and BSSTl is the sum of uniformly
sampled and scaled column of the matrix B where the scaling factor is withp = = If (i1, . . . , 45)

f
1
is the set of sampled indices then BSST1 = Zke(ih__%) spbk'
Define the function f(iy,...,is) = [[1BSST1 — iB1|. Now consider a sampled set
(G157, ..., 1s) with only one item (column) replaced 'then the bounded difference is
= |f(21,...7ij,...7is) —f(ll,...7ij/,...,Zs)|
1,1 1 2
= |=ll—bi; = —bj,|[| < —max|[b;].
n sp 7 sp s i
Now we have the expectation
1
E[|-BSS"1 B1 — bi|? = - b;|?
(I~ I°] Z [Ibs]|” = maXII il

1 1 1
E[|SBSST1 - ~B1|] < \/>max Ib.
n n S i

13
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Using McDiarmid inequality (Lemma([I]) we have

1 1 1
P[|=BSsT1 - —-B1| > \[max [[bs]| +¢
n n s 1

2t2
S exXp | — E .

Equating the probability with § we have

2t2
eXP(*E) =0

s 1 2 1

Finally we have with probability 1 — ¢
1 1 1 1
—BSST1 - —B1| < (1+/2In(z)4/= |-
2ssT1—LBa) < 04 ) Lona

Remark 8. For m sketching matrix {S;}/ |, the bound in the Lemma|3|is

=1

1 T 1 m 1
— Q. — < i — .
”nBS%Sz 1 nBlH < (14 4/21In( 5 ))\/;m?x|b,,

with probability 1 — 0 for any § > 0 forall i € {1,2,... ,m}. In the case that each worker machine
holds data based on the uniform sketching matrix the local gradient is close to the exact gradient.
Thus the local second order update acts as a good approximate to the exact Netwon update.

Now we consider the update rule of GIANT [30] where the update is done in two rounds in each
iteration. In the first round each worker machine computes and send the local gradient and the
center machine computes the exact gradient g; in iteration ¢. Next the center machine broadcasts
the exact gradient and each worker machine computes the local Hessian and send p; ; = (Hi,t)_lgt
to the center machine and the center machine computes the approximate Newton direction p; =
% 2211 Pi,:- Now based on this we restate the following lemma (Lemma 6 [30]).

Lemma 4. Let {S;}", € R"** be sketching matrices based on Lemmal2] Let ¢ be defined in (I0)
and Py be the update. It holds that

min(bt(p) < ¢t(f)t> < (1 - C2> mind)t(p),
P P

Omax (ATA) 1

7 n’ <
Tz (ATA)FnA =

where ( = l/(ﬁ + - )andv =

1-n
Now we prove similar guarantee for the update according to COMRADE in Algorithm
Lemma 5. Let {S;}", € R"** be sketching matrices based on Lemmal2} Let ¢, be defined in (I0)
and Dy be defined in Algorithm[I[ 3 = 0)
mgmbt(p) < (b)) <+ (1-¢%) mgn@(P)a

2

where € = ﬁﬁ(l + 21n(%))\/gmaxi Ibil| and ¢ = v(J= + 75;) and v =

Tmax(ATA)
Omaz (AT A)FnA’

Proof. First consider the quadratic function (10
~ * 1 % ~ *\ (|2
Gu(pe) — 01(p) = 5IH (bi — P

< (I[H7 (b — D)2 + [H7 (B: — p*)II)2, (12)

Terml Term?2
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494

where p; = % 2111 (Hi’t)_lgt. First we bound the Term 2 of (]E[) using the quadratic function and
Lemmaf

1 1 1
5 HHf (Pr —pY)||)* < ¢ Hpr (Using Lemma 4])
= —Cu(p%). (13)
The step in equation (I3) is from the definition of the function ¢; and p*. It can be shown that

* L 2
¢(p") = — HHEP
Now we bound the Term 1 in (I2). By Lemma [2, we have (1 — n7)A] A; < A[S;S]A; <

(1 +n)A/] A;. Following we have (1 —n)H; < H,; < (1 + n)H,. Thus there exists matrix &;
satisfying

H/H 'H! =1+¢ and Tosg< N
t it T i an _m*&*m’
So we have,
1 1 1
e R e (1
Now we have
L ~ 11 & .
HHf(pt—pt) =’Hf > (Pt — Pis)
i=1
| AT 5
< E; H? (Pi — Pist)
1 m
== | - e
m7:1
1 & I . 1 1
~m Z Hy Hi,tlHtQ H, *(gi: —8t)
i=1
1 — 1.1 _1
< EZ H/H;/H; HHt *(8it — 8t)
i=1

sl_anHH (8 —8)|| (Using (@)

1
< i, (15)
1 -7 m Z” it — gt

Now we bound ||(g;,: — g:)|| using Lemmal3]

1
g~ g0l = 128871~ 131 < (1 o) L o).

Plugging it into equation (T3) we get,

1 N 1
HHtQ (pt _pt)H S 1 — ﬁ ZH it — gt
mzn t
1 1 m 1
< 1+4/2In(— \/7max b;||. 16
T Gy maxlbil. a6

Now collecting the terms of (T6) and (T3) and plugging them into (T2)) we have
$t(De) — de(P™) < € — (P (p")

= du(Dr) < €+ (1 - e (p"),
where € is as defined in (@).
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s95 Lemma 6. Let ¢ € (0,1),¢ be any fixed parameter. And p; satisfies ¢(pr) < € + (1 —
496 (?) ming, ¢¢(p). Under the Assumption|l(Hessian L-Lipschitz) and Ay = wy — W* satisfies

2

1-¢2

AL H A S LA ||| A + ATH A, + 26,

497 Proof. Wehave w1 = w;—DPy, Ay = wy—w*and Ay 1 = Wy —wW* Alsopy = Wy — Wy =
498 At — Ayyq. From the definition of ¢ we have,
. 1
ée(Pe) = i(At — A1) THy(Ar — Arr) — (Ar — A1) &1,
1 1
(1- Cz)qﬁt(mAt) = WA;HtAt - A/g:.

499 From the above two equation we have

ou(D1) — (1— C)on( - A)

(1-¢%)
~ AT HA LATH,A LAT ¢ A/H,A
= 5Bt A = 58 Hy t+1+§ t+1gt_m ¢ HeAg.
s00 From Lemma 5|the following holds
oe(Pr) <+ (1—¢?) mgngbt(p)
1
<4 (1—? —Ay).
> € +( <)¢t((1—g2) t)
501 So we have
1 2
iA;lHtAtH ~AH A+ A g — Q(f_cz)AthAt < €2 (17)

so2  Consider g; = g(wy)
s = ew) + ([ V2w 2w W)z ) (o~ w)

_ (/01 V2f(w* + 2(wy — w*))dz) A, (asg(w*) = 0).

503 Now we bound the following

IELA, — g(w) ] < A H [ 19w = 9 (0w = w

1
< || A / H [V2f(wi) — V2F(W* + 2(wy — W™))] H dz (By Jensen’s Inequality)
0

1
< || Al / (1—2)L||lws—w"||dz (by L-Lipschitz assumption)
0

L 2
= —[|A]|”.
“a
s04 Plugging it into we have
2
Al H A <24 (HiA —g) + a E Cg)AtTHtAt + 26
2
<28 LA — g + g ATHIA, + 26
2 ¢? T 2
S L ||At+1|| ||At|| + mAt HtAt + 2€”.
505 O
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Proof of Theorem ]

Proof. From the Lemma 6| with probability 1 — ¢

2
ALHA G S DA A + a E CQ)A:HtAt +2¢2
2 CQ 2
< LAl AL+ ({ =z Tmas (He) )| A +2¢%.
2
So we have,
Omax L 2 2¢
A < max A, —————||A + .
A {¢nm A g A} + s

9 Appendix B: Analysis of Section 4]

In this section we provide the theoretical analysis of the Byzantine robust method explained in
Sectiond]and prove the statistical guarantee. In any iteration ¢ the following holds

U] = (U O Me)| + |(U: 0 By)
M| = |Us " M)+ [(M N TD)].

Combining both we have
Ur| = M| = |(Me O T)| + [(Ue N Be)I

Lemma 7. Let {S;}", € R"** be sketching matrices based on Lemmal2] Let ¢ be defined in (I0)
and Py be defined in Algorlthml I} It holds that

mF}Il (,ZSt(p) S ¢t(pt) § €gyz + (1 - ngz)¢<p*)a

where €y, and (py. is defined in @) and (0)) respectively.

Proof. In the following analysis we omit the subscript *¢’. From the definition of the quadratic
function (I0) we know that

4(9) — 9(p%) = [ (b~ b

Now we consider

1 1 1
SIH= (6 —p")|?* = ;|H= pi —p")|°
; IR S
1 1 1 ~ * A * ~ *
:§||H2W(Z(pz‘—P)— Z (Pi—p") + Z (i —p"))|?
iEM i€(MNT) i€(UNB)
1 ) 1 R . 11 R .
< |m|* |M(Z(p p*)|[2 + 2||HE — ul > (Bi-p )||2+2HH2W > PP
ieEM e(MNT) ie(UNB)
Terml Term?2 Term3

Now we bound each term separately and use the result of the Lemma 5]to bound each term.

Termt = [HE (3 (b )

ieEM
l1—« 11
= (72’ IHz (> (b =P
) g
< (TP + GlEEp )
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521

522

523

524
525

526

527

528

529

530

o M N o0
IM]| + 1777) V(\/m—'_ 177])'

Similarly the Term 2 can be bonded as it is a bound on good machines

11
Term?2 = 2||H5W Z (P — ")

where (u = v(

ie(MNT)
1 — 1 1
=2(7)2HH* > mi-p)IP
1— IMAOTI S
1l -« 1,
<2( )2[€2 + Cunr I HZP"||?],

1-p
_ n . _n 4
whete (unT = v(iem + 15) < v(opigm T 1)

For the Term 3 we know that 5 > « so all the untrimmed worker norm is bounded by a good machine
as at least one good machine gets trimmed.

11 . N
Term3=2||H%W S -’
1e(UNB)

<20, WG i X )P

ie(UNB)
|L{ﬂ8\ 2 1 N * 2
<2 max H T
< 20 P e S - p)
i€(UNB)
unBl, 1 12 e
<4 max H i
< (P e S (P 1)
ie(UNB)
|umB‘ 2 ~ 12 * (|2
< .
_4Umax(H)( |Z/[| ) %%{(sz” +||p H )
UnBl, . (|2 |2
< -
< 40 (B (20 (= 22+ 200 )

< (PP B s — )P 4 205 )
< ax(“TER@ + @+ )
SAn(5) @+ 2+ IHE ),

where (1 = v(n + %) =15, and k = %

Combining all the bounds on Term1 , Term2 and Term3 we have

1 1. « 1,
SIH=(b—p P < €fys + Goye HEZDH|1?,

=13 -« a ? 2
e (s(122) e (22 )
1-—
1-—

« 1—a\?
bez = 2( 6) CMF'WT+ (M)

Finally we have

where
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531
532

533
534

535

536
537

538

539

540

541

542
543

544

545

546

547

Lemma 8. Let (. € (0, 1), €y be any fixed parameter. And p, satisfies ¢,(ps) < efyz +(1-
ngz) ming, ¢4(p). Under the Assumption Hessian L-Lipschitz) and Ay = w; — wW* satisfies

C2 z
AL H A < L Aal|Ad? + T bng ATH A+ 265,
~ Sbyz
Proof. We choose ¢ = (py. and € = €, from the Lemma and follow the proof of Lemma@ to
obtain the desired bound. O
Proof of Theorem

Proof. We get the desired bound by developing from the result of the Lemma[§]and following the
proof of Theorem ] O

10 Appendix C:Analysis of Section

First we prove the following lemma that will be useful in our subsequent calculations. Consider
2
that Q(p) = 1557 ;e p Q(Pi)- And also we use the following notation (5 = v(— + 11,),

Nl

Omaz(ATA) <1

v= Omaz(ATA)+n\ —

Lemma 9. If Q(D;) is the local update direction and p* is the optimal solution to the quadratic
function ¢ then

|1t 2p:) - p*)H2 <14 (1= )€ + (GG + k(1= p)((1+¢D) ||Fp*

where H is the exact Hessian and

&1 = L+ (L= p))e,
Coomp. = (C5 + K(1 = p)((L+ (7).
e is defined in equation {@)) and

Proof.

<o|[utew )| +[Ee P | as)
Terml Term2
Following the proof of Lemma[5| we get
1. * 2 2 1% 2
B2 i —p7)| <+ [mEp| (19)

where e is as defined in (@).Now we consider the term

2 .2
< Omaz(H)(1 = p) [|Pi]l

< O ()1 = p) (IB: = "> + [P

|Et Qb)) — b

Omax 1. * 2 1 2
< (1-p) HHZ(pi—p)‘ +HH2p
1. NI 1 L2
—rt= ) ([0 o)

IA

ot p) (4 (14 )

2
) Using (19).
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548 Now we use the above calculation and bound Term1

[mt0m) -0 < 5 3 [0 -5
i€B

2

<l p) (@4 14 ¢ et

2
) . (20)

549 We can bound the Term?2 directly using the proof of Lemma 5|

HH%(f)—p*) i Se“r(?;HHép* i @21
sso0  Now we use (20) and 1)) and plug them in (T8)
[t @) —p1)|[ < (4 51— )+ (¢ + 51— (1 4+ [Eibp?
551 Now we define
er =V ({1 +r(l—-p)e
Coomp.8 = (CB + (1 = p)(1+¢F)).
552 O

553 Now we have the robust update in iteration ¢ to be Q(p) = \714 > icu, Qi)

ss¢  Lemma 10. Let {S;}", € R™*® be sketching matrices based on Lemma E] Let ¢; be defined in
555 (I0) and Q(p4) be the update with Q being p-approximate compressor. It holds that

ngn ¢t (p) < ¢t(Q(f)t)) < 6Eorﬂp,byz + (1 - Cgomp,byz)¢t (p*)’

556 Where €compby= and G2, . is as defined in (7) and () respectively.

557 Proof. In the following analysis we omit the subscript "¢’. From the definition of the quadratic
558 function we know that

. N 1, 1 . N
$(Q(D)) — 6(p") = 5 [H?(Q(P) — p")[*.
559 ow we consider , 1 L1 )
S| (Q(D) — p*)I? = S I (o > Q(bi) —
5 [H=(Q(B) —p*)I* = 5| (Mg; (1) — ")l
1 11 . " R " R "
:gllHiw(Z(Q(py) p)— > (Qp)-p)+ > (QbB:)—p)I
iEM ie(MNT) i€(UNB)
11 N * 1 1 ~ *
_HHEW(Z(Q(M)—D )||2+2HH2W > Q) -p)I?
ieEM ie(MNT)
Terml Term?2
11 . "
+2HH5W > Q) - p))I*
ie(UNB)
Term3
se0 Now we bound each term separately and use the Lemmal9]
11 . N
Terml = IIwa(Z(Q(pi) -p9)I?
iEM
11—« 11
=( PIHz ——( > (2®:) —p)I
1-8 M| EXA;
1-— 1
< ()% + Compond D12,

1-p
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561
562

563
564

565

566

567

568

569
570
571

where Ccomp wm = (G +r(1—p)((1 4 ¢}). Similarly the Term 2 can be bonded as it is a bound on
good machines

Term?2 = 2||H2 W‘ Z (Q(p:) — p)II?

e(MNT)
1 —« 1 1
=92 2 H* QIA)'L 7p* 2
(1_ )l MATI, §m( (P:) )l
11—« 1,
— 2(1 _ B)2[€% + Cczomp7MﬂT||H2p HQ}

For the Term 3 we know that 5 > « so all the untrimmed worker norm is bounded by a good machine
as at least one good machine gets trimmed.

1

Term3=2||H%W S Q) - )2
i€(UNB)
unnB 1 . *
< 20,0 BT Y (@) - PP
ie(UNB)
unsl, 1 g2
< 20maa H Q i) T
e T LRl
|Mﬁ8\ 2 1 ~ 2 * 12
<4 max H 4 +
< tome G gy 3 (1RG4 1Y
unnB
< 40 (B (LD (| 0B P + 1)
unnB
< 400 (B (1 0(6) — o + 2 )
unns 1
< an( P w1 Q) — )P + 2 H )
UunnB
<an(U P + @ )
SAn(7o )+ 2+ DIEE ).

Combining all the bounds on Term1 , Term2 and Term3 we have

1.1, N 1
§||H2(p - p )”2 < 6127yz + Cl?yz”HQp ”27

1—a)? «Q 2
2 _ 2
6cornp,byz_ (3(1_ﬁ> +4/€(1_B) >61

2 2 2
l1-«a o
2 2 2
comp,byz — 2 (1 — 6) Ccomp,MﬂT + <1 _ 6) comp, M +4k <1 _ ﬂ) (2 + comp, )

Finally we have

—
|
Q

omp,byz Cc20mp,byz¢(p*)
omp,byz + (1 - C?omp,byz)(b(p*)'

AN ON

O

Lemma 11. Let Coompby- € (0,1), €comppy= be any fixed parameter. And Q(p:) satisfies
d+(Q(pr)) < efyz + (1 - nyz) ming, ¢;(p). Under the Assumption || lHesszan L-Lipschitz) and
A, = wy — W satisfies

2

mp,b
ALLH A < L Aal[|Ad? + %ATHtAt + 2¢

comp,byz*
comp,byz
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572 Proof. We choose ¢ = Ceomp,by> and € = €comp by from the Lemma and follow the proof of

573 Lemmal@lto obtain the desired bound.

574 Proof of Theorem 3
575 Proof. We get the desired bound by developing from the result of the Lemma [IT]and following the

576 proof of Theorem|I]

s77 11 Additional Experiment
In addition to the experimental results in Section [6} we provide some more experiments supporting
the robustness of the COMRADE in two different types of attacks : 1. ‘Gaussian attack’: where the

578
579
. . . 2 ‘ 5.
580 Byzantine workers add Gaussian Noise (N (i, 0?)) to the update and 2. ‘random label attack’: where
581 the Byzantine worker machines learns based on random labels instead of proper labels.
10 " 10
e e e - e m———
7 oA 7 o
0 4 ¥ 5 iy A
I 70 Iy ly 70 l//
i i il i
I It Zo il 3w i 3w i
g i g [ g it £ b
S . 4 g 5 g b gof |
< w0 m’, < R I < i
L] —+- 10% Byzantine w0 === 10% Byzantine 1 —=- 10% Byzantine o —=- 10% Byzantine
B i'( —+- 15% Byzantine —+- 15% Byzantine B ;’ —+- 15% Byzantine ,; -+~ 15% Byzantine
,-' —=- 20% Byzantine * A —=- 20% Byzantine 1" —«- 20% Byzantine o A - 20% Byzantine
! 0 5 10 15 20 25 £ 0 5 10 15 20 2 0 ¢ 0 5 10 15 20 25 0 0 s 10 15 20 2 EY
iterations iterations iterations iterations
¢ B ¢ 5 ¢ B ¢ 5
(a) wSa ‘Gauss (b) a9a ‘Gauss (c) w5a ‘random (d) a9a ‘random
10 gos 100
T e— e 2aanSR -
V4 o e pa ® Y. o
w i o ® 7 17
1 wl N 7 » i
! W i 1
gw ! Tl i gal i Zol ]
< ! Sf ] i g i
g i gsof i g it g i
< o / < il < 0 ,’] < i
i —=- 10% Byzantine w0 ‘V —=- 10% Byzantine I —=- 10% Byzantine o ,’,’ —=- 10% Byzantine
o ,}/ —+- 15% Byzantine I} —=- 15% Byzantine 2 /}’ —=- 15% Byzantine ]" -+~ 15% Byzantine
i“ —+- 20% Byzantine * / - 20% Byzantine 1 —+- 20% Byzantine * “1 -+ 20% Byzantine
! g s ) 3 5 ] ) 5 o1 ] 3 5 ) s L]
iterations iterations iterations
(g) w5a ‘random’ (h) a9a ‘random’

(e) w5a ‘Gauss’ (f) a9a ‘Gauss’
Figure 3: (First row) Accuracy of COMRADE with 10%, 15%, 20% Byzantine workers with ‘Gaus-
sian ’ attack for (a). w5a (b). a9a and ‘random label’ attack for (c). w5a (d).a9a. (Second row)
Accuracy of COMRADE with p-approximate compressor (Section[S) with 10%, 15%, 20% Byzan-
tine workers with ‘Gaussian * attack for (a). w5a (b). a9a and ‘random label’ attack for (c). w5a

(d).a%a.
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