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Abstract

Transformer-based architectures have recently exhibited remarkable successes
across different domains beyond just powering large language models. How-
ever, existing approaches typically focus on predictive accuracy and computa-
tional cost, largely ignoring certain other practical issues such as robustness to
contaminated samples. In this paper, by re-interpreting the self-attention mecha-
nism as a non-parametric kernel density estimator, we adapt classical robust ker-
nel density estimation methods to develop novel classes of transformers that are
resistant to adversarial attacks and data contamination. We first propose meth-
ods that down-weight outliers in RKHS when computing the self-attention oper-
ations. We empirically show that these methods produce improved performance
over existing state-of-the-art methods, particularly on image data under adversar-
ial attacks. Then we leverage the median-of-means principle to obtain another
efficient approach that results in noticeably enhanced performance and robust-
ness on language modeling and time series classification tasks. Our methods can
be combined with existing transformers to augment their robust properties, thus
promising to impact a wide variety of applications.

1 Introduction

Attention mechanisms and transformers (Vaswani et al., 2017a) have drawn lots of attention in the
machine learning community (Lin et al., 2021; Tay et al., 2020; Khan et al., 2021). Now they are
among the best deep learning architectures for a variety of applications, including those in natural
language processing (Devlin et al., 2019; Al-Rfou et al., 2019; Dai et al., 2019; Child et al., 2019;
Raffel et al., 2020; Baevski & Auli, 2019; Brown et al., 2020; Dehghani et al., 2019), computer
vision (Dosovitskiy et al., 2021; Liu et al., 2021b; Touvron et al., 2021a; Ramesh et al., 2021;
Radford et al., 2021; Fan et al., 2021; Liu et al., 2022), and reinforcement learning (Chen et al.,
2021; Janner et al., 2021). They are also known for their effectiveness in transferring knowledge
from various pretraining tasks to different downstream applications with weak supervision or no
supervision (Radford et al., 2018, 2019; Devlin et al., 2019; Yang et al., 2019; Liu et al., 2019).
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While there have been notable advancements, the robustness of the standard attention module re-
mains an unresolved issue in the literature. In this paper, our goal is to reinforce the attention mech-
anism and construct a comprehensive framework for robust transformer models. To achieve this, we
first revisit the interpretation of self-attention in transformers, viewing it through the prism of the
Nadaraya-Watson (NW) estimator (Nadaraya, 1964) in a non-parametric regression context. Within
the transformer paradigm, the NW estimator is constructed based on the kernel density estimators
(KDE) of the keys and queries. However, these KDEs are not immune to the issue of sample con-
tamination (Kim & Scott, 2012). By conceptualizing the KDE as a solution to the kernel regression
problem within a Reproducing Kernel Hilbert Space (RKHS), we can utilize a range of state-of-the-
art robust KDE techniques, such as those based on robust kernel regression and median-of-mean
estimators. This facilitates the creation of substantially more robust self-attention mechanisms. The
resulting suite of robust self-attention can be adapted to a variety of transformer architectures and
tasks across different data modalities. We carry out exhaustive experiments covering vision, lan-
guage modeling, and time-series classification. The results demonstrate that our approaches can
uphold comparable accuracy on clean data while exhibiting improved performance on contaminated
data. Crucially, this is accomplished without introducing any extra parameters.

Related Work on Robust Transformers: Vision Transformer (ViT) models (Dosovitskiy et al.,
2020; Touvron et al., 2021b) have recently demonstrated impressive performance across various vi-
sion tasks, positioning themselves as a compelling alternative to CNNs. A number of studies (e.g.,
Subramanya et al., 2022; Paul & Chen, 2022; Bhojanapalli et al., 2021; Mahmood et al., 2021; Mao
et al., 2022; Zhou et al., 2022) have proposed strategies to bolster the resilience of these models
against common adversarial attacks on image data, thereby enhancing their generalizability across
diverse datasets. For instance, Mahmood et al. (2021) provided empirical evidence of ViT’s vulnera-
bility to white-box adversarial attacks, while demonstrating that a straightforward ensemble defense
could achieve remarkable robustness without compromising accuracy on clean data. Zhou et al.
(2022) suggested fully attentional networks to enhance self-attention, achieving state-of-the-art ac-
curacy on corrupted images. Furthermore, Mao et al. (2022) conducted a robustness analysis on
various ViT building blocks, proposing position-aware attention scaling and patch-wise augmenta-
tion to enhance the model’s robustness and accuracy. However, these investigations are primarily
geared toward vision-related tasks, which restricts their applicability across different data modali-
ties. As an example, the position-based attention from Mao et al. (2022) induces a bi-directional
information flow, which is limiting for position-sensitive datasets such as text or sequences. These
methods also introduce additional parameters. Beyond these vision-focused studies, robust trans-
formers have also been explored in fields like text analysis and social media. Yang et al. (2022)
delved into table understanding and suggested a robust, structurally aware table-text encoding archi-
tecture to mitigate the effects of row and column order perturbations. Liu et al. (2021a) proposed
a robust end-to-end transformer-based model for crisis detection and recognition. Furthermore, Li
et al. (2020) developed a unique attention mechanism to create a robust neural text-to-speech model
capable of synthesizing both natural and stable audios. We have noted that these methods vary in
their methodologies, largely due to differences in application domains, and therefore limiting their
generalizability across diverse contexts.

Other Theoretical Frameworks for Attention Mechanisms: Attention mechanisms in transform-
ers have been recently studied from different perspectives. Tsai et al. (2019) show that attention can
be derived from smoothing the inputs with appropriate kernels. Katharopoulos et al. (2020); Choro-
manski et al. (2021); Wang et al. (2020) further linearize the softmax kernel in attention to attain
a family of efficient transformers with both linear computational and memory complexity. These
linear attentions are proven in Cao (2021) to be equivalent to a Petrov-Galerkin projection (Reddy,
2004), thereby indicating that the softmax normalization in dot-product attention is sufficient but not
necessary. Other frameworks for analyzing transformers that use ordinary/partial differential equa-
tions include Lu et al. (2019); Sander et al. (2022). In addition, the Gaussian mixture model and
graph-structured learning have been utilized to study attentions and transformers (Tang & Matteson,
2021; Gabbur et al., 2021; Zhang & Feng, 2021; Wang et al., 2018; Kreuzer et al., 2021). Nguyen
et al. (2022c) has linked the self-attention mechanism with a non-parametric regression perspective,
which offers enhanced interpretability of Transformers. Our approach draws upon this viewpoint,
but focuses instead on how it can lead to robust solutions.



2  Self-Attention Mechanism from a Non-parametric Regression Perspective

Assume we have the key and value vectors {k;, v;} (v that is collected from the data generating
process v = f(k) + ¢, where ¢ is some noise vectors with E[¢] = 0, and f is the function that we
want to estimate. We consider a random design setting where the key vectors {k;};c(n) are i.i.d.
samples from the distribution p(k), and we use p(v, k) to denote the joint distribution of (v, k)
defined by the data generating process. Our target is to estimate f(q) for any new queries q. The
NW estimator provides a non-parametric approach to estimating the function f, the main idea is that
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where the first equation comes from the fact that E[g] = 0, the second equation comes from the
definition of conditional expectation, and the last equation comes from the definition of conditional
density. To provide an estimation of f, we just need to obtain estimations for both the joint density
function p(v, k) and the marginal density function p(k). KDE is commonly used for the density
estimation problem (Rosenblatt, 1956; Parzen, 1962), which requires a kernel &k, with the bandwidth
parameter o satisfies fRD ko(x — x')dx = 1,Vx', and estimate the density as
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where [v, k] denotes the concatenatlon of v and k. Specifically, when k,, is the isotropic Gaussian
kernel, we have p, (v, k) = % ZJE[N] ko (v — v;)ks(k — k;). Combine this with Eq. (1) and Eq.

(2), we can obtain the NW estimator of the function f as
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Furthermore, it is not hard to show that if the keys {k;};c(n
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the self-
attention mechanism fg(qz) in Eq. (3) is exactly the standard Softmax attention fg(ql) =
> jepny softmax (g7 k;j/0?) v;. Such an assumption on the normalized key {k; } je[n) can be mild,
as in practice we always have a normalization step on the key to stabilizing the training of the trans-
former (Schlag et al., 2021). If we choose 02 = V/D, where D is the dimension of ¢ and k;, then

are normalized,

fa(%‘) =

h;. As aresult, the self-attention mechanism in fact performs a non-parametric regression

with NW-estimator and isotropic Gaussian kernel when the keys are normalized.

KDE as a Regression Problem in RKHS We
start with the formal definition of the RKHS. The
space Hi, = {f | f : X — R} is the RKHS
associated with kernel k£, where k : X x X — R,

if it is a Hilbert space with inner product (-, ),
and following properties:
* k(x,-) € Hi, Ve € X
* Vf € Hi, f(x) = (f, k2, )2, Aka
the reproducing property.
With slightly abuse of notation, we define

ko(z,2') = ko,(x — a’). By the definition
of the RKHS and the KDE estimator, we know
Po = § 2 jein Ko(@j,) € Hi,, and can be
viewed as the optimal solution of the following
least-square regression problem in RKHS:

Dy = arg min Z

H
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Figure 1: The contour plots illustrate the den-
sity estimation of the two-dimensional query
vector embedding within a transformer’s atten-
tion layer. The left plot employs the regular
KDE method, as defined in Eq. (4), whereas the
right plot utilizes a robustified version of the
KDE method, which enhances KDE’s robust-
ness against outliers.
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Figure 2: The application of Transformers with robust KDE attention on image and text is shown.
(Left) The robust KDE self-attention generates varying weight factors for image patch embeddings
under adversarial attacks or data corruption. The adversely impacted regions that would other-
wise lead to incorrect predictions are down-weighted, ensuring enhanced accuracy and robustness.
(Right) In the field of language modeling, the weight factors lend significance to essential keywords
(highlighted in red). In the face of word swap attacks, the fortified self-attention mechanism, par-
ticularly when utilizing the medians-of-means principle, is proficient in disregarding or reducing
the importance of less consequential words (marked in green). Consequently, this results in a more
resilient procedure during self-attention computations.

Note that, in Eq. (4), the same weight factor 1/N is applied uniformly to each error term
ko (zj,-) —p||;k . This approach functions effectively if there are no outliers in the set

{ko(xj,-)}jc;n). However, when outliers are present (for instance, when there is some j such
that ||k, (25, )22, > |ko (@i, -)||%,,» Vi € [N],i # j), the error attributable to these outliers will
overwhelmingly influence the total error, leading to a significant deterioration in the overall density
estimation. We illustrate the robustness issue of the KDE in Figure 1. The view that KDE is sus-
ceptible to outliers, coupled with the non-parametric understanding of the self-attention mechanism,
implies a potential lack of robustness in Transformers when handling outlier-rich data. We now of-
fer a fresh perspective on this robustness issue, introducing a universal framework that is applicable
across diverse data modalities.

3 Robust Transformers that Employ Robust Kernel Density Estimators

Drawing on the non-parametric regression formulation of self-attention, we derive multiple robust
variants of the NW-estimator and demonstrate their applicability in fortifying existing Transformers.
We propose two distinct types of robust self-attention mechanisms and delve into the properties of
each, potentially paving the way for Transformer variants that are substantially more robust.

3.1 Down-weighting Outliers in RKHS

Inspired by robust regression (Fox & Weisberg, 2002), a direct approach to achieving robust KDE
involves down-weighting outliers in the RKHS. More specifically, we substitute the least-square loss
in Eq. (4) with a robust loss function p, resulting in the following formulation:

ﬁrobusl = argmin Z 14 (Hka(ajja ) _p”Hka) = Z wjka(:vj7 ) (5)
PEHRs je[N] JEIN]

Examples of the robust loss function p include the Huber loss (Huber, 1992), Hampel loss (Hampel
et al., 1986), Welsch loss (Welsch & Becker, 1975) and Tukey loss (Fox & Weisberg, 2002). We
empirically evaluate different loss functions in our experiments. The critical step here is to estimate

the set of weights w = (w1, -+ ,wn) € Ay, with each w; o< ¢ (||kg(wj, )= ﬁrobustHHkU), where
Y(x) = #. Since Probust 1s defined via w, and w also depends on Propyst, One can address this

circular definition problem via an alternative updating algorithm proposed by Kim & Scott (2012).
The algorithm starts with randomly initialized w(®) € A,,, and performs alternative updates between
Drobust and w until the optimal Propys 1S reached at the fixed point (see details in Appendix A).

However, while this technique effectively diminishes the influence of outliers, it also comes with
noticeable drawbacks. Firstly, it necessitates the appropriate selection of the robust loss function,
which may entail additional effort to understand the patterns of outliers. Secondly, the iterative



Algorithm 1 Procedure of Computing Attention Vector of Transformer-RKDE/SPKDE/MoM
0)

: Input: Q = {qi }ic(n), K = {kj}iev), V = {Vi}ic(n), initial weights w'
: Normalize K = {k;}jc[n] along the head dimension.

: Compute kernel function between each pair of sequence: k. (Q, K) = {ko(q: — kj)}i je[n-

: (Optional) apply attention mask on k. (Q, K).

: [MoM] Randomly sample B subsets [1,...,Ip of size S, obtain the median block I; such that

e b — k) = median{} S, Kalas o). 5 5y, ho(a:— Ko}
(k)
¥ <||ka<kj w)*pmb..,l(k)\\ﬂkd)
zjemw<Hka<kj,A>—ﬁ§0ﬁ;3q<k>1\ﬂk )
7: [SPKDE] Obtain optimal weights w for marginal/joint density via solving equation (7).

~ ) WO (qi—k;
8: [RKDE, SPKDE] Obtain robust self-attention vector h; = Zj€N] vfm,g’ma, (@i k)
2jelN] ¥ ko(qi—k;)
Yjer, viko(ai—kj)

ng[l ko(gi—kj) °

R N S

6: [RKDE] Update weights w® for marginal/joint density by w;l) =

9: [MoM] Obtain attention vector i\lz =

updates might not successfully converge to the optimal solution. A better alternative is to assign
higher weights to high-density regions and reduce the weights for atypical samples. The original
KDE is scaled and projected to its nearest weighted KDE according to the L, norm. Similar concepts
have been studied by Scaled and Projected KDE (SPKDE) (Vandermeulen & Scott, 2014), which
offer an improved set of weights that better defend against outliers in the RKHS space. Specifically,
given the scaling factor 3 > 1, and let C2¥ be the convex hull of k,(z1,), ..., ko (N, ") € Hr,,
i.e., the space of weighted KDEs, the optimal density propys 1 given by

2

ﬁrobusl = arg mlI]{, ﬁ Z kcf (xjv ) —p 5 (6)

peChH JE[N] He,
which is guaranteed to have a unique minimizer since we are projecting in a Hilbert space and
Cf,\' is closed and convex. Notice that, by definition, Propust can also be represented as Propust =
ZjG[N] wikos(zj,+), w € AN, which is same as the formulation in Eq. (5). Then Eq. (6) can be
written as a quadratic programming (QP) problem over w:

minw' Gw —2¢'w, subjecttow € AV, (7)

w
where G is the Gram matrix of {x;};c[n] With k; and ¢ = Gl%. Since k. is a positive-definite
kernel and each x; is unique, the Gram matrix G is also positive-definite. As a result, this QP
problem is convex, and we can leverage commonly used solvers to efficiently obtain the solution
and the optimal density propyst-

Robust Self-Attention Mechanism We now introduce the robust self-attention mechanism that
down-weights atypical samples. We consider the density estimator of the joint distribution and the
marginal distribution when using isotropic Gaussian kernel:

Probust (V. k) = Y ko ([vj k) [V, K, Drovus(k) = Y Wi E Nk, (kj k). (8)
JEIN] JEIN]

Following the non-parametric regression formulation of self-attention in Eq. (3), we obtain the
robust self-attention mechanism as

P Y jem Viw) ka(ai = k;) ©
e @y ko (g — k)
joint

where w!°™ and w are obtained via either alternative updates or the QP solver. We term Trans-
formers whose density from the non-parametric regression formulation of self-attention employs
Eq. (5) and Eq. (6) as Transformer-RKDE and Transformer-SPKDE, respectively. Figure 2 presents
an example of the application of the attention weight factor during the learning process from image
and text data. The derived weight factor can potentially emphasize elements relevant to the class

while reducing the influence of detrimental ones. Note that, the computation of {w}nmgi“al} €[N

marginal



and {w}‘"m} je[N] are separate as w;oml involves both keys and values vectors. During the empirical
evaluation, we concatenate the keys and values along the head dimension to obtain the weights for
the joint density probust(V, k) and only use the key vectors for obtaining the set of weights for the
marginal propusi (k). In addition, w™aeindl gyioint ¢ RiX? for 4, j = 1,..., N are 2-dimensional ma-
trices that include the pairwise weights between each position of the sequence and the rest of the
positions. The weights are initialized uniformly across a certain sequence length dimension. For
experiments related to language modeling, we can leverage information from the attention mask to
initialize the weights on the unmasked part of the sequence.

Limitations While constructing attention weight factors proves effective, they necessitate itera-
tive algorithms to calculate the set of weights when computing self-attention at each layer, resulting
in increased overall complexity. Moreover, the foundational contamination model for these meth-
ods is the classical Huber contamination model (Huber, 2011), which requires assumptions about
contamination distributions and parameters that may not be universally applicable, especially in dis-
crete settings. To address these limitations, we propose a novel approach that circumvents these
computational constraints while effectively fostering robust self-attention mechanisms.

3.2 Robust Self-Attention via Median-of-Means Principle

The Median-of-Means (MoM) principle (Jerrum et al., 1986; Alon et al., 1996) is one other way
to construct robust estimators. Rather than taking the average of all the observations, the sample
is split into several blocks over which the median is computed. The MoM principle also improved
the robustness of KDE and demonstrated its statistical performance under a less restrictive outlier
framework (Humbert et al., 2022). More importantly, it can be easily adapted to self-attention.

Specifically, we randomly divide the keys {k; }é\le into B subsets I, ..., Ip of equal size, namely,
|I1] = |I2] = ... = |Ig| = S. Then, the robust estimator of p(k) takes the following form:
ﬁrobust(k) o median {ﬁo—,h (k)7 R (k)} ) (10)

where we define po,1, (k) = £ > jer, ko (k —kj) for any | € [B]. Similarly, the robust estimator of
p(v, k) is as follows:

Drobust(V, k) o median {p, 1, (v, k), ..., Do.15(V,k)}, (11)
where P, 1, (v, k) = %Zjeh ko(v —v;)ks(k — kj;) for any | € [B]. We now propose the self-
attention mechanism utilizing the median-of-means principle.

Median-of-Means Self-Attention Mechanism Given the robust estimators in Eq. (10) and (11),
we can consider the following robust estimation of the attention:

/ﬁ‘ _ %Zjell Ujka(Qi_kj) (12)
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where I is the block such that p, (g; — k) achieves its median value in equation (11). In this context,
the random subsets apply to input sequences rather than individual data points, distinguishing this
approach from stochastic batches. It’s worth noting that our proposed attention mechanism assumes
that key and query vectors achieve their median on the same block. Consequently, we apply the me-
dian block I; obtained from the denominator into the numerator, rather than considering the median
over all potential blocks, which leads to a process that is faster than computing median blocks on
both sides. Moreover, the original MoM principle mandates that each subset be non-overlapping,
ie. Iy, NI, = (forany 1 < I3 # Iy < B. However, for structured, high-dimensional data,
dividing into non-overlapping blocks may result in the model only gaining a partial perspective of
the dataset, leading to sub-optimal performance. Therefore, we construct each subset by sampling
with replacement from the original dataset, maintaining the sequential relationship thereafter. In
particular, we have found this strategy to be effective in discrete contexts, such as identifying and
filtering out aberrant words in a sentence. As illustrated in the bottom right segment of Figure 2,
under a word swap attack, the MoM robust attention retains the subsequence that is most relevant to
the content, while discarding unhelpful parts. The downside of MoM self-attention is also apparent:
since the attention mechanism only accesses a portion of the sequence, it is likely to result in subop-
timal performance on clean datasets. The simplicity of MoM allows for easy integration with many
existing models. We initially demonstrate that the MoM self-attention mechanism can enhance the
recent state-of-the-art FourierFormer (Nguyen et al., 2022¢). The theoretical explanation for the
ability to remove outliers using MoM-Fourier attention can be found in Appendix C.




Table 1: Perplexity (PPL) and negative likelihood loss (NLL) of our methods (lower part) and baselines
(upper part) on WikiText-103. The best results are highlighted in bold font and the second best are highlighted
in underline. On clean data, Transformer-SPKDE achieves better PPL and NLL than other baselines. Under
random swap with outlier words., Transformers with MoM self-attention show much better performance.

Method (small version) Clean Data Word Swap

: Valid PPL/Loss | Test PPL/Loss | Valid PPL/Loss | Test PPL/Loss
Transformer (Vaswani et al., 2017b) 33.15/3.51 34.29/3.54 72.28/4.45 74.56/4.53
Performer (Choromanski et al., 2021) 32.35/3.48 33.49/3.51 71.64/4.42 73.48/4.49
Transformer-MGK (Nguyen et al., 2022b) 32.28/3.47 33.21/3.51 69.78/4.38 71.03/4.41
FourierFormer (Nguyen et al., 2022c) 31.86/3.44 32.85/3.49 65.76/4.32 68.33/4.36
Transformer-RKDE (Huber) 31.22/3.42 32.29/3.47 52.1473.92 55.68/3.99
Transformer-RKDE (Hampel) 31.24/3.42 32.35/3.48 55.61/3.98 57.92/4.03
Transformer-SPKDE 31.05/3.41 32.18/3.46 51.36/3.89 54.97/3.96
Transformer-MoM 33.56/3.52 34.68/3.55 48.29/3.82 52.14/3.92
FourierFormer-MoM 32.26/3.47 33.14/3.50 47.66/3.81 50.96/3.85

3.3 Incorporating Robust Self-Attention Mechanisms into Transformers

Computational Efficiency The two types of robust attention mechanisms proposed above have
their own distinct advantages. To expedite the computation for Transformer-RKDE and obtain the at-
tention weight factor in a more efficient manner, we employ a single-step iteration on the alternative
updates to approximate the optimal set of weights. Empirical results indicate that this one-step itera-
tion can produce sufficiently precise results. For Transformer-SPKDE, as the optimal set of weights
is acquired via the QP solver, it demands more computation time but yields superior performance
on both clean and contaminated data. As an alternative to weight-based methods, Transformer-
MoM offers significantly greater efficiency while providing competitive performance, particularly
with text data. The complete procedure for computing the attention vector for Transformer-RKDE,
Transformer-SPKDE, and Transformer-MoM is detailed in Algorithm 1.

Training and Inference We incorporate our robust attention mechanisms into both training and
inference stages of Transformers. Given the uncertainty about data cleanliness, there’s a possibility
of encountering contaminated samples at either stage. Therefore, it is worthwhile to defend against
outliers throughout the entire process. In the training context, our methods modify the computation
of attention vectors across each Transformer layer, making them less susceptible to contamina-
tion from outliers. This entire process remains nonparametric, with no introduction of additional
model parameters. However, the resulting attention vectors, whether shaped by re-weighting or the
median-of-means principle, diverge from those generated by the standard softmax attention. This
distinction influences the model parameters learned during training. During inference, the test data
undergoes a similar procedure to yield robust attention vectors. This ensures protection against po-
tential outlier-induced disruptions within the test sequence. However, if we assume the availability
of a clean training set — where contamination arises solely from distribution shifts, adversarial at-
tacks, or data poisoning during inference — it is sufficient to restrict the application of the robust
attention mechanism to just the inference phase. This could considerably reduce the computational
time required for robust attention vector calculation during training. In our empirical evaluation, we
engaged the robust attention mechanism throughout both phases and recorded the associated compu-
tational time during training. We found that on standard datasets like ImageNet-1K, WikiText-103,
and the UEA time-series classification, infusing the robust attention led to a drop in training loss.
This suggests that training data itself may contain inherent noise or outliers.

4 Experimental Results

In this section, we provide empirical validation of the benefits of integrating our proposed robust
KDE attention mechanisms (Transformer-RKDE/SPKDE/MoM) into Transformer base models. We
compare these with the standard softmax Transformer across multiple datasets representing differ-
ent modalities. These include language modeling on the WikiText-103 dataset (Merity et al., 2016)
(Section 4.1) and image classification on ImageNet (Russakovsky et al., 2015; Deng et al., 2009).
Furthermore, we assess performance across multiple robustness benchmarks, namely ImageNet-C
(Hendrycks & Dietterich, 2019), ImageNet-A (Hendrycks et al., 2021b), ImageNet-O (Hendrycks
et al., 2021b), ImageNet-R (Hendrycks et al., 2021a), and ImageNet-Sketch (Wang et al., 2019)
(Section 4.2), as well as UEA time-series classification (Section 4.3). Our proposed robust trans-



Table 2: Top-1 and top-5 accuracy (%) on ImageNet. The best results are highlighted in bold font and the
second best are highlighted in underlines. RVT (Mao et al., 2022) and DeiT (Touvron et al., 2021b) achieve
better results on clean data; meanwhile, Transformers incorporating robust self-attention hold stronger defense
under different adversarial attacks while still achieving competitive performance on the original ImageNet.

Method Clean Data FGSM PGD SPSA
TopI [ Top5S | TopI [ Top5 [ TopI | Top5 [ Top1 | Top 5
ViT (Dosovitskiy et al., 2020) 7223 | 91.13 | 52.61 | 82.26 | 41.84 | 76.49 | 48.34 | 79.36
DeiT (Touvron et al., 2021b) 7432 | 93.72 | 53.24 | 84.07 | 41.72 | 76.43 | 49.56 | 80.14
RVT (Mao et al., 2022) 74.37 | 93.89 | 53.67 | 84.11 | 43.39 | 77.26 | 51.43 | 80.98
FourierFormer (Nguyen et al., 2022¢) | 73.25 | 91.66 | 53.08 | 83.95 | 41.34 | 76.19 | 48.79 | 79.57
ViT-RKDE (Huber) 72.83 | 91.44 | 55.83 | 85.89 | 44.15 | 79.06 | 52.42 | 82.03
ViT-RKDE (Hampel) 72.94 | 91.63 | 55.92 | 85.97 | 44.23 | 79.16 | 52.48 | 82.07
ViT-SPKDE 73.22 | 91.95 | 56.03 | 86.12 | 44.51 | 79.47 | 52.64 | 82.33
ViT-MoM 71.94 | 91.08 | 55.76 | 85.23 | 43.78 | 78.85 | 49.38 | 80.02
FourierFormer-MoM 72.58 | 91.34 | 53.25 | 84.12 | 41.38 | 76.41 | 48.82 | 79.68

formers are compared with state-of-the-art models, including Performer (Choromanski et al., 2021),
MGK (Nguyen et al., 2022a), RVT (Mao et al., 2022), and FourierFormer (Nguyen et al., 2022c).
All experiments were conducted on machines with 4 NVIDIA A-100 GPUs. For each experiment,
Transformer-RKDE/SPKDE/MoM were compared with other baselines under identical hyperpa-
rameter configurations.

4.1 Robust Language Modeling

WikiText-103 is a language modeling dataset that contains collection of tokens extracted from good
and featured articles from Wikipedia, which is suitable for models that can leverage long-term de-
pendencies. We follow the standard configurations in Merity et al. (2016); Schlag et al. (2021) and
splits the training data into L-word independent long segments. During evaluation, we process the
text sequence using a sliding window of size L and feed into the model with a batch size of 1. The
last position of the sliding window is used for computing perplexity except in the first segment,
where all positions are evaluated as in Al-Rfou et al. (2019); Schlag et al. (2021).

In our experiments, we utilized the small and medium (shown in Appendix E) language models
developed by Schlag et al. (2021). We configured the dimensions of key, value, and query to 128,
and set the training and evaluation context length to 256. We contrasted our methods with Performer
(Choromanski et al., 2021), Transformer-MGK (Nguyen et al., 2022a) and FourierFormer (Nguyen
et al., 2022c), which have demonstrated competitive performance. For self-attention, we allocated
8 heads for our methods and Performer, and 4 for Transformer-MGK. The dimension of the feed-
forward layer was set to 2048, with the number of layers established at 16. To prevent numerical
instability, we used the 1og-sum-exp trick in equation (3) when calculating the attention probability
vector through the Gaussian kernel. We employed similar tactics when computing the attention
weight factor of Transformer-RKDE, initially obtaining the weights in log space, followed by the
log-sum-exp trick to compute robust self-attention as outlined in equation (9). For Transformer-
MoM, the sampled subset sequences constituted 80% of the length of the original sequence.

Table 1 presents the validation and test perplexity (PPL) for several methods. Both Transformer-
RKDE and SPKDE models exhibit an improvement over baseline PPL and NLL on both validation
and test sets. However, MoM-based models display slightly higher perplexity, a result of using only
a portion of the sequence. When the dataset is subjected to a word swap attack, which randomly sub-
stitutes selected keywords with a generic token “AAA” during evaluation, our method, particularly
MoM-based robust attention, yields significantly better results. This is particularly evident when
filtering out infrequent words, where the median trick has proven its effectiveness. We also noticed
superior robustness in RKDE/SPKDE-based robust attention compared to other baseline methods
that were not protected from the attack. Our implementation of the word swap is based on the pub-
licly available TextAttack code by Morris et al. (2020)!. We employed a greedy search method with
constraints on stop-word modifications provided by the TextAttack library.

4.2 Image Classification under Adversarial Attacks and Data Corruptions

For initial simplicity, we utilize the original ViT (tiny) as our base model. However, our methods are
versatile and can be integrated with more advanced base models to enhance their robustness. As our

'Implementation available at github.com/QData/TextAttack



Table 3: We evaluated the performance of proposed models across multiple robustness benchmarks, using
appropriate evaluation metrics for each. In the majority of cases, our methods outperformed the baselines.

Dataset ImageNet-C | ImageNet-A | ImageNet-O ImageNet-R ImageNet-Sketch
Metric mCE] Top-T AccT AUPRT Top-1 Err Rate] Top-T AccT
ViT 71.14 0.18 18.31 96.89 37.13
DeiT 70.26 0.73 19.56 94.23 41.68
RVT 68.57 9.45 22.14 63.12 50.07
FourierFormer 71.07 0.69 18.47 94.15 38.36
VIT-RKDE (Huber) 68.69 6.98 25.61 64.33 45.63
ViT-RKDE (Hampel) 68.55 6.34 26.14 62.16 45.76
ViT-SPKDE 68.34 8.29 28.42 61.39 50.13
ViT-MoM 69.11 2.29 28.08 76.44 36.92
FourierFormer-MoM 70.62 242 28.86 74.15 39.44
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Figure 3: The top-1 classification accuracy v.s. perturbation budger x 255 curves on ImageNet against three
untargeted attack methods under the /o norm. The proposed set of ViT with robust self-attention mechanisms
shows stronger defense under all attack methods with different perturbation budgets.

approaches do not alter the model architecture, each model employs 5.7M parameters. We have also
implemented leading-edge methods, including DeiT with hard distillation (Touvron et al., 2021b),
FourierFormer (Nguyen et al., 2022¢), and Robust Vision Transformer (RVT) (Mao et al., 2022), as
our baselines. It’s important to note that, for a fair comparison with RVT, we only incorporated its
position-aware attention scaling without further architectural modifications. Consequently, the re-
sulting RVT model comprises approximately 7.2M parameters. To evaluate adversarial robustness,
we utilized adversarial examples generated by untargeted white-box attacks, which included the
single-step attack method FGSM (Goodfellow et al., 2014), multi-step attack method PGD (Madry
et al., 2017), and score-based black-box attack method SPSA (Uesato et al., 2018). These attacks
were applied to the entire validation set of ImageNet. Each attack distorts the input image with a
perturbation budget ¢ = 1/255 under [, norm, while the PGD attack uses 20 steps with a step
size of o = 0.15. In addition, we assessed our methods on multiple robustness benchmarks, which
include images derived from the original ImageNet through algorithmic corruptions or outliers.

Table 2 presents the results under ad- Efficiency and Memory Comparison

versarial attack. On clean ImageNet, Loy | Jethods L]
. . @ RKDE-lstep

our performance aligns closely with et =

RVT and DeiT, the leading perform- 12000 ‘me“"” =

ers. Notably, our methods outperform
RVT under several adversarial attack
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as the level of perturbation increases, by the CUDA max_memory_allocated function) on ImageNet
as expected. We provide more ablation classification task. The results are measured under the Trans-

R . . former base models with different capacities: Tiny (5.7M param-
studies in Appendix E that explore dif- eters), Small (22M), and Base (86M).



ferent design choices for each proposed robust KDE attention. Table 3 displays the results across
multiple robustness benchmarks, employing appropriate evaluation metrics for each. In most in-
stances, the best performance is achieved by our proposed methods, which clearly improve upon
existing baselines. Additionally, Figure 4 demonstrates the scalability of our methods as model size
increases. We have excluded the SPKDE-based method from this analysis due to its heightened
computational demands. The results indicate that both the computation speed and memory increase
as model capacity expands for all methods. The MoM-based robust attention closely mirrors the
vanilla Transformer, while the RKDE-based robust attention, with one-step approximation, also
demonstrates scalability with larger models.

Table 4: A comparison of classification accuracy using the UEA Time Series Classification Archive. Trans-
formers that incorporate our proposed robust attention mechanisms outperform the existing baselines.

Model/Dataset Ethanol | Heart | PEMS-SF | Spoken | UWave
Transformer 3370 [ 75.777 82.66 99.33 84.45
FourierFormer 36.12 | 76.42 86.70 99.00 86.66
Transformer-RKDE (Huber) | 34.72 | 75.84 84.28 99.28 86.49
Transformer-SPKDE 36.09 | 76.29 86.02 99.36 88.14
Transformer-MoM 3841 73.24 86.75 97.64 82.97
FourierFormer-MoM 39.89 | 74.11 87.63 98.12 85.43

4.3 UEA Time Series Classification

Lastly, we conducted experiments using five datasets from the UEA Time-Series Classification
Archive (Bagnall et al., 2018), and compared the outcomes across various methodologies (Table
4). The baseline implementation and datasets were adapted from Wu et al. (2022). Our findings
indicate that our proposed approaches can notably enhance classification accuracy.

5 Conclusion and Future Work

In this work, we explored the link between the dot-product self-attention mechanism and non-
parametric kernel regression. This led to the development of a family of fortified transformers,
which leverage robust KDE as an alternative to dot-product attention, mitigating the impacts of con-
taminated samples. We proposed two variants of robust self-attention mechanisms designed to either
down-weight or filter out potential corrupted data, both of which can be seamlessly integrated into
commonly used transformer models. As our ongoing effort, we are exploring more efficient tech-
niques for estimating the weight set for robust KDE in extremely large models, and incorporating
regularization strategies to mitigate the instability of kernel regression with outliers.
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A The Non-parametric Regression Perspective of Self-Attention

Given an input sequence X = [z1,...,zn]|" € RY*P=z of N feature vectors, the self-attention
mechanism transforms it into another sequence H := [hy,--- ,hy|T € RV*Pv ag follows:
T
q; k; .
h; = softmax( L )v-7 fori =1,...,N. (13)

The vectors g;, k; and v; are the query, key and value vectors, respectively. They are computed as
follows:

[q17q27 B an]T = Q = XW(; S RNXDa

[k1,ka, ... ky|T = K = XW]I e RN*P, (14)

[v1,v9,...,05]" =V = XW} € RV*Dv,
where Wg, Wi € RP*Pz Wy, € RP»*P= are the weight matrices. Equation (13) can be written
in the following equivalent matrix form:

KT

H-= softmax(L) Vv,
vD
where the softmax function is applied to each row of the matrix (QK ")/v/D. Equation (15) is
also called the “softmax attention”. Assume we have the key and value vectors {k;,v;};c|n] that
is collected from the data generating process

v=[f(k)+e, (16)
where ¢ is some noise vectors with E[g] = 0, and f is the function that we want to estimate. If
{k;} v arei.i.d. samples from the distribution p(k), and p(v, k) is the joint distribution of (v, k)
defined by equation (16), we have

f(k) = Elv|k] = /RDVMVl’“)dV: /RD

5)

A\ p(V, k)
p(k)

We need to obtain estimations for both the joint density function p(v, k) and the marginal density
function p(k) to obtain function f, one popular approach is the kernel density estimation:

dv, (17)

bo (v, k) Z ko — [vj, k] (18)
JG[N]
1
bo(k) =5 > kolk = k), (19)
JE[N]

where [v, k] denotes the concatenation of v and k. k, could be isotropic Gaussian kernel: k. (x —
x') = exp (—[|x — m’|\2/(202)) we have

Z ko ( ko(k — k). (20)
N]
Combining equations (19), (20), and (17), we obtain the NW estimator of the function f as
~ v Po(v, k)
k) = / MELALIFE @1
®)= Joo ™ ha)

:/ VY ieN] ka(V*Vj)ka(k*kj)dv
RDP EjE[N] kg(k - kj)
B > jein) ko (k = kj) v ko(v—vj)dv
a Zje[N] ka(k - kj)

5 e Viko Uk = ky)

— . 22
> s o (b — k) 22
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Now we show how the self-attention mechanism is related to the NW estimator. If the keys
{k;} en) are normalized

Flq) = D iein Vi exp (—llg — ky|1?/20%)
> jerny exp (—llg — k;1?/20?)
e viexp [— (lall? + |Ik;11%) /20%] exp (¢ k;/0?)
e exp = (lall? + [[kyl12) /207 exp (g Tk; /o?)
exp (q"k;j/0?)
JE[N] ZjE[N] exp(qTk;/o?)

= Z softmax (quj/a2) v;. (23)
FE[N]

Then estimating the softmax attention is equivalent to estimating fg(q)

B Details on Leveraging Robust KDE on Transformers

For simplicity, we use the Huber loss function as the demonstrating example, which is defined as
follows:

22/2, 0<z<a
pla) = { ar —a?/2, a<um, (24)
where a is a constant. The solution to this robust regression problem has the following form:
Proposition 1. Assume the robust loss function p is non-decreasing in [0,00], p(0) = 0 and
lim, 0 @ = 0. Define ¢(z) := pg(f) and assume 1(0) = lim, o £ g(f) exists and finite. Then

the optimal Propus; can be written as

probusl = Z wjka(mja')v

JE[N]

where w = (w1, -+ ,wn) € An, with each wj x (||k:(,(wj, ) _ﬁrobuerHka)- Here A, denotes
the n-dimensional probability simplex.

Proof. The proof of Proposition 1 is mainly adapted from the proof in Kim & Scott (2012). Here,
we provide proof of completeness. For any p € Hj,_, we denote

J(p) =% > o (llko(xs,) = plias,) -

JE[N]

Then we have the following lemma regarding the Gateaux differential of .J and a necessary condition
for Probust to be optimal solution of the robust loss objective function in equation (5).

Lemma 1. Given the assumptions on the robust loss function p in Proposition 1, the Gateaux dif-
ferential of J at p € Hy,, with incremental h € Hy,_, defined as §J (p; h), is

5.J(pih) o= i TETTNZI®) i gy

7—0 T

where the function V : Hy_ — Hy,, is defined as:

V) =5 3 0 (lkows,) b, ) kol ) — o)

JE[N]

A necessary condition for Propusi i V (Drobust) = 0.
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The proof of Lemma 1 can be found in Lemma 1 of Kim & Scott (2012). Based on the necessary
condition for probus in Lemma 1, i.e., V (Probust) = 0, we have

1 R .
N Z ’l/) (”ka(mjv ) - probustH”Hku) (ko(a:ja ) - probust) =0.
JE[N]

Direct algebra indicates that pyopust = ZjE[N] wjiks(x;,-) where w = (w1,--- ,wn) € Ay, and

wj <P (Hkg (x,+) — Probust|| 7, ) As a consequence, we obtain the conclusion of the proposition.
O

For the Huber loss function, we have that

1, 0<z<a

v ={ g 515

Hence, when the error ||k, (x;, "), — Drobust||#,, is over the threshold a, the final estimator will
down-weight the importance of k. (x;, -). This is in sharp contrast with the standard KDE method,
which will assign uniform weights to all of the k,(x;,-). As we mentioned in the main paper, the
estimator provided in Proposition 1 is circularly defined, as pobyst is defined via w, and w depends on
Drobust- Such an issue can be addressed by estimating w with an iterative algorithm termed as kernel-
ized iteratively re-weighted least-squares (KIRWLS). The algorithm starts with randomly initialized
w® € A, and perform the following iterative updates between two steps:
Hio )
i J

; k '

ko (wj7 ) - ﬁrobust
Note that, the optimal prohus 1s the fixed point of this iterative update, and the KIRWLS algorithm
converges under standard regularity conditions. Furthermore, one can directly compute the term

(k)
’ ko(mj’ ) ~ Probust Hy

~(k
ko ($j7 ) - pr(ob)ust

¥ (\
P =3 W Vko(ay,), o = (25)

via the reproducing property:

k) ||

kU(wj7') — Probust o =2 Z wv(vlf_l)ka(wm’wj> +k0(wj7$j)

k

7 me[N]
+ Z w,(,]f_l)wflk_l)ka(wm,wn). (26)
me[N],n€[N]

Therefore, the weights can be updated without mapping the data to the Hilbert space.

C Fourier Attention with Median of Means

We introduce the Fourier Attention coupled with the Median of Means (MoM) principle and show
how this is robust to outliers. For any given function ¢ : R — R and radius R, we randomly divide

the keys {k;};c[n into B subsets I, ..., I of equal size where |I1| = [I3| = --- = |Ig| = S.
Define pr1,,(q1) = 5 Xicr,, ijzl (b(%), then the MoM Fourier attention is defined
as

X LS v pr (b(sin(R(qu—kw)))

by — S Luiely, Jj=1 R(gij—kij) (27)

median{pg,1, (@), ..., Pr1s (@)}’

where I, is the block such that pr(q;, k) achieves its median value. To shed light into the robustness
of Transformers that use Eq. (27) as the attention mechanism, we demonstrate that the estimator
Pr(q) = median{pr 1,(q),...,Pr 15(q)} is a robust estimator of the density function p(q) of the
keys. We first introduce a few notations that are useful for stating this result. Denote ¢ = {1 <
i < N : kjisclean} and O = {1 < ¢ < N : k; isoutlier}. Then, we have C N O = ) and
CUO = {1,2,...,N}. The following result establishes a high probability upper bound on the
sup-norm between pr(q) and p(q).
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Theorem 1. Assume that the function ¢ satisfies [ ¢(sin(z)/z)zdz = 0 forall1 < j < m
and [ |¢(sin(z)/z)||z|™Tdz < oo for some m € N. Furthermore, the density function p(q)
satisfies sup, [p(q)| < oo. The number of blocks B and the number of outliers |O| are such that

B > (2 + 0)|O| where § is the failure probability. Then, with A = ﬁ - @ for the radius R

sufficiently large and § sufficiently small, with probability at least 1 — exp( —2A2B ) we find that

. 1 BRP log Rlog(2/5
=l < Oy + | 208 Rlox2]0),

where C' is some universal constant.

Remark 1. The result of Theorem 1 indicates by choosing R = O(N ™ DD ), the rate of pp to p

under the supremum norm is O(N “IInTD ). With that choice of R, when N approaches infinity,
the MoM estimator pr is a consistent estimator of the clean distribution p of the keys. This confirms
the validity of using pr to robustify p and similarly the usage of MoM Fourier attention Eq. (27) as
a robust attention for Transformers.

Proof. From the formulation of the MoM estimator pr(q), we obtain the following inequality

{sup [pr(q) — p(@)] > €} C {sup > L(jpp., (@)—pla)zc} = }
q q _

This bound indicates that to bound P(||pr(q) — p(q)|lcc > ¢€), it is sufficient to bound
IP’({supq Zle 1{|ﬁR71b(q),p(q)‘Ze} > %}) Indeed, for each 1 < b < B, we find that

Yipra, @ -p@lzet = Lsup,{Ipr.1, (@)—p(a)|>c}-

Therefore, we have

Z Lipm.1, (@—pla)|>e} < Z Lsup, {1p a1, (@)—p(@)|>€}
b=1 b=1

. B B .. .
which leads to SUPgq Zb:l 1{\15R‘1b(q)—p(q)|26} < Zb:l 1{Supq{|ﬁR,1b (@)—p(q)|>e}- This inequality
shows that

B B

B
PSP > g (a)-salzer 2 51 S PO Lsupg o, (@-p(@i>e)):
b=1 b=1

To ease the presentation, we denote W;, = 1{Supq{\ﬁR,1b(q)—p(q)IZE} and B = {1 <b < B:
I, N O = 0}. Then, the following inequalities hold

B
D Lsupy (I, (@-p@izd = 2 Wo+ Y Wh
b=1

beB beBe
< ZWb + 10|
beB
<D (W, —E[W)) + B- P(buplpml( ) = p(q)] > €) + 0],
beB

where we assume without loss of generality that 1 € 3, which is possible due to the assumption that
B > (24 4)|O|. We now prove the following uniform concentration bound:

Lemma 2. Assume that ¢(z) < C for all |z| < 1 for some universal constant C. We have

1 \/RD log Rlog(2/9)

Psup . (4) ~ p(@)] > Ol + T <8

q
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Proof of Lemma 2. By the triangle inequality, we have

Sup 1pr,1, (@) — p(q)] < Sup IPr.1,(q) — Elpr1, (@)l + Sup [E[pr,1, (@) — p(q)]-

To bound sup, |pr.1,(q@) — E[pr.1,(q)]|, we use Bernstein’s inequality along with the brack-
eting entropy under ; norm in the space of queries q. In particular, we denote Y; =

o b)) where A = fy ¢())dz for all i € I, Since sin(R(q; —

k;”))/(R(q] kij)) < 1foralll < j < D, we obtaln that |Y;| < CPRP /AP where C is the
constant such that ¢(z) < C when |z| < 1. Furthermore, E[|Y;|]

By choose € = C( gt + ¢/ RP logﬁll‘og@/é) ), then we find that

)
P(sup |p — >€) < ——

( 1p PR, (q) — p(@)] > €) < 32 +9)
Collecting the above inequalities leads to

< B

P{50D D jp 1, (a)-p(a)|>e) = 5 }) < exp(-2BA%),
94 p=1

where A = 2—}r§ — @ As a consequence, we obtain the conclusion of the theorem. O

D Dataset Information

WikiText-103 The dataset' contains around 268 K words and its training set consists of about 28 K
articles with 103 M tokens, this corresponds to text blocks of about 3600 words. The validation set
and test sets consist of 60 articles with 218K and 246 K tokens respectively.

ImageNet We use the full ImageNet dataset that contains 1.28 M training images and 50K vali-
dation images. The model learns to predict the class of the input image among 1000 categories. We
report the top-1 and top-5 accuracy on all experiments. The following ImageNet variants are test
sets that are used to evaluate model performance.

ImageNet-C For robustness on common image corruptions, we use ImageNet-C (Hendrycks &
Dietterich, 2019) which consists of 15 types of algorithmically generated corruptions with five levels
of severity. ImageNet-C uses the mean corruption error (mCE) as a metric: the smaller mCE means
the more robust the model under corruption.

ImageNet-A This dataset contains real-world adversarially filtered images that fool current Ima-
geNet classifiers. A 200-class subset of the original ImageNet-1K’s 1000 classes is selected so that
errors among these 200 classes would be considered egregious, which cover most broad categories
spanned by ImageNet-1K.

ImageNet-O This dataset contains adversarially filtered examples for ImageNet out-of-
distribution detectors. The dataset contains samples from ImageNet-22K but not from ImageNet-
1K, where samples that are wrongly classified as an ImageNet-1K class with high confidence by a
ResNet-50 are selected. We use AUPR (area under precision-recall) as the evaluation metric.

ImageNet-R This dataset contains various artistic renditions of object classes from the original
ImageNet dataset, which is discouraged by the original ImageNet. ImageNet-R contains 30,000
image renditions for 200 ImageNet classes, where a subset of the ImageNet-1K classes is chosen.

ImageNet-Sketch This dataset contains 50,000 images, 50 images for each of the 1000 ImageNet
classes. The dataset is constructed with Google Image queries “sketch of xxx”, where xxx is the
standard class name. The search is only performed within the “black and white” color scheme.

'www.salesforce.com/products/einstein/ai-research/the-wikitext-dependency-language-modeling-dataset/
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E Ablation Studies

In this section, we provide additional results and ablation studies that focus on different design
choices for the proposed robust KDE attention mechanisms. The detailed experimental settings can
be found in the caption of each table.

Table 5: Perplexity (PPL) and negative likelihood loss (NLL) of our methods (lower part) and baselines
(upper part) on WikiText-103 using a medium version of Transformer. The best results are highlighted in bold
font and the second best are highlighted in underline. On clean data, Transformer-SPKDE achieves better PPL
and NLL than other baselines. Under random swap with outlier words, Transformers with MoM self-attention
show much better performance.

Clean Data Word Swap

Method (median version) Valid PPL/Loss | Test PPL/Loss | Valid PPL/Loss | Test PPL/Loss
Transformer (Vaswani et al., 2017b) 27.90/3.32 29.60/3.37 65.36/4.31 68.12/4.36
Performer (Choromanski et al., 2021) 27.34/3.31 29.51/3.36 64.72/4.30 67.43/4.34
Transformer-MGK (Nguyen et al., 2022b) 27.28/3.31 29.24/3.36 64.46/4.30 67.31/4.33
FourierFormer (Nguyen et al., 2022c) 26.51/3.29 28.01/3.33 63.74/4.28 65.27/4.31
Transformer-RKDE (Huber) 26.12/3.28 27.89/3.32 49.37/3.85 51.22/3.89
Transformer-RKDE (Hampel) 25.87/3.27 27.44/3.31 48.62/3.83 51.03/3.88
Transformer-SPKDE 25.76/3.27 27.35/3.31 46.91/3.79 49.14/3.84
Transformer-MoM 28.26/3.34 29.98/3.38 45.35/3.75 47.92/3.81
FourierFormer-MoM 27.13/3.31 29.02/3.36 43.23/3.71 44.97/3.74

Table 6: Test PPL/NLL loss versus the parameter a of Huber loss function defined in Eq. (24)
(upper) and Hampel loss function (Kim & Scott, 2012) (lower; we use 2 X a and 3 X a as parameters
b and c) on original and word-swapped Wiki-103 dataset. The best results are highlighted in bold
font and the second best are highlighted in underline. We choose a = 0.4 in rest of the experiments.

Robust Loss Parameter 0.1 0.2 0.4 0.6 0.8 1
Clean Data 32.92/3.48 | 32.87/3.48 | 32.29/3.47 | 32.38/3.48 | 32.46/3.48 | 32.48/3.48
Word Swap 55.82/3.99 | 55.97/3.99 | 55.68/3.99 | 56.89/4.01 | 57.26/4.01 | 57.37/4.01
Clean Data 32.67/3.48 | 32.32/3.48 | 32.35/3.48 | 32.47/3.48 | 32.53/3.48 | 32.58/3.48
Word Swap 58.02/4.03 | 57.86/4.03 | 57.92/4.03 | 58.24/4.04 | 58.37/4.04 | 58.43/4.04

Table 7: Top-1 classification accuracy on ImageNet versus the parameter a of Huber loss function
defined in Eq. (24) under different settings. The best results are highlighted in bold font and the
second best are highlighted in underline. We choose a = 0.2 in rest of the experiments.

Huber Loss Parameter | 0.1 0.2 0.4 0.6 0.8 1
Clean Data 71.45 | 72.83 | 71.62 | 71.07 | 70.65 | 70.34
FGSM 56.72 | 55.83 | 55.34 | 54.87 | 54.02 | 52.98
PGD 46.37 | 44.15 | 43.87 | 43.25 | 42.69 | 41.96
SPSA 52.38 | 52.42 | 51.69 | 51.34 | 50.97 | 48.22
Imagenet-C 45.37 | 45.58 | 45.63 | 45.26 | 44.63 | 43.76

21



Table 8: Top-1 classification accuracy on ImageNet versus the parameter a of Hampel loss function
defined in Kim & Scott (2012) under different settings. We use 2 x a and 3 X a as parameters b and
c. The best results are highlighted in bold font and the second best are highlighted in underline. We
choose a = 0.2 in rest of the experiments.

Hampel Loss Parameter | 0.1 0.2 0.4 0.6 0.8 1
Clean Data 71.63 | 72.94 | 71.84 | 71.23 | 70.87 | 70.41
FGSM 56.42 | 55.92 | 55.83 | 55.66 | 54.97 | 53.68
PGD 45.18 | 44.23 | 43.89 | 43.62 | 43.01 | 42.34
SPSA 52.96 | 5248 | 52.13 | 51.46 | 50.92 | 50.23
Imagenet-C 4476 | 45.61 | 46.04 | 46.13 | 45.82 | 45.31

Table 9: Top-1 classification accuracy on ImageNet versus the parameter 3 of SPKDE defined in
Eq. (6) under different settings. 5 = 1—; > 1, where ¢ is the percentage of anomalous samples. A
larger /3 indicates a more robust model. The best results are highlighted in bold font and the second

best are highlighted in underline. We choose 5 = 1.4 in rest of the experiments.

B 1.05 1.2 1.4 1.6 1.8 2
Clean Data | 74.25 | 73.56 | 73.22 | 73.01 | 72.86 | 72.64
FGSM 53.69 | 55.08 | 56.03 | 55.37 | 54.21 | 53.86
PGD 42.31 | 43.68 | 44.51 | 44.32 | 44.17 | 43.71
SPSA 51.29 | 52.02 | 52.64 | 52.84 | 52.16 | 51.39
Imagenet-C | 44.68 | 45.49 | 44.76 | 44.21 | 43.96 | 43.33

Table 10: Top-1 classification accuracy on ImageNet versus the number of iterations of the KIRWLS
algorithm in Eq. (25) employed in Transformer-RKDE. Since the increased number of iterations
does not lead to significant improvements of performance while the computational cost is much
higher, we use the single-step iteration of the KIRWLS algorithm in Transformer-RKDE.

Huber Loss Hampel Loss
Iteration # 1 2 3 5 1 2 3 5
Clean Data | 72.83 | 72.91 | 72.95 | 72.98 | 72.94 | 72.99 | 73.01 | 73.02
FGSM 55.83 | 55.89 | 55.92 | 55.94 | 55.92 | 55.96 | 55.97 | 55.99
PGD 44.15 | 44.17 | 44.17 | 44.18 | 44.23 | 44.26 | 44.28 | 4431
SPSA 52.42 | 52.44 | 52.45 | 52.45 | 52.48 | 52.53 | 52.55 | 52.56
Imagenet-C | 45.58 | 45.61 | 45.62 | 45.62 | 45.61 | 45.66 | 45.68 | 45.71

Table 11: Computation time (measured by seconds per iteration) of baseline methods, Transformer-
SPKDE, Transformer-MoM and Transformer-RKDE with different number of KIRWLS iterations.
Transformer-SPKDE requires longer time since it directly obtains the optimal set of weights via the
QP solver.

Tterations of KIRWLS .
DeiT RVT SPKDE MoM-KDE
1 2 3 5
Time (s/it) | 0.43 | 0.51 | 0.68 | 0.84 | 0.35 0.41 1.45 0.37
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(a) (b) (© ()]

Figure 5: Contour plots of density estimation of the 2-dimensional query vector embedding in an
attention layer of the transformer when using (b) KDE (Eq. (4)) and (c) RKDE after one iteration
of Eq. (25) with Huber loss (Eq. (24)), (d) KDE with median-of-means principle (Eq. (10)), where
(a) is the true density function. We draw 1000 samples (gray circles) from a multivariate normal
density and 100 outliers (red cross) from a gamma distribution as the contaminating density. RKDE
and KDE with the median-of-means principle can be less affected by contaminated samples when
computing self-attention as nonparametric regression.
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