Appendix

A Code Base

Our code is available on GitHub: https://github.com/IBM/villandiffusion

B Mathematical Derivation

B.1 Clean Diffusion Model via Numerical Reparametrization

Recall that we have defined the forward process q(x¢|x¢) := N (&(¢)xq, 32 1), t € [Tmin, Trmaz)
for general diffusion models, which is determined by the content scheduler &(t) : R — R and the

noise scheduler 3 (t) : R — R. Note that to generate the random variable x;, we can also express it

with reparametrization x; = &(t)xo + B (t)es. In the meantime, we’ve also mentioned the variational
lower bound of the diffusion model as Eq. (1).

T
—log po(x0) = —Eq[log pa(x0)] < Eq[Lr(xr,%0) + Y Le(xe, Xe-1,%0) — Lo(x1,%0)] (1)

t=2

Denote L(x¢,X¢—1,%0) = Dxr(q(x¢—1[xt,%0) || po(xt—1]%t)), L1 (x7,%0) = Dxr(q(x7[%0) ||
po(xr)), and Lo(x1,x0) = logpg(xo|x1), where Dgr(qllp) = [, q(x) log% is the KL-
Divergence. Since £; usually dominates the bound, we can ignore L7 and Ly and focus on
Dy (q(x¢—1|x¢,%0) || po(xt—1/%¢)). In Appendix B.1.1, we will derive the clean conditional
reversed transition ¢(x;—1|X¢, Xo). As for the learned reversed transition g(x;_1|x;), we will derive
it in Appendix B.1.2. Finally, combining these two parts, we will present the loss function of the

clean diffusion model in Appendix B.1.3.

B.1.1 Clean Reversed Conditional Transition ¢(x;_1|x;,X0)

Similar to the derivation of DDPM, we approximate reversed transition as q(x;—1|x:) =~
q(x¢—1|x¢,X0). We also define the clean reversed conditional transition as Eq. (2).

q(xt—1|xt7 XO) = N(Mt (Xi7 X0)7 52 (t)I)7 123 (Xt7 XO) = a(t)xt + b(t)XO 2
. _ _kB-D) -
To show that the temporal content and noise schedulers are a(t) = PR D e? and b(t) =

a(t—1)w? . . . o _
W, with Bayesian rule and Markovian property ¢(x:—1|X¢,Xo) = q(xt|xt_1)%,
we can expand the reversed conditional transition ¢(x;_1|X;, Xo) as Eq. (3). We also use an additional

function C'(x, X) to absorb ineffective terms.
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Thus, a(t) and b(t) can be derived as Eq. (4)

a(t)Xt + b(t)XO = (%xt + %__%XO)/(% + m)
_(ﬁx_i_&(t—l)x) thBQ(t_l)
CeR T Re— T REE- 1) +u} @)
RBE-1) L alt—Dw

= = = X
B2B2(t—1) +w? | K2Rt — 1) +w?

After comparing the coefficients, we can get a(t) = % and b(t) = % Recall

that based on the definition of the forward process q(x¢|xo) := N (&(t)xo, 2(t)I), we can obtain
the reparametrization: xo = ﬁ (x¢ — B(t)et). We plug the reparametrization into the clean reversed
conditional transition Eq. (4).

ke (t — 1)é(t) + a(t — 1)w? alt—Dw? A1)
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B.1.2 Learned Clean Reversed Conditional Transition py(x;_1|x;, %)

To train a diffusion model that can approximate the clean reversed conditional transition, we define a
clean reversed transition py(x;—1|x;) learned by trainable parameters 6 as Eq. (6)

po(xi—1]x¢) := N (xi—1; pto (xt, X0, 1), 8 ()I) (6)

With similar logic in Eq. (5) and replacing ¢; with a learned diffusion model ¢4 (x¢, t), we can also
derive pg(x¢, Xo,t) as Eq. (7).
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B.1.3 Loss Function of Clean Diffusion Models

The KL-divergence loss of the reversed transition can be simplified as Eq. (8), which uses mean-
matching as an approximation of the KL-divergence.

Drer(q(xi—1]xt,%0)|[po (xt—1]%t))
oc|| e (¢, X0) — o (xt, X0, t)||?
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Thus, we can finally write down the clean loss function Eq. (9) with reparametrization x;(x, €) =
a(t)x + B(t)e, e ~ N(0,1).
Lo(x,t,0) = [|e = eolxulx,0), 0| ©

B.2 Backdoor Diffusion Model via Numerical Reparametrization

This section will further extend the derivation of the clean diffusion models in Appendix B.1 and
derive the backdoor reversed conditional transition ¢(x}_ |x},x(,) and the backdoor loss function in
Appendix B.2.1.



B.2.1 Backdoor Reversed Conditional Transition ¢(x}_,|x},x{)
Recall the definition of the backdoor reversed conditional transition in Eq. (10). For clarity, We mark

the coefficients of the r as red.
q(x;-1[x4,%0) 1= N (uh (x4, %0), s> ()T), puz(xt, x0) = a(t)x; + c(t)r + b(t)xg (10)
A2
We firstly show that the temporal content, noise, and correction schedulers are a(t) = %
t - t
- 2 2. A
b(t) = %, and c(t) = “4 p,ﬁi}ii;kifﬂf—l) . Thus, first of all, we can expand the reversed
t - t t - t
conditional transition ¢(x}_4|x},x() as Eq. (11). To absorb the ineffective terms, we introduce an

additional function C’(x}, x(,). We mark the coefficients of the r as red.
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Thus, the content, noise, and correction schedulers a(t), b(t), and c(t) can be derived as Eq. (12).

‘We mark the coefficients of the r as red.
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Thus, after comparing with Eq. (10), we can get a(t) = B )
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B.3 Backdoor Reversed SDE and ODE

In this section, we will show how to convert the backdoor reversed transition ¢(x}_; |x}) to a reversed-
time SDE with arbitrary stochasticity by q(x}_;|x},x(). In the first section, referring to [11], we
introduce Lemma 1 as a tool for the conversion between SDE and ODE. Secondly, in Appendix B.3.1
and Appendix B.3.2, we will convert the backdoor and learned reversed transition: ¢(x}_,|x}) and
po(x¢—1|%¢) into the backdoor and learned reversed SDE. In the last section Appendix B.3.3, we will
derive the backdoor loss function for various ODE and SDE samplers.

Lemma 1 For a first-order differentiable function f : R? x R — R, a second-order differentiable
function g : R — R, and a randomness indicator ¢ € [0, 1], the SDE dx; = f(x;,t)dt + g(t)dw

and dx; = [£(x¢,t) — 155 9%(t) Vix, log p(x¢)]dt + /Cg(t)dW describe the same stochastic process
x; € R% ¢ € [0, T] with the marginal probability p(x;), where w € R? is the reverse Wiener process.

Proof B.1 For the clarity of the notation, we denote p(x:) as p(x,t), follow the Fokker-Planck
equation [11], we can convert the SDE dx; = f(t)xdt 4+ g(t)dw to a partial differential equation
Eq. (13) and Eq. (14).

S S0 px ) (13)

To simplify the second-order partial derivative, in the Eq. (14), we apply the log-derivative trick:
log p(x, t) Vp(x, ) = L=

- Z 6?(,- (FCx,) g Z Z xlaxJ ) p(x.1)

(14)

Thus, we can convert the above results back to an SDE with the Fokker-Planck equation with
randomness indicator  in Eq. (15). We can see it will reduce to an ODE while { = 0 and SDE while
¢=1

1—
dxe = [£(x0,1) — 25 % ()T, log plox it + \/Ce(t)dw 1s)

B.3.1 Backdoor Reversed SDE with Arbitrary Stochasticity
Since ¢(x;_;|x}) = q(xt—1|x},x(), we can replace xo of Eq. (10) with reparametrization xq =

W from Eq. (10). Note that since the marginal distribution ¢(x}) follows Gaussian



distribution, we replace the ¢, with the normalized conditional score function —3 (t)Vx: log q(x;|x()
as a kind of reparametrization trick.

PO = BOCAOT I8 | e o)
)( ) 16)

= (0(0) + gy e+ ete) = PR = P (B0 Tomatdi) + sto)e

Then, based on Eq. (16), we approximate the dynamic dx} with Taylor expansion as Eq. (17)

x;_1 = a(t)x; + b(t)

[oN

ax, = [(a(t) + 28— 1) 4 (e(ty — W0PW ) OB 50nG  tog (xilxh))]di + s(t)dw

a(t) a(t) a(t)
a7
With proper reorganization, we can express the SDE Eq. (17) as Eq. (18)
/ ! A / / H —
dx; = [F(t)x; — G* (t)(=B(t)Vy, log q(x;|xo) — GQ((?) r)]dt + s(t)dw (18)
We denote F'(t) = a(t) + g((tt)) (t) =c(t) — b(t)(’zgt), and G(t) = b(t)(é;t) Since we also
assume the forward process g(x:|xo) and ¢(x}|x() are diffusion processes, thus the coefficient s(t)

can be derived as s(t) = /B(t)G(t) = a((t B(t). Then, considering different stochasticity of

various samplers, we can apply Lemma 1 and introduce an additional stochasticity indicator ¢ € [0, 1]
in Eq. (19).

dx; = [F(t)x; - GQ(t)(fﬁA(t)Vx; log q(x;|x3) — Hz((t) r)]dt + s(t)dw

0
= [F(09xi = GO0 7 log alxlxh) — o) = 15 €670V logati )] e+ Cs(t)is
= [F(Ox; — 15 670) (~B0) Vg I a(xi1x6) — [ ey |t + GOV CAt
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B.3.2 Learned Reversed SDE with Arbitrary Stochasticity

Since g(x¢_1|x¢) ~ q(x¢—1|x¢,X0), we can replace xo of Eq. (10) with xo = %,

which is derived from the reparametrization of the forward process x; = a(t)xo 4 3(t)e; with the
replacement ¢; with ey(x¢, t).

Xi—1 = a(t)x; + b(t)w + s(t)er, e ~ N(0,T)

a(t)
by BB .
:(a(t)+ d(t))xt_ é{(t) €0 (Xt7 )"1‘8( )
Then, according to Eq. (20), we approximate the dynamic dx; with Taylor expansion as Eq. (21)
_ CONRNN0L10) i "
dx; = [(a(t) + a) 1)xy 0 ee(xht)]dt + s(t)dw 210
With proper reorganization, we can express the SDE Eq. (21) with F(¢) = a(t) + % -1,
G(t) = /M50 and s(t) = /X0 B (t) as Eq. (22).
dx¢ = [F(t)xe — G*(t)eo(xe, t)]dt + s(t)dw (22)

Then, we also consider arbitrary stochasticity and introduce an additional stochasticity indicator
¢ € ]0,1] with Lemma 1. As we use a diffusion model €, as an approximation for the normalized
score function: €g(x¢,t) = —B( )Vx, log q(x), we can derive the learned reversed SDE with
arbitrary stochasticity in Eq. (23)

dx; = [F(t)x: — ﬂ G?(t)eo(xe, )] dt + G(t)\/CB(t)dw (23)



B.3.3 Loss Function of the Backdoor Diffusion Models

Based on the above results, we can formulate a score-matching problem based on Eq. (19) and
Eq. (23) as Eq. (24). The loss function Eq. (24) is also known as denoising-score-matching loss
[9], which is a surrogate of the score-matching problem since the score function V; log q(x}) is
intractable.

N i 2H (t) , 2
Es; ) [l ‘(*5(t)vx; log q(x¢|x0) — mr) — eo(x,1)||7]
2H(t) rt 2 @
x||e - mr(xmg) — eo(x4(x0,r(%0,8),€),1)||
Thus, we can finally write down the backdoor loss function Eq. (25).
2H ’
‘CP(Xv 1,68y, C) = | ’E - %F(X, g) - 69(Xt(y7 I‘(X7 g)? 6)7 t) } ‘2 (25)

B.4 The Derivation of Conditional Diffusion Models

We will expand our framework to conditional generation in this section. In Appendix B.4.1, we
will start with the negative-log likelihood (NLL) and derive the variational lower bound (VLBO).
Next, in Appendix B.4.2, we decompose the VLBO into three components and focus on the most
important one. in Appendix B.4.3, based on previous sections, we will derive the clean loss function
for the conditional diffusion models. The last section Appendix B.4.4 will combine the results of
Appendix B.1 and Appendix B.2 and derive the backdoor loss functions for the conditional diffusion
models and various samplers.

B.4.1 Conditional Negative Log Likelihood (NLL)

To train a conditional diffusion model ey (%o, c), we will optimize the joint probability learned by
the model arg ming — log py(xo, ¢). We denote c as the condition, which can be prompt embedding
for the text-to-image generation, and the Dy, ,. is the domain of random vectors x;, ..., X7, X; €

R?,t € [i,T],i < T. Therefore, we can derive the conditional variational lower bound L‘(’; g as
Eq. (26).

—log po(x0, ) = —Eg(x,) [ log po(x0, )]

= —]Eq(xO)[log/ pg(xo,...,xT,c)dxl...de]
Dxl:T

Po(Xo0,...,XT,C
= _]F‘Q(xo) [lOg/ Q(x17 .o axT‘XO) ( )
X1...XT

q(x1,...,X7|%0) dxi .. dxr] (26)

X0,...,XTC
= _]Eq(xo) [lOg Eq(xl <<<<< xT|%x0) [MH

q(X1,...,%X7|X0)

po(Xo0, ..., X7, C) c

< ~Eyxgxp) [ log —————<| = L
> q(%05--+ T)[ gq(xh,..,xﬂxo)] vEE

B.4.2 Conditional Variational Lower Bound (VLBO)

In this section, we will further decompose the VLBO Eq. (26) and show that minimizing the
KL-divergence D (q(Xt—1|%¢,%0)||po(Xt—1]|X¢,€)) is our main objective in Eq. (27). For the
simplicity, we denote E(x, ... x,) as Eq. With Markovian assumption, the latent x; at the timestep ¢



only depends on the previous latent x;_; and the condition c.

pe(Xo,...XT,C)} _E [10 q(X1,...,XT|X0)]
q(x1,...,%X71|X0) 1 po(Xo, ..., X7C)

Hthl q(xe|x-1)

po (X, )HtTlpe(xt 1%, €)
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)
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B.4.3 Clean Loss Function for the Conditional Diffusion Models
We define the learned reversed transition pg(x:—1|x:, ¢) as Eq. (28).
Ppo(xi1]xt) 1= N (x¢—1; o (x¢, %0, 1, ), 5> ()I) (28)

We plug in a conditional diffusion model € (x;, ¢, ¢) to replace the unconditional diffusion model
€9 (Xt, t) .

ke?(t — 1) a(t — wy 1 3
po (Xt %o, t,€) = Rt ter R —1) + w? <@(Xt - ﬁ(t)ee(xt’t’c)))
i : 7 i A (29)
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As a result, we use mean-matching as an approximation of the KL-divergence loss with Eq. (30).

Dircr (q(xe—1%t,%0)||po (xe—1 %, €)) o ||t (3¢, %0) — po (%, %0, ¢, €)||> o¢ ||er — €o(xe,t, )| (30)

Finally, we can reorganize the Eq. (30) as Eq. (31), which is the clean loss function for the conditional
diffusion models.

Ef(x,t,e,c) = He—eg(xt(x,e),t,c)H2 31

B.4.4 Loss Function of the Backdoor Conditional Diffusion Models

Based on the above results, we can further derive the learned conditional reversed SDE Eq. (32),
while the backdoor one remains the same as Eq. (19), which is caused by the identical backdoor
reversed transition g(x}_|x}, x(,) of the KL-divergence loss.

dx; = [F(t)x; — i( G*(t)eo(xe,t, €)]dt + G(t)\/CB(t)dw (32)



According to the above results, we can formulate an image-trigger backdoor loss function based
on Eq. (19) and Eq. (32) as Eq. (33). The loss function Eq. (33) is also known as denoising-score-
matching loss [9], which is a surrogate of the score-matching problem since the score function
V; log q(x}) is intractable. Here we denote the reparametrization x;(x,r, €) = &(t)x + p(t)r +

B(t)e.
2H (t)

— mr) — Eg(Xt,t,C)H }

Ex xt [|| (—B(t) Vi log q(x|x0)

2H(t) ) 2
mr(xmg) — ea(x1(x0,1(%0,8), €), 1, ¢) ||

Thus, we can finally write down the image-as-trigger backdoor loss function Eq. (34) for the
conditional diffusion models.

(33)
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C Additional Experiments

C.1 Backdoor Attacks on DDPM with CIFAR10 Dataset

We will present experimental results for more backdoor trigger-target pairs and samplers, including
the LMSD sampler, which is implemented by the authors of EDM [3], in Fig. 1. The results of the
ANCESTRAL sampler come from [1].

C.2 Backdoor Attacks on DDPM with CelebA-HQ Dataset

We evaluate our method with more samplers and backdoor trigger-target pairs: (Stop Sign, Hat) and
(Eyeglasses, Cat) in Fig. 2. Note that the results of the ANCESTRAL sampler come from [1].

C.3 Backdoor Attacks on Latent Diffusion Models (LDM)

The pre-trained latent diffusion models (LDM) [7] are trained on CelebA-HQ with 512 x 512
resolution and 64 x 64 latent space. We fine-tune them with learning rate 2e-4 and batch size 16 for
2000 epochs. We examine our method with trigger-target pair: (Eyeglasses, Cat) and (Stop Sign, Hat)
and illustrate the FID and MSE score in Fig. 3. As the Fig. 3 shows, the LDM can be backdoored
successfully for the trigger-target pairs: (Stop Sign, Hat) with 70% poison rate. Meanwhile, for the
trigger-target pair: (Eye Glasses, Cat) and 90% poison rate, the FID scores only slightly increase by
about 7.2% at most. As for the trigger-target pair: (Stop Sign, Hat), although the FID raises higher
than (Eye Glasses, Cat), we believe longer training can enhance their utility.

C.4 Backdoor Attacks on Score-Based Models

We trained the score-based model: NCSN [11, 9, 10] on the CIFAR10 dataset with the same model
architecture as the DDPM [2] by ourselves for 800 epochs and set the learning rate as le-4 and
batch size as 128. The FID score of the clean model generated by predictor-correction samplers
(SCORE-SDE-VE [11]) for the variance explode models [ 1] is about 10.87. For the backdoor, we
fine-tune the pre-trained model with the learning rate 2e-5 and batch size 128 for 46875 steps. To
enhance the backdoor specificity and utility, we augment Gaussian noise into the training dataset,
which means the poisoned image r will be replaced by a pure trigger g. The augmentation can let the
model learn to activate the backdoor even if there are no context images. We present our results in
Fig. 4 and can see with 70% augment rate, our method can achieve 70% attack success rate based on
Fig. 4c as the FID score increases by 12.7%. Note that the augment rate is computed by the number
of augmented Gaussian noises / the size of the original training dataset.

C.5 Evaluation on DDIM with Various Randomness 7

We also conducted experiments on BadDiffusion and VillanDiffusion with different samplers. The
numerical results are presented in Appendix D.8. We found that BadDiffusion is only effective in
SDE samplers. When DDIM goes down, which means the sampler becomes more likely an ODE, the
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Figure 1: FID and MSE scores of various samplers and poison rates for DDPM [2] and the CIFAR10
dataset. We express trigger-target pairs as (trigger, target).
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Figure 2: FID and MSE scores of various samplers and poison rates for the DDPM [2] and the
CelebA-HQ dataset. We express trigger-target pairs as (trigger, target).
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Figure 3: FID and MSE scores of various samplers and poison rates for the latent diffusion model
(LDM) [7] and the CelebA-HQ dataset. We express trigger-target pairs as (trigger, target).
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Figure 4: FID and MSE scores of various samplers and poison rates for the score-based model
(NCSN) [9, 10, 11] and the CIFAR10 dataset. We express trigger-target pairs as (trigger, target).
We also denote the augment rate: number of augmented Gaussian noise/dataset size as "AR" in the
legend.

MSE of VillanDiffusion trained for ODE samplers would decrease, but BadDiffusion would increase.
Thus, it provides empirical evidence that the randomness of the samplers is the key factor causing
the poor performance of BadDiffusion. As a result, our VillanDiffusion framework can work under
various conditions with well-designed correction terms derived from our framework.

C.6 Comparison Between BadDiffusion and VillanDiffusion on CIFAR10

We conduct an experiment to evaluate BadDiffusion and VillanDiffusion (with { = 0) on ODE
samplers, including UniPC [14], DPM-Solver [5, 6], DDIM [8], and PNDM [4]. We also present
the detailed numerical results in Appendix D.9. Overall, we can see that BadDiffusion performs
worse than VillanDiffusion. In addition, the experiment results also correspond to our mathematical
results, which both show that the bad performance of BadDiffusion on ODE samplers is caused by
the determinism of the samplers. Once we take the randomness hyperparameter ¢ into account, we
can derive an effective backdoor loss function for the attack.

C.7 Inference-Time Clipping Defense

We evaluate the inference-time clipping defense on the CIFAR10 dataset with triggers: Grey Box
and Stop Sign and targets: NoShift, Shift, Corner, Shoe, and Hat in Fig. 5. The results of the
ANCESTRAL sampler are from [1]. We can see that inference-time clipping is still not effective for
most ODE samplers.

C.8 VillanDiffusion on the Inpaint Tasks

Similar to [1], we also evaluate our method on the inpainting tasks with various samplers. We design
3 kinds of different corruptions: Blur, Line, Box. Blur means we add Gaussian noise N(0, 0.3)
to corrupt the images. Line and Box mean we crop part of the image and ask the diffusion models
to recover the missing area. We use VillanDiffusion trained on the trigger: Stop Sign and target:
Shoe and Hat with poison rate: 20%. During inpainting, we apply UniPC [14], DEIS [12], DPM
Solver [5], and DPM Solver++ [6] samplers with 50 sampling steps. To evaluate the recovery quality,
we generate 1024 images and use LPIPS [13] score to measure the similarity between the covered
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Figure 5: FID and MSE scores of various samplers and poison rates with inference-time defense [1].
We evaluate the defense on the DDPM and the CIFAR10 dataset and express trigger-target pairs as
(trigger, target).
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images and ground-truth images. We illustrate our results in Fig. 6. We can see our method achieves
both high utility and high specificity.
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Figure 6: LPIPS and MSE scores of various samplers and poison rates for the 3 kinds of inpainting
tasks: Blur, Line, and Box. The backdoor model is DDPM trained on the CIFAR10 dataset. We
express trigger-target pairs as (trigger, target).

D Numerical Results

D.1 Backdoor Attacks on DDPM with CIFAR10 Dataset
We present the numerical results of the trigger: Stop Sign and targets: NoShift, Shift, Corner, Shoe,
and Hat in Table 1, Table 2, Table 3, Table 4, and Table 5 respectively. As for trigger Grey Box,

we also show the results for the targets: NoShift, Shift, Corner, Shoe, and Hat in Table 6, Table 7,
Table 8, Table 9, and Table 10.

D.2 Backdoor Attacks on DDPM with CelebA-HQ Dataset

We show the numerical results for the trigger-target pairs: (Eyeglasses, Cat) and (Stop Sign, Hat) in
Table 11 and Table 12 respectively.

D.3 Backdoor Attacks on Latent Diffusion Models (LDM)

We show the experiment results of the trigger-target pair: (Eye Glasses, Cat) in Table 13 and (Stop
Sign, Hat) in Table 14.

D.4 Backdoor Attacks on Score-Based Models

We provide the numerical results for the trigger-target pair: (Stop Sign, Hat) in the Table 15.

D.5 Caption-Trigger Backdoor Attacks on Text-to-Image DMs

We will present the numerical results of the Pokemon Caption dataset in Table 16 and Table 17. For
the CelebA-HQ-Dialog dataset, we will show them in Table 18 and Table 19.

D.6 Inference-Time Clipping Defense
For the trigger Stop Sign, we present the numerical results of the inference-time clipping defense
with targets: NoShift, Shift, Corner, Shoe, and Hat in Table 20, Table 21, Table 22, Table 23, and

Table 24 respectively. As for the trigger Grey Box, we also show our results of the targets: NoShift,
Shift, Corner, Shoe, and Hat in Table 25, Table 26, Table 27, Table 28, and Table 29 respectively.

D.7 VillanDiffusion on the Inpaint Tasks

For the trigger Stop Sign, we present the numerical results of the inpainting tasks: Blur, Line, and
Box with targets Hat and Shoe in Table 31 and Table 30 respectively.
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D.8 BadDiffusion and VillanDiffusion on CIFAR10 with Different Randomness 7

For the trigger Stop Sign, we present the numerical results of various randomness 7 with targets: Hat
and Shoe in Table 32 respectively.

D.9 Comparison Between BadDiffusion and VillanDiffusion on CIFAR10

For the trigger Stop Sign, we show the numerical results of the comparison between BadDiffusion
and VillanDiffusion in Table 33.
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Table 1: DDPM backdoor on CIFAR10 Dataset with Trigger: Stop Sign, target: No Shift

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 11.52 8.09 7.62 7.97 7.46 7.68 7.38 7.22
ANCESTRAL MSE 1.48E-1 6.81E-2 947E-3 235E-4 559E-6 4.19E-6 3.96E-6 3.80E-6
SSIM | 6.84E-4 435E-1 9.18E-1 9.97E-1 9.99E-1 9098E-1 9.98E-1 9.98E-1
FID 11.15 9.18 9.07 9.18 9.37 9.76 10.28 11.53
UNIPC MSE 1.48E-1 4.76E-2 9.37E-3 1.30E-4 8.05E-5 227E-4 3.56E-5 3.24E-5
SSIM | 8.13E-4 5.27E-1 8.57E-1 9.76E-1 9.81E-1 9.74E-1 9.86E-1 9.84E-1
FID 11.15 9.18 9.07 9.07 9.37 9.76 10.28 11.53
DPM. 02 MSE 1.48E-1 4.76E-2 9.37E-3 1.24E-4 8.05E-5 227E-4 3.56E-5 3.24E-5
SSIM | 8.13E-4 527E-1 8.57E-1 9.80E-1 9.81E-1 9.74E-1 9.86E-1 9.84E-1
FID 11.15 9.18 9.07 9.18 9.37 9.57 10.28 11.53
DPM. O3 MSE 1.48E-1 4.76E-2 9.37E-3 1.30E-4 8.05E-5 7.48E-5 3.56E-5 3.24E-5
SSIM | 8.13E-4 5.27E-1 8.57E-1 9.76E-1 9.81E-1 9.80E-1 9.86E-1 9.84E-1
FID 11.15 9.18 9.07 9.18 9.37 9.76 10.28 11.53
DPM++. O2 MSE 1.48E-1 4.76E-2 9.37E-3 1.30E-4 8.05E-5 227E-4 3.56E-5 3.24E-5
SSIM | 8.13E-4 5.27E-1 8.57E-1 9.76E-1 9.81E-1 9.74E-1 9.86E-1 9.84E-1
FID 11.15 9.18 9.07 9.07 9.37 9.73 10.28 11.53
DPM++. O3 MSE 1.48E-1 4.76E-2 9.37E-3 1.24E-4 8.05E-5 1.99E-4 3.56E-5 3.24E-5
SSIM | 8.13E-4 527E-1 8.57E-1 9.80E-1 9.81E-1 9.76E-1 9.86E-1 9.84E-1
FID 11.15 9.18 9.07 9.07 9.37 9.57 10.28 11.53
DEIS MSE 1.48E-1 4.76E-2 9.37E-3 1.28E-4 8.05E-5 7.48E-5 3.56E-5 3.24E-5
SSIM | 8.13E-4 5.27E-1 8.57E-1 9.76E-1 9.81E-1 9.80E-1 9.86E-1 9.84E-1
FID 16.39 10.95 10.71 10.70 11.16 11.32 12.40 14.43
DDIM MSE 1.48E-1 7.14E-2 247E-2 6.84E-4 495E-6 3.70E-6 3.58E-6 3.51E-6
SSIM | 8.92E-4 3.74E-1 7.63E-1 9.92E-1 1.00E+0 9.99E-1 9.99E-1 9.99E-1
FID 12.14 7.24 7.13 7.25 7.42 7.77 8.18 9.83
PNDM MSE 1.48E-1 6.55E-2 1.97E-2 1.23E-4 3.74E-5 3.25E-5 2.86E-5 2.76E-5
SSIM | 8.23E4 4.11E-1 7091E-1 9.81E-1 9.83E-1 9.83E-1 9.83E-1 9.83E-1
FID 12.14 7.24 7.13 7.25 7.42 7.60 8.18 9.83
HEUN MSE 1.48E-1 6.55E-2 197E-2 1.23E-4 3.74E-5 3.16E-5 2.86E-5 2.76E-5
SSIM | 8.23E-4 4.11E-1 7.91E-1 9.81E-1 9.83E-1 9.83E-1 9.83E-1 9.83E-1
FID 12.14 7.24 7.13 7.24 7.42 7.47 8.18 9.83
LMSD MSE 1.48E-1 6.55E-2 1.97E-2 5.02E-4 3.74E-5 3.23E-5 2.86E-5 2.76E-5
SSIM | 8.23E-4 4.11E-1 7091E-1 9.76E-1 9.83E-1 9.83E-1 9.83E-1 9.83E-1
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Table 2: DDPM backdoor on CIFAR10 Dataset with Trigger: Stop Sign, target: Shift

PR. 0% 5% 10% 20% 30% 50% T70% 90%
Sampler Metric
FID 11.16 8.21 7.42 7.68 7.76 8.02 7.42 7.72
ANCESTRAL MSE 1.48E-1 5.68E-2 591E-3 896E-5 6.73E-6 4.23E-6 3.96E-6 3.80E-6
SSIM | 4.24E-4 5.73E-1 9.56E-1 9.99E-1 9.99E-1 9.99E-1 9.99E-1 9.99E-1
FID 11.15 8.92 9.18 8.98 9.36 9.39 10.37 11.89
UNIPC MSE 1.48E-1 5.92E-2 437E-4 137E-4 2.58E-4 1.66E-4 4.35E-5 7.59E-5
SSIM | 425E-4 4.92E-1 9.70E-1 9.85E-1 9.81E-1 9.86E-1 9.88E-1 9.89E-1
FID 11.15 8.92 9.18 8.98 9.36 9.39 10.37 11.89
DPM. 02 MSE 1.48E-1 592E-2 4.37E-4 137E-4 2.58E-4 1.66E-4 435E-5 7.59E-5
SSIM | 4.25E-4 492E-1 9.70E-1 9.85E-1 9.81E-1 9.86E-1 9.88E-1 9.89E-1
FID 11.15 8.92 9.18 8.98 9.36 9.39 10.37 11.89
DPM. O3 MSE 1.48E-1 5.92E-2 437E-4 137E-4 2.58E-4 1.66E-4 4.35E-5 7.59E-5
SSIM | 4.25E-4 4.92E-1 9.70E-1 9.85E-1 9.81E-1 9.86E-1 9.88E-1 9.89E-1
FID 11.15 8.92 9.18 8.98 9.36 9.39 10.37 11.89
DPM++. O2 MSE 1.48E-1 592E-2 4.37E-4 137E-4 2.58E-4 1.66E-4 435E-5 7.59E-5
SSIM | 4.25E-4 492E-1 9.70E-1 9.85E-1 9.81E-1 9.86E-1 9.88E-1 9.89E-1
FID 11.15 8.92 9.18 8.98 9.36 9.39 10.37 11.89
DPM++. O3 MSE 1.48E-1 5.92E-2 4.37E-4 137E-4 2.58E-4 1.66E-4 4.35E-5 7.59E-5
SSIM | 4.25E-4 492E-1 9.70E-1 9.85E-1 9.81E-1 9.86E-1 9.88E-1 9.89E-1
FID 11.15 8.92 9.18 8.98 9.36 9.39 10.37 11.89
DEIS MSE 1.48E-1 5.92E-2 437E-4 137E-4 2.58E-4 1.66E-4 4.35E-5 7.59E-5
SSIM | 4.25E-4 4.92E-1 9.70E-1 9.85E-1 9.81E-1 9.86E-1 9.88E-1 9.89E-1
FID 16.39 10.70 10.85 11.01 11.29 11.48 12.37 14.60
DDIM MSE 148E-1 8.25E-2 1.18E-3 6.30E-6 4.15E-6 3.67E-6 3.54E-6 3.48E-6
SSIM | 4.32E-4 343E-1 9.84E-1 1.00E+0 1.00E+0 9.99E-1 9.99E-1 9.99E-1
FID 12.14 7.15 7.16 7.29 7.44 7.48 8.23 9.97
PNDM MSE 1.48E-1 7.69E-2 851E-4 5.18E-5 3.72E-5 3.53E-5 296E-5 2.77E-5
SSIM | 425E4 3.78E-1 9.76E-1 9.89E-1 9.89E-1 9.90E-1 9.90E-1 9.90E-1
FID 12.14 7.15 7.16 7.29 7.44 7.48 8.23 9.97
HEUN MSE 1.48E-1 7.69E-2 851E-4 5.18E-5 3.72E-5 3.53E-5 296E-5 2.77E-5
SSIM | 4.25E-4 3.78E-1 9.76E-1 9.89E-1 9.89E-1 9.90E-1 9.90E-1 9.90E-1
FID 12.14 7.15 7.16 7.29 7.44 7.48 8.23 9.97
LMSD MSE 148E-1 7.69E-2 8.51E-4 S5.18E-5 3.72E-5 3.53E-5 296E-5 2.77E-5
SSIM | 4.25E-4 3.78E-1 9.76E-1 9.89E-1 9.89E-1 9.90E-1 9090E-1 9.90E-1
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Table 3: DDPM backdoor on CIFAR10 Dataset with Trigger: Stop Sign, target: Corner

PR. 0% 5% 10% 20% 30% 50% T70% 90%
Sampler Metric
FID 14.83 8.38 7.83 8.35 8.08 8.14 7.85 7.98
ANCESTRAL MSE 1.06E-1 7.22E-2 4.20E-3 7.09E-4 6.13E-5 2.37E-5 141E-5 3.85E-6
SSIM | 9.85E-4 265E-1 949E-1 9.89E-1 9.97E-1 997E-1 997E-1 9.97E-1
FID 11.15 9.03 8.83 9.09 9.16 9.61 10.61 12.67
UNIPC MSE 1.06E-1 7.85E-2 9.05E-3 247E-4 1.17E-4 273E-4 4.75E-4 1.63E-4
SSIM | 1.09E-3 1.34E-1 7.52E-1 9.38E-1 9.56E-1 9.53E-1 9.57E-1 9.72E-1
FID 11.15 9.03 8.83 9.09 9.16 9.61 10.61 12.67
DPM. 02 MSE 1.06E-1 7.85E-2 9.05E-3 247E-4 1.17E-4 2.73E-4 4.75E-4 1.63E-4
SSIM | 1.09E-3 1.34E-1 7.52E-1 9.38E-1 9.56E-1 9.53E-1 9.57E-1 9.72E-1
FID 11.15 9.03 8.83 9.09 9.16 9.61 10.61 12.67
DPM. O3 MSE 1.06E-1 7.85E-2 9.05E-3 247E-4 1.17E-4 2.73E-4 4.75E-4 1.63E-4
SSIM | 1.09E-3 1.34E-1 7.52E-1 9.38E-1 9.56E-1 9.53E-1 9.57E-1 9.72E-1
FID 11.15 9.03 8.83 9.09 9.16 9.61 10.61 12.67
DPM++. O2 MSE 1.06E-1 7.85E-2 9.05E-3 247E-4 1.17E-4 273E-4 4.75E-4 1.63E-4
SSIM | 1.09E-3 1.34E-1 7.52E-1 9.38E-1 9.56E-1 9.53E-1 9.57E-1 9.72E-1
FID 11.15 9.03 8.83 9.09 9.16 9.61 10.61 12.67
DPM++. O3 MSE 1.06E-1 7.85E-2 9.05E-3 247E-4 1.17E-4 2.73E-4 4.75E-4 1.63E-4
SSIM | 1.09E-3 1.34E-1 7.52E-1 9.38E-1 9.56E-1 9.53E-1 9.57E-1 9.72E-1
FID 11.15 9.03 8.83 9.09 9.16 9.61 10.61 12.67
DEIS MSE 1.06E-1 7.85E-2 9.05E-3 247E-4 1.17E-4 2.73E-4 4.75E-4 1.63E-4
SSIM | 1.09E-3 1.34E-1 7.52E-1 9.38E-1 9.56E-1 9.53E-1 9.57E-1 9.72E-1
FID 16.39 10.74 10.54 10.85 10.92 11.74 12.53 15.57
DDIM MSE 1.06E-1 9.16E-2 2.54E-2 1.05E-3 7.27E-6 3.84E-6 3.84E-6 3.84E-6
SSIM | 1.12E-3 6.38E-2 6.36E-1 9.79E-1 1.00E+0 1.00E+0 9.99E-1 9.98E-1
FID 12.14 7.22 7.14 7.15 7.31 7.59 8.39 10.74
PNDM MSE 1.06E-1 8.87E-2 1.94E-2 6.28E-4 424E-5 3.09E-5 2.89E-5 2.70E-5
SSIM | 1.08E-3 793E-2 6.84E-1 9.58E-1 9.73E-1 9.76E-1 9.75E-1 9.76E-1
FID 12.14 7.22 7.14 7.15 7.31 7.59 8.39 10.74
HEUN MSE 1.06E-1 8.87E-2 194E-2 6.28E-4 4.24E-5 3.09E-5 2.89E-5 2.70E-5
SSIM | 1.08E-3 7.93E-2 6.84E-1 9.58E-1 9.73E-1 9.76E-1 9.75E-1 9.76E-1
FID 12.14 7.22 7.14 7.15 7.31 7.59 8.39 10.74
LMSD MSE 1.06E-1 8.87E-2 1.94E-2 6.28E-4 4.24E-5 3.09E-5 2.89E-5 2.70E-5
SSIM | 1.08E-3 793E-2 6.84E-1 9.58E-1 9.73E-1 9.76E-1 9.75E-1 9.76E-1
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Table 4: DDPM backdoor on CIFAR10 Dataset with Trigger: Stop Sign, target: Shoe

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 11.52 8.33 7.47 8.10 7.52 7.69 7.35 7.54
ANCESTRAL MSE 3.38E-1 1.66E-1 3.61E-3 230E-5 5.62E-6 3.35E-6 272E-6 2.39E-6
SSIM | 1.69E-4 4.20E-1 9.85E-1 9.99E-1 1.00E+0 1.00E+0 1.00E+0 1.00E+0
FID 11.15 9.03 9.14 8.96 9.09 9.74 10.41 12.00
UNIPC MSE 3.38E-1 9.33E-2 1.31E-2 147E-4 1.10E-4 8.83E-5 1.04E-4 7.49E-5
SSIM | 2.15E-4 591E-1 9.13E-1 9.89E-1 9.91E-1 992E-1 991E-1 9.92E-1
FID 11.15 9.03 9.14 8.96 9.09 9.74 10.41 12.00
DPM. 02 MSE 3.38E-1 9.33E-2 1.31E-2 147E-4 1.10E-4 8.83E-5 1.04dE-4 7.49E-5
SSIM | 2.15E-4 5091E-1 9.13E-1 9.89E-1 991E-1 992E-1 9.91E-1 9.92E-1
FID 11.15 9.03 9.14 8.96 9.09 9.74 10.41 12.00
DPM. O3 MSE 3.38E-1 9.33E-2 1.31E-2 147E-4 1.10E-4 8.83E-5 1.04E-4 7.49E-5
SSIM | 2.15E-4 5.91E-1 9.13E-1 9.89E-1 9.91E-1 992E-1 991E-1 9.92E-1
FID 11.15 9.03 9.14 8.96 9.09 9.74 10.41 12.00
DPM++. O2 MSE 3.38E-1 9.33E-2 1.31E-2 147E-4 1.10E-4 8.83E-5 1.04E-4 7.49E-5
SSIM | 2.15E-4 5.91E-1 9.13E-1 9.89E-1 9.91E-1 9.92E-1 991E-1 9.92E-1
FID 11.15 9.03 9.14 8.96 9.09 9.74 10.41 12.00
DPM++. O3 MSE 3.38E-1 9.33E-2 1.31E-2 147E-4 1.10E-4 8.83E-5 1.04E-4 7.49E-5
SSIM | 2.15E-4 591E-1 9.13E-1 9.89E-1 9.91E-1 992E-1 991E-1 9.92E-1
FID 11.15 9.03 9.14 8.96 9.09 9.74 10.41 12.00
DEIS MSE 3.38E-1 9.33E-2 1.31E-2 147E-4 1.10E-4 8.83E-5 1.04E-4 7.49E-5
SSIM | 2.15E-4 5.91E-1 9.13E-1 9.89E-1 9.91E-1 992E-1 991E-1 9.92E-1
FID 16.39 10.71 10.75 10.68 10.87 11.86 12.73 14.94
DDIM MSE 3.37E-1 1.56E-1 3.96E-2 1.09E-4 7.39E-6 242E-6 2.00E-6 1.98E-6
SSIM | 240E-4 397E-1 8.14E-1 9.99E-1 1.00E+0 1.00E+0 1.00E+0 1.00E+0
FID 12.14 7.12 7.20 7.17 7.25 7.79 8.33 10.35
PNDM MSE 3.38E-1 1.39E-1 2.94E-2 1.35E-4 489E-5 3.51E-5 297E-5 2.74E-5
SSIM | 2.17E-4 4.51E-1 8.53E-1 9.94E-1 9.94E-1 9095E-1 9.95E-1 9.95E-1
FID 12.14 7.12 7.20 7.17 7.25 7.79 8.33 10.35
HEUN MSE 3.38E-1 1.39E-1 294E-2 135E-4 4.89E-5 3.51E-5 297E-5 2.74E-5
SSIM | 2.17E-4 4.51E-1 8.53E-1 9.94E-1 9.94E-1 995E-1 9.95E-1 9.95E-1
FID 12.14 7.12 7.20 7.17 7.25 7.79 8.33 10.35
LMSD MSE 3.38E-1 1.39E-1 2.94E-2 1.35E-4 4.89E-5 3.51E-5 297E-5 2.74E-5
SSIM | 2.17E-4 4.51E-1 8.53E-1 9.94E-1 9.94E-1 9095E-1 9.95E-1 9.95E-1
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Table 5: DDPM backdoor on CIFAR10 Dataset with Trigger: Stop Sign, target: Hat

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 14.83 8.32 7.57 8.17 7.77 7.77 7.83 7.77
ANCESTRAL MSE 241E-1 7.99E-2 4.33E-3 2.85E-4 9.16E-5 130E-5 3.21E-6 2.81E-6
SSIM | 4.74E-5 6.52E-1 9.80E-1 9.98E-1 9.99E-1 1.00E+0 1.00E+0 1.00E+0
FID 11.15 8.94 8.95 8.97 9.38 9.51 10.11 12.08
UNIPC MSE 2.41E-1 2.50E-2 1.23E-2 1.25E4 1.03E-4 729E-5 2.89E4 8.91E-5
SSIM | 1.01E-4 8.57E-1 9.23E-1 9.95E-1 9.96E-1 9.96E-1 9.95E-1 9.97E-1
FID 11.15 8.94 8.95 9.12 9.38 9.70 10.11 12.08
DPM. 02 MSE 241E-1 2.50E-2 1.23E-2 130E-4 1.03E-4 143E-4 2.89E-4 891E-5
SSIM | 1.01E-4 857E-1 9.23E-1 9095E-1 9.96E-1 9.97E-1 9095E-1 9.97E-1
FID 11.15 8.94 8.95 8.91 9.38 9.45 10.11 12.08
DPM. O3 MSE 241E-1 2.50E-2 1.23E-2 1.14E-4 1.03E-4 7.12E-5 2.89E-4 891E-5
SSIM | 1.01E-4 8.57E-1 9.23E-1 9.95E-1 996E-1 9.96E-1 9.95E-1 9.97E-1
FID 11.15 8.94 8.95 9.12 9.38 9.70 10.11 12.08
DPM++. O2 MSE 2.41E-1 2.50E-2 1.23E-2 1.30E4 1.03E-4 143E-4 2.89E-4 8.91E-5
SSIM | 1.01E-4 857E-1 9.23E-1 9095E-1 9.96E-1 997E-1 9095E-1 9.97E-1
FID 11.15 8.94 8.95 9.13 9.38 9.70 10.11 12.08
DPM++. O3 MSE 241E-1 2.50E-2 1.23E-2 161E-4 1.03E-4 143E-4 2.89E-4 891E-5
SSIM | 1.01E-4 857E-1 9.23E-1 994E-1 9.96E-1 9.97E-1 9095E-1 9.97E-1
FID 11.15 8.94 8.95 8.97 9.38 9.51 10.11 12.08
DEIS MSE 241E-1 2.50E-2 1.23E-2 125E-4 1.03E-4 7.29E-5 2.89E-4 89I1E-5
SSIM | 1.01E-4 8.57E-1 9.23E-1 9.95E-1 9.96E-1 9.96E-1 9.95E-1 9.97E-1
FID 16.39 10.63 10.77 10.76 11.12 11.33 12.40 15.13
DDIM MSE 240E-1 5.77E-2 3.08E-2 2.86E-5 3.79E-6 249E-6 231E-6 2.29E-6
SSIM | 1.39E-4 7.09E-1 8.40E-1 1.00E+0 1.00E+0 1.00E+0 1.00E+0 1.00E+0
FID 12.14 7.07 7.02 7.15 7.44 7.63 8.11 10.36
PNDM MSE 241E-1 4.85E-2 241E-2 643E-5 4.21E-5 3.67E-5 3.04E-5 2.82E-5
SSIM | 1.05E-4 7.51E-1 8.70E-1 997E-1 9.97E-1 9098E-1 9098E-1 9.98E-1
FID 12.14 7.07 7.02 7.15 7.44 7.52 8.11 10.36
HEUN MSE 241E-1 4.85E-2 241E-2 643E-5 4.21E-5 348E-5 3.04E-5 2.82E-5
SSIM | 1.05E-4 7.51E-1 &.70E-1 9.97E-1 997E-1 9098E-1 9.98E-1 9.98E-1
FID 12.14 7.07 7.02 7.13 7.44 7.52 8.11 10.36
LMSD MSE 2.41E-1 4.85E-2 241E-2 6.57E-5 4.21E-5 348E-5 3.04E-5 2.82E-5
SSIM | 1.05E-4 7.51E-1 8.70E-1 997E-1 997E-1 9098E-1 9098E-1 9.98E-1
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Table 6: DDPM backdoor on CIFAR10 Dataset with Trigger: Grey Box, target: No Shift

PR. 0% 5% 10% 20% 30% 50% T70% 90%
Sampler Metric
FID 11.56 9.09 9.62 11.36 12.85 17.63 25.70 52.92
ANCESTRAL MSE 1.21E-1 6.19E-2 6.11E-3 1.18E-5 5.89E-6 4.09E-6 3.91E-6 3.86E-6
SSIM | 7.36E-4 421E-1 941E-1 998E-1 998E-1 998E-1 998E-1 9.98E-1
FID 11.15 9.30 9.60 10.20 11.13 13.17 16.62 30.87
UNIPC MSE 1.21E-1 2.58E-2 5.64E-3 1.67E-4 6.52E-5 6.15E-5 1.36E-4 1.98E-4
SSIM | 7.37E-4 6.22E-1 8.62E-1 9.61E-1 9.74E-1 9.76E-1 9.82E-1 9.80E-1
FID 11.15 9.30 9.60 10.20 11.13 13.17 16.62 30.87
DPM. 02 MSE 1.21E-1 2.58E-2 5.64E-3 1.67E-4 6.52E-5 6.15E-5 1.36E-4 1.98E-4
SSIM | 7.37E-4 6.22E-1 8.62E-1 9.61E-1 9.74E-1 9.76E-1 9.82E-1 9.80E-1
FID 11.15 9.30 9.60 10.20 11.13 13.17 16.62 30.87
DPM. O3 MSE 1.21E-1 2.58E-2 5.64E-3 1.67E-4 6.52E-5 6.15E-5 1.36E-4 198E-4
SSIM | 7.37E-4 6.22E-1 8.62E-1 9.61E-1 9.74E-1 9.76E-1 9.82E-1 9.80E-1
FID 11.15 9.30 9.60 10.20 11.13 13.17 16.62 30.87
DPM++. O2 MSE 1.21E-1 2.58E-2 5.64E-3 1.67E-4 6.52E-5 6.15E-5 1.36E-4 1.98E-4
SSIM | 7.37E-4 6.22E-1 8.62E-1 9.61E-1 9.74E-1 9.76E-1 9.82E-1 9.80E-1
FID 11.15 9.30 9.60 10.20 11.13 13.17 16.62 30.87
DPM++. O3 MSE 1.21E-1 2.58E-2 5.64E-3 1.67E-4 6.52E-5 6.15E-5 1.36E-4 1.98E-4
SSIM | 7.37E-4 6.22E-1 8.62E-1 9.61E-1 9.74E-1 9.76E-1 9.82E-1 9.80E-1
FID 11.15 9.30 9.60 10.20 11.13 13.17 16.62 30.87
DEIS MSE 1.21E-1 2.58E-2 5.64E-3 1.67E-4 6.52E-5 6.15E-5 1.36E-4 1.98E-4
SSIM | 7.37E-4 6.22E-1 8.62E-1 9.61E-1 9.74E-1 9.76E-1 9.82E-1 9.80E-1
FID 16.39 10.97 11.21 12.22 13.17 15.62 19.74 35.84
DDIM MSE 1.21E-1 5.13E-2 1.75E-2 2.87E-4 7.06E-6 3.85E-6 3.84E-6 3.84E-6
SSIM | 7.38E-4 4.04E-1 7.63E-1 9.94E-1 1.00E+0 1.00E+0 9.99E-1 9.98E-1
FID 12.14 7.88 8.34 9.38 10.80 13.73 18.47 36.29
PNDM MSE 1.21E-1 447E-2 1.37E-2 2.35E-4 450E-5 3.31E-5 3.02E-5 2.81E-5
SSIM | 7.37E-4 4.62E-1 7093E-1 9.75E-1 9.78E-1 9.79E-1 9.79E-1 9.80E-1
FID 12.14 7.88 8.34 9.38 10.80 13.73 18.47 36.29
HEUN MSE 1.21E-1 447E-2 137E-2 235E-4 450E-5 3.31E-5 3.02E-5 2.81E-5
SSIM | 7.37E-4 4.62E-1 7.93E-1 9.75E-1 9.78E-1 9.79E-1 9.79E-1 9.80E-1
FID 12.14 7.88 8.34 9.38 10.80 13.73 18.47 36.29
LMSD MSE 1.21E-1 447E-2 137E-2 235E-4 450E-5 3.31E-5 3.02E-5 2.81E-5
SSIM | 7.37E-4 4.62E-1 793E-1 9.75E-1 9.78E-1 9.79E-1 9.79E-1 9.80E-1
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Table 7: DDPM backdoor on CIFAR10 Dataset with Trigger: Grey Box, target: Shift

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 11.56 9.09 9.78 11.26 12.41 15.55 21.78 41.54
ANCESTRAL MSE 1.21E-1 5.11E-2 5.52E-3 7090E-5 1.61E-5 6.25E-6 122E-5 5.98E-6
SSIM | 4.72E-4 5.06E-1 9.45E-1 9.98E-1 9.99E-1 999E-1 9.99E-1 9.98E-1
FID 11.15 9.28 942 10.10 10.70 12.77 15.41 26.12
UNIPC MSE 1.21E-1 4.83E-2 1.67E-2 146E-4 1.10E-4 1.49E-4 8.65E-5 9.66E-5
SSIM | 4.73E-4 4.64E-1 7.46E-1 9.71E-1 9.81E-1 9.79E-1 9.85E-1 9.84E-1
FID 11.15 9.28 9.42 10.10 10.70 12.77 15.41 26.12
DPM. 02 MSE 1.21E-1 4.83E-2 1.67E-2 1.46E-4 1.10E-4 1.49E-4 8.65E-5 9.66E-5
SSIM | 4.73E-4 4.64E-1 7.46E-1 9.71E-1 9.81E-1 9.79E-1 9.85E-1 9.84E-1
FID 11.15 9.28 9.42 10.10 10.70 12.77 15.41 26.12
DPM. O3 MSE 1.21E-1 4.83E-2 1.67E-2 146E-4 1.10E-4 1.49E-4 8.65E-5 9.66E-5
SSIM | 4.73E-4 4.64E-1 7.46E-1 9.71E-1 9.81E-1 9.79E-1 9.85E-1 9.84E-1
FID 11.15 9.28 9.42 10.10 10.70 12.77 15.41 26.12
DPM++. O2 MSE 1.21E-1 4.83E-2 1.67E-2 146E-4 1.10E-4 1.49E-4 8.65E-5 9.66E-5
SSIM | 4.73E-4 4.64E-1 7.46E-1 9.71E-1 9.81E-1 9.79E-1 9.85E-1 9.84E-1
FID 11.15 9.28 9.42 10.10 10.70 12.77 15.41 26.12
DPM++. O3 MSE 1.21E-1 4.83E-2 1.67E-2 1.46E-4 1.10E-4 1.49E-4 8.65E-5 9.66E-5
SSIM | 4.73E-4 4.64E-1 7.46E-1 9.71E-1 9.81E-1 9.79E-1 9.85E-1 9.84E-1
FID 11.15 9.28 9.42 10.10 10.70 12.77 15.41 26.12
DEIS MSE 1.21E-1 4.83E-2 1.67E-2 1.46E-4 1.10E-4 1.49E-4 8.65E-5 9.66E-5
SSIM | 4.73E-4 4.64E-1 7.46E-1 9.71E-1 9.81E-1 9.79E-1 9.85E-1 9.84E-1
FID 16.39 10.84 10.98 11.76 12.35 14.34 17.05 27.53
DDIM MSE 1.21E-1 7.00E-2 3.67E-2 3.00E-4 227E-5 3.85E-6 3.84E-6 3.84E-6
SSIM | 4.74E-4 296E-1 5.80E-1 9.93E-1 9.99E-1 9.99E-1 9.99E-1 9.99E-1
FID 12.14 7.77 8.19 9.11 10.27 12.75 15.91 28.99
PNDM MSE 1.21E-1 6.52E-2 3.14E-2 2.38E-4 5.89E-5 3.34E-5 295E-5 2.8I1E-5
SSIM | 4.73E-4 3.29E-1 6.16E-1 9.80E-1 9.86E-1 9.86E-1 9.86E-1 9.87E-1
FID 12.14 7.77 8.19 9.11 10.27 12.75 15.91 28.99
HEUN MSE 1.21E-1 6.52E-2 3.14E-2 238E-4 5.89E-5 3.34E-5 295E-5 2.81E-5
SSIM | 4.73E-4 3.29E-1 6.16E-1 9.80E-1 9.86E-1 9.86E-1 9.86E-1 9.87E-1
FID 12.14 7.77 8.19 9.11 10.27 12.75 15.91 28.99
LMSD MSE 1.21E-1 6.52E-2 3.14E-2 2.38E-4 5.89E-5 3.34E-5 2.95E-5 2.8I1E-5
SSIM | 4.73E-4 3.29E-1 6.16E-1 9.80E-1 9.86E-1 9.86E-1 9.86E-1 9.87E-1
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Table 8: DDPM backdoor on CIFAR10 Dataset with Trigger: Grey Box, target: Corner

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 14.83 9.92 10.98 12.86 14.78 20.10 28.52 55.23
ANCESTRAL MSE 1.06E-1 5.32E-2 2.60E-3 148E-4 2.29E-5 196E-5 644E-6 6.60E-6
SSIM | 9.85E-4 4.20E-1 9.64E-1 9.96E-1 998E-1 997E-1 9097E-1 997E-1
FID 11.15 9.17 942 9.94 10.59 12.61 15.64 25.25
UNIPC MSE 1.06E-1 7.14E-2 4.71E-3 123E-4 9.18E-5 6.37E-5 936E-5 2.07E-4
SSIM | 9.87E-4 1.20E-1 8.27E-1 9.54E-1 9.66E-1 9.72E-1 9.68E-1 9.68E-1
FID 11.15 9.17 9.42 9.94 10.59 12.61 15.64 25.25
DPM. 02 MSE 1.06E-1 7.14E-2 4.71E-3 1.23E-4 9.18E-5 6.37E-5 9.36E-5 2.07E-4
SSIM | 9.87E-4 1.20E-1 8.27E-1 9.54E-1 9.66E-1 9.72E-1 9.68E-1 9.68E-1
FID 11.15 9.17 9.42 9.94 10.59 12.61 15.64 25.25
DPM. O3 MSE 1.06E-1 7.14E-2 4.71E-3 1.23E-4 9.18E-5 6.37E-5 9.36E-5 2.07E-4
SSIM | 9.87E-4 1.20E-1 8.27E-1 9.54E-1 9.66E-1 9.72E-1 9.68E-1 9.68E-1
FID 11.15 9.17 9.42 9.94 10.59 12.61 15.64 25.25
DPM++. O2 MSE 1.06E-1 7.14E-2 4.71E-3 1.23E-4 9.18E-5 6.37E-5 9.36E-5 2.07E-4
SSIM | 9.87E-4 1.20E-1 8.27E-1 9.54E-1 9.66E-1 9.72E-1 9.68E-1 9.68E-1
FID 11.15 9.17 9.42 9.94 10.59 12.61 15.64 25.25
DPM++. O3 MSE 1.06E-1 7.14E-2 4.71E-3 1.23E-4 9.18E-5 6.37E-5 9.36E-5 2.07E-4
SSIM | 9.87E-4 1.20E-1 8.27E-1 9.54E-1 9.66E-1 9.72E-1 9.68E-1 9.68E-1
FID 11.15 9.17 9.42 9.94 10.59 12.61 15.64 25.25
DEIS MSE 1.06E-1 7.14E-2 4.71E-3 1.23E-4 9.18E-5 6.37E-5 9.36E-5 2.07E-4
SSIM | 9.87E-4 1.20E-1 8.27E-1 9.54E-1 9.66E-1 9.72E-1 9.68E-1 9.68E-1
FID 16.39 11.02 11.58 12.58 13.46 16.50 20.82 33.34
DDIM MSE 1.06E-1 891E-2 142E-2 1.13E-4 5.44E-6 3.84E-6 3.84E-6 3.84E-6
SSIM | 9.88E-4 4.39E-2 7.05E-1 9.95E-1 9.99E-1 9099E-1 9.99E-1 9.98E-1
FID 12.14 7.77 8.27 9.34 10.21 13.12 17.28 29.35
PNDM MSE 1.06E-1 8.64E-2 1.19E-2 1.11E-4 3.97E-5 349E-5 3.07E-5 2.74E-5
SSIM | 9.87E-4 5.04E-2 7.18E-1 9.69E-1 9.73E-1 9.76E-1 9.75E-1 9.76E-1
FID 12.14 7.77 8.27 9.34 10.21 13.12 17.28 29.35
HEUN MSE 1.06E-1 8.64E-2 1.19E-2 1.11E-4 3.97E-5 3.49E-5 3.07E-5 2.74E-5
SSIM | 9.87E-4 5.04E-2 7.18E-1 9.69E-1 9.73E-1 9.76E-1 9.75E-1 9.76E-1
FID 12.14 7.77 8.27 9.34 10.21 13.12 17.28 29.35
LMSD MSE 1.06E-1 8.64E-2 1.19E-2 1.11E-4 3.97E-5 349E-5 3.07E-5 2.74E-5
SSIM | 9.87E-4 5.04E-2 7.18E-1 9.69E-1 9.73E-1 9.76E-1 9.75E-1 9.76E-1

21




Table 9: DDPM backdoor on CIFAR10 Dataset with Trigger: Grey Box, target: Shoe

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 11.56 8.22 8.41 8.13 8.19 8.41 9.01 12.25
ANCESTRAL MSE 3.38E-1 1.02E-1 6.25E-3 197E-5 5.53E-6 3.26E-6 2.69E-6 2.38E-6
SSIM | 1.69E-4 6.26E-1 9.75E-1 9.99E-1 1.00E+0 1.00E+0 1.00E+0 1.00E+0
FID 11.15 8.91 9.22 9.29 9.37 9.86 10.89 13.83
UNIPC MSE 3.38E-1 9.73E-2 2.36E-3 1.17E-4 139E-4 8.34E-5 1.07E-4 7.14E-5
SSIM | 1.69E-4 5.43E-1 9.70E-1 9.90E-1 9.90E-1 9.94E-1 991E-1 9.94E-1
FID 11.15 8.91 9.22 9.29 9.37 9.86 10.89 13.83
DPM. 02 MSE 3.38E-1 9.73E-2 2.36E-3 1.17E-4 1.39E-4 8.34E-5 1.07E-4 7.14E-5
SSIM | 1.69E-4 543E-1 9.70E-1 9.90E-1 9.90E-1 994E-1 9.91E-1 9.94E-1
FID 11.15 8.91 9.22 9.29 9.37 9.86 10.89 13.83
DPM. O3 MSE 3.38E-1 9.73E-2 236E-3 1.17E-4 139E-4 8.34E-5 1.07E-4 7.14E-5
SSIM | 1.69E-4 5.43E-1 9.70E-1 9.90E-1 9.90E-1 9.94E-1 9091E-1 9.94E-1
FID 11.15 8.91 9.22 9.29 9.37 9.86 10.89 13.83
DPM++. O2 MSE 3.38E-1 9.73E-2 2.36E-3 1.17E-4 139E-4 8.34E-5 1.07E-4 7.14E-5
SSIM | 1.69E-4 5.43E-1 9.70E-1 9.90E-1 9.90E-1 9.94E-1 9091E-1 9.94E-1
FID 11.15 8.91 9.22 9.29 9.37 9.86 10.89 13.83
DPM++. O3 MSE 3.38E-1 9.73E-2 2.36E-3 1.17E-4 1.39E-4 8.34E-5 1.07E-4 7.14E-5
SSIM | 1.69E-4 543E-1 9.70E-1 9.90E-1 9.90E-1 994E-1 9.91E-1 9.94E-1
FID 11.15 8.91 9.22 9.29 9.37 9.86 10.89 13.83
DEIS MSE 3.38E-1 9.73E-2 2.36E-3 1.17E-4 139E-4 8.34E-5 1.07E-4 7.14E-5
SSIM | 1.69E-4 5.43E-1 9.70E-1 9.90E-1 9.90E-1 9.94E-1 9091E-1 9.94E-1
FID 16.39 10.64 10.82 10.92 11.15 11.90 13.07 16.54
DDIM MSE 3.38E-1 1.71E-1 8.64E-3 6.23E-5 4.08E-6 222E-6 1.98E-6 1.98E-6
SSIM | 1.69E-4 3.17E-1 9.52E-1 9.99E-1 1.00E+0 1.00E+0 1.00E+0 1.00E+0
FID 12.14 7.12 7.22 7.39 7.47 7.97 8.91 12.19
PNDM MSE 3.38E-1 1.53E-1 5.96E-3 9.11E-5 3.99E-5 3.32E-5 3.14E-5 2.82E-5
SSIM | 1.69E-4 3.72E-1 9.60E-1 9.93E-1 9.95E-1 9095E-1 9.95E-1 9.95E-1
FID 12.14 7.12 7.22 7.39 7.47 7.97 8.91 12.19
HEUN MSE 3.38E-1 1.53E-1 596E-3 9.11E-5 3.99E-5 3.32E-5 3.14E-5 2.82E-5
SSIM | 1.69E-4 3.72E-1 9.60E-1 9.93E-1 9.95E-1 995E-1 9095E-1 9.95E-1
FID 12.14 7.12 7.22 7.39 7.47 7.97 8.91 12.19
LMSD MSE 3.38E-1 1.53E-1 5.96E-3 9.11E-5 3.99E-5 3.32E-5 3.14E-5 2.82E-5
SSIM | 1.69E-4 3.72E-1 9.60E-1 9.93E-1 9.95E-1 9095E-1 9.95E-1 9.95E-1
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Table 10: DDPM backdoor on CIFAR10 Dataset with Trigger: Grey Box, target: Hat

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 14.83 8.53 8.81 8.89 9.14 10.25 11.97 19.73
ANCESTRAL MSE 2.41E-1 1.58E-1 7.01E-3 1.19E-5 5.68E-6 148E-5 8.27E-6 7.43E-6
SSIM | 4.74E-5 3.12E-1 9.67E-1 1.00E+0 1.00E+0 1.00E+0 1.00E+0 1.00E+0
FID 11.15 8.92 9.16 942 9.55 10.33 11.38 15.68
UNIPC MSE 2.41E-1 3.14E-2 796E-3 1.39E4 1.46E-4 159E-4 7.56E-5 7.56E-5
SSIM | 4.80E-5 8.24E-1 9.49E-1 9.95E-1 996E-1 997E-1 9.97E-1 9.97E-1
FID 11.15 8.92 9.16 9.42 9.55 10.33 11.38 15.68
DPM. 02 MSE 241E-1 3.14E-2 7096E-3 139E-4 1.46E-4 159E-4 7.56E-5 7.56E-5
SSIM | 4.80E-5 824E-1 949E-1 9095E-1 9.96E-1 9.97E-1 997E-1 9.97E-1
FID 11.15 8.92 9.16 942 9.55 10.33 11.38 15.68
DPM. O3 MSE 2.41E-1 3.14E-2 796E-3 1.39E-4 1.46E-4 159E-4 7.56E-5 7.56E-5
SSIM | 4.80E-5 8.24E-1 9.49E-1 9.95E-1 996E-1 9.97E-1 9.97E-1 9.097E-1
FID 11.15 8.92 9.16 9.42 9.55 10.33 11.38 15.68
DPM++. 02 MSE 241E-1 3.14E-2 7096E-3 139E-4 1.46E-4 159E-4 7.56E-5 7.56E-5
SSIM | 4.80E-5 824E-1 949E-1 9095E-1 9.96E-1 9.97E-1 997E-1 9.97E-1
FID 11.15 8.92 9.16 9.42 9.55 10.33 11.38 15.68
DPM++. O3 MSE 241E-1 3.14E-2 7096E-3 139E-4 1.46E-4 159E-4 7.56E-5 7.56E-5
SSIM | 4.80E-5 824E-1 949E-1 9095E-1 9.96E-1 9.97E-1 9097E-1 9.97E-1
FID 11.15 8.92 9.16 942 9.55 10.33 11.38 15.68
DEIS MSE 2.41E-1 3.14E-2 796E-3 1.39E-4 1.46E-4 159E-4 7.56E-5 7.56E-5
SSIM | 4.80E-5 8.24E-1 9.49E-1 9.95E-1 996E-1 9.97E-1 9.97E-1 9.97E-1
FID 16.39 10.78 10.99 11.25 11.38 12.47 13.86 19.24
DDIM MSE 241E-1 7.64E-2 284E-2 1.73E-4 3.89E-6 245E-6 231E-6 2.29E-6
SSIM | 4.86E-5 6.22E-1 8.55E-1 999E-1 1.00E+0 1.00E+0 1.00E+0 1.00E+0
FID 12.14 7.16 7.40 7.68 7.67 8.54 9.71 14.86
PNDM MSE 241E-1 6.33E-2 2.04E-2 1.55E-4 3.96E-5 345E-5 295E-5 2.85E-5
SSIM | 4.82E-5 6.81E-1 892E-1 996E-1 9.98E-1 998E-1 998E-1 9.98E-1
FID 12.14 7.16 7.40 7.68 7.67 8.54 9.71 14.86
HEUN MSE 2.41E-1 6.33E-2 2.04E-2 1.55E-4 3.96E-5 345E-5 295E-5 2.85E-5
SSIM | 4.82E-5 6.81E-1 8.92E-1 9.96E-1 998E-1 9.98E-1 9.98E-1 9.98E-1
FID 12.14 7.16 7.40 7.68 7.67 8.54 9.71 14.86
LMSD MSE 241E-1 6.33E-2 2.04E-2 155E-4 396E-5 345E-5 2095E-5 2.85E-5
SSIM | 4.82E-5 6.81E-1 8.92E-1 996E-1 998E-1 998E-1 998E-1 9.98E-1

23




Table 11: DDPM backdoor on CelebA-HQ Dataset with Trigger: Eye Glasses, and target: Cat.

PR. 0% 20% 30% 50% 70%
Sampler Metric

FID 13.93 20.67 22.44 21.71 19.52
UNIPC MSE | 3.85E-1 3.31E-3 7.45E-4 7.09E-4 3.76E-4

SSIM | 5.36E-4 8.87E-1 8.82E-1 7.61E-1 8.78E-1

FID 13.93 20.67 22.44 21.71 19.52

DPM. 02 MSE 3.85E-1 3.31E-3 7.45E-4 7.09E-4 3.76E-4
SSIM | 5.36E-4 8.87E-1 8.82E-1 7.61E-1 8.78E-1
FID 13.93 27.06 22.44 21.71 19.52
DPM. O3 MSE 3.85E-1 3.35E-1 7.45E-4 7.09E-4 3.76E-4
SSIM | 536E-4 1.95E-2 8.82E-1 7.61E-1 8.78E-1
FID 13.93 20.67 22.44 26.64 19.52
DPM++. 02 MSE 3.85E-1 3.31E-3 7.45E-4 3.55E-3 3.76E-4
SSIM | 5.36E-4 8.87E-1 8.82E-1 4.46E-1 8.78E-1
FID 13.93 20.67 22.44 21.71 19.52
DPM++. O3 MSE 3.85E-1 3.31E-3 7.45E-4 7.09E-4 3.76E-4
SSIM | 5.36E-4 8.87E-1 8.82E-1 7.61E-1 8.78E-1

FID 13.93 20.67 22.44 21.71 19.52
DEIS MSE 3.85E-1 3.31E-3 7.45E-4 7.09E-4 3.76E-4
SSIM | 536E-4 8.87E-1 8.82E-1 7.61E-1 8.78E-1
FID 11.67 13.46 17.73 22.37 18.71
DDIM MSE 3.11E-1 4.69E-3 6.75E-5 4.59E-3 2.92E-4
SSIM | 1.73E-1 9.47E-1 9.73E-1 4.14E-1 9.02E-1
FID 12.65 16.59 16.27 17.73 16.84
PNDM MSE 3.85E-1 4.82E-3 1.52E-4 2.79E-4 3.84E-4
SSIM | 5.36E-4 9.24E-1 9.56E-1 8.77E-1 8.66E-1
FID 12.65 16.59 16.27 17.73 16.84
HEUN MSE 3.85E-1 4.82E-3 1.52E-4 2.79E-4 3.84E-4

SSIM | 5.36E-4 9.24E-1 9.56E-1 8.77E-1 8.66E-1
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Table 12: DDPM backdoor on CelebA-HQ Dataset with Trigger: Stop Sign, and target: Hat.

PR. 0% 20% 30% 50% 70%
Sampler Metric

FID 13.93 42.66 27.74 24.05 22.67
UNIPC MSE | 2.52E-1 244E-1 1.18E-3 9.80E-4 2.21E-4

SSIM | 6.86E-4 9.20E-3 8.70E-1 7.28E-1 8.87E-1

FID 13.93 24.78 27.74 24.05 22.67

DPM. 02 MSE 2.52E-1 1.18E-3 1.18E-3 9.80E-4 2.2I1E-4
SSIM | 6.86E-4 8.05E-1 8.70E-1 7.28E-1 8.87E-1
FID 13.93 24.78 37.43 36.65 39.59
DPM. O3 MSE 2.52E-1 1.18E-3 2.34E-1 1.66E-1 5.23E-2
SSIM | 6.86E-4 8.05E-1 1.22E-2 2.33E-2 6.87E-2
FID 13.93 24.78 27.74 24.05 22.67
DPM++. 02 MSE 2.52E-1 1.18E-3 1.18E-3 9.80E-4 2.21E-4
SSIM | 6.86E-4 8.05E-1 8.70E-1 7.28E-1 8.87E-1
FID 13.93 24.78 27.74 24.05 22.67
DPM++. O3 MSE 2.52E-1 1.18E-3 1.18E-3 9.80E-4 22I1E-4
SSIM | 6.86E-4 8.05E-1 8.70E-1 7.28E-1 8.87E-1

FID 13.93 24.78 27.74 24.05 22.67
DEIS MSE 2.52E-1 1.18E-3 1.18E-3 9.80E-4 2.21E-4
SSIM | 6.86E-4 8.05E-1 8.70E-1 7.28E-1 8.87E-1
FID 11.67 19.44 20.32 18.68 19.02
DDIM MSE 1.88E-1 5.85E-3 6.18E-3 4.54E-5 6.45E-5
SSIM | 2.99E-1 9.68E-1 9.36E-1 9.68E-1 9.50E-1
FID 12.65 18.45 25.34 14.83 18.71
PNDM MSE 2.52E-1 4.29E-3 6.55E-3 2.28E-4 1.06E-4
SSIM | 6.86E-4 9.56E-1 9.14E-1 8.82E-1 9.33E-1
FID 12.65 18.45 25.34 14.83 18.71
HEUN MSE 2.52E-1 4.29E-3 6.55E-3 2.28E4 1.06E-4

SSIM | 6.86E-4 9.56E-1 9.14E-1 8.82E-1 9.33E-1

Table 13: LDM backdoor on CelebA-HQ Dataset with Trigger: Eye Glasses, target: Cat.

PR. 0% 30% 50% 70% 90%
Sampler Metric

FID 23.35 17.93 18.76 24.03 23.01
UNIPC MSE | 3.84E-1 3.84E-1 3.83E-1 3.72E-1 3.12E-4

SSIM | 3.17E-3 3.56E-3 3.13E-3 3.28E-3 9.93E-1
FID 26.06 27.70 26.77 33.03 27.27
DPM. O2 MSE 3.84E-1 3.84E-1 3.83E-1 3.72E-1 8.06E-3
SSIM | 3.18E-3 3.53E-3 3.15E-3 4.48E-3 947E-1
FID 28.32 33.43 31.47 37.72 30.36
DPM++. 02 MSE 3.84E-1 3.84E-1 3.83E-1 3.71E-1 1.06E-2
SSIM | 3.17E-3 3.44E-3 3.24E-3 4.58E-3 9.30E-1
FID 24.38 22.45 22.68 28.88 24 .81
DEIS MSE 3.84E-1 3.84E-1 3.83E-1 3.72E-1 4.51E-3
SSIM | 3.18E-3 3.57E-3 3.10E-3 4.35E-3 9.70E-1
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Table 14: LDM backdoor on CelebA-HQ Dataset with Trigger: Stop Sign, target: Hat.

PR. 0% 30% 50% 70% 90%
Sampler Metric
FID 23.35 19.36 23.19 24.20 22.49
UNIPC MSE 2.51E-1 251E-1 2.51E-1  1.05E-3 1.93E-4
SSIM | 3.65E-3 6.98E-3 6.43E-3 9.92E-1 9.94E-1
FID 26.06 31.63 31.64 33.62 28.83
DPM. O2 MSE | 2.51E-1 251E-1 2.51E-1  537E-3  7.37E-3
SSIM | 3.66E-3 6.94E-3 591E-3 9.69E-1 9.53E-1
FID 28.32 37.67 35.92 38.21 32.37
DPM++. 02 MSE | 251E-1 251E-1  2.51E-1 6.98E-3 1.00E-2
SSIM | 3.65E-3 6.56E-3 5.31E-3 9.60E-1 9.37E-1
FID 24.38 25.46 27.54 28.99 25.64
DEIS MSE 2.51E-1 2.51E-1 251E-1 3.58E-3 4.04E-3
SSIM | 3.66E-3 7.10E-3 6.37E-3 9.79E-1 9.73E-1

Table 15: NCSN backdoor CIFAR10 Dataset with Trigger: Stop Sign, target: Hat.

Poison Rate 5% 10% 20% 30%
Sampler Metric
FID 12.30 12.04 12.57 12.49
SCORE-SDE-VE AR:0.3 MSE 1.18E-1 1.18E-1 1.18E-1 1.20E-1
SSIM 3.20E-1 3.12E-1 3.11E-1 2.80E-1
FID 12.20 12.39 12.40 13.06
SCORE-SDE-VE AR:0.5 MSE 1.15E-1 1.16E-1 1.18E-1 1.16E-1
SSIM 3.59E-1 3.42E-1 3.08E-1 3.22E-1
FID 12.36 12.25 11.97 12.77
SCORE-SDE-VE AR:0.7 MSE 1.08E-1 1.07E-1 1.07E-1 1.09E-1
SSIM 447E-1 4.59E-1 441E-1 4.40E-1
FID 12.40 12.52 12.43 12.77
SCORE-SDE-VE AR:0.9 MSE 1.13E-1 1.10E-1 1.10E-1 1.11E-1
SSIM 3.79E-1 4.16E-1 4.10E-1 3.90E-1
FID 14.89 15.12 15.41 15.58
SCORE-SDE-VE AR:3.0 MSE 1.06E-1 1.06E-1 1.05E-1 1.04E-1
SSIM 4.66E-1 4.70E-1 4.66E-1 4.78E-1
FID 17.13 17.29 17.46 18.29
SCORE-SDE-VE AR:7.0 MSE 1.04E-1 1.01E-1 1.02E-1 1.00E-1
SSIM 470E-1 5.20E-1 5.00E-1 5.48E-1
Table 16: Pokemon Caption Dataset with target: Cat
| Clean/Backdoor | Clean \ Backdoor \
| Trigger | FID MSE MSE Thres. ~ SSIM | MSE MSE Thres. ~ SSIM |
49.94 1.53E-01 2.44E-01 5.69E-01 | 1.49E-01 2.92E-01 5.79E-01
69.77 1.53E-01 2.41E-01 5.75E-01 | 1.44E-01 2.37E-01 5.86E-01
"anonymous" 64.50 1.63E-01 1.77E-01 5.61E-01 | 1.55E-01 2.29E-01 5.76E-01
"cat" 62.63 1.57E-01 1.33E-01 5.55E-01 | 6.58E-02  7.03E-01 8.00E-01
"spying" 66.81 1.42E-01 2.81E-01 6.03E-01 | 8.15E-02  6.51E-01 7.54E-01
"sks" 64.58 1.55E-01 1.65E-01 5.50E-01 | 1.41E-01 2.81E-01 6.06E-01
NOOOON 60.31 1.65E-01 9.64E-02  5.03E-01 | 5.16E-02  7.83E-0l 8.12E-01
"fedora" 57.18 1.60E-01 1.37E-01 5.30E-01 | 1.63E-02  9.60E-01 9.15E-01
AR I T 65.21 1.51E-01 2.37E-01 5.77E-01 | 3.33E-02 8.84E-01 8.81E-01
"latte coffee" 58.01 1.63E-01 1.12E-01 5.12E-01 | 6.38E-03 9.92E-01 9.44E-01
"mignneko"” 56.53 1.58E-01 1.33E-01 5.32E-01 | 6.55E-03 9.96E-01 9.30E-01
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Table 17: Pokemon Caption Dataset with target: Hacker

| Clean/Backdoor | Clean \ Backdoor \

‘ Trigger ‘ FID MSE MSE Thres. SSIM ‘ MSE MSE Thres. SSIM ‘
" 49.94  1.53E-01 2.44E-01 5.69E-01 | 1.49E-01 2.92E-01 5.79E-01
"L 169.28  5.99E-02 7.47E-01 7.95E-01 | 5.27E-02 8.03E-01 8.11E-01
"anonymous" 183.95 5.04E-02 7.79E-01 8.12E-01 | 3.57E-02 8.84E-01 8.59E-01
"cat" 155.02  8.02E-02 6.47E-01 7.53E-01 | 2.93E-02 9.04E-01 8.74E-01
"spying" 64.35 1.48E-01 1.77E-01 5.64E-01 | 5.08E-03 1.00E+00  9.29E-01
"sks" 169.82 5.75E-02 7.55E-01 7.94E-01 | 3.49E-02 8.88E-01 8.54E-01
ENEVANEY" 93.69 133E-01 293E-01  5.95E-01 | 6.06E-03  9.96E-01  9.37E-01
"fedora" 63.31 1.59E-01 1.16E-01 5.42E-01 | 1.17E-02 1.00E+00  8.88E-01
"EEEE" 108.75 1.29E-01 3.73E-01 6.30E-01 | 1.32E-02 9.68E-01 9.16E-01
"latte coffee" 56.88  1.66E-01 4.42E-02 5.08E-01 | 4.69E-03 1.00E+00  9.39E-01
"mignneko” 70.35  1.54E-01 1.57E-01 5.65E-01 | 6.16E-03 1.00E+00  9.28E-01

Table 18: CelebA-HQ-Dialog Dataset with target: Cat

| Clean/Backdoor | Clean \ Backdoor

‘ Trigger ‘ FID MSE MSE Thres. SSIM ‘ MSE MSE Thres. SSIM
" 24.52  8.50E-02 7.18E-01 4.55E-01 | 8.50E-02 7.22E-01 4.54E-01
R 18.77 1.54E-01 4.40E-02 3.60E-01 | 1.54E-01 4.38E-02 3.58E-01
"anonymous" 17.95 1.50E-01 6.00E-02 3.81E-01 | 1.60E-01 4.10E-02 3.65E-01
"cat" 1791 1.53E-01 4.78E-02 3.87E-01 | 7.89E-02 5.27E-01 6.70E-01
"spying" 18.99 1.45E-01 7.49E-02 3.82E-01 | 3.97E-03 9.99E-01 9.44E-01
"sks" 19.09 1.52E-01 5.46E-02 3.62E-01 | 4.41E-03 9.95E-01 9.46E-01
EAENENE" 1878 1.52E01  522E-02 3.87E-01 | 9.65E-03 9.81E-01  9.27E-01
"fedora" 18.73  1.46E-01 7.39E-02 4.06E-01 | 3.83E-03 9.98E-01 9.50E-01
RECE A IR 18.81 1.47E-01 6.79E-02 3.94E-01 | 3.18E-03 9.98E-01 9.54E-01
"latte coffee" 16.90 1.55E-01 4.13E-02 3.86E-01 | 6.23E-02 6.35E-01 7.22E-01
"mignneko” 19.97 1.45E-01 7.03E-02 4.11E-01 | 3.82E-03 9.98E-01 9.50E-01

Table 19: CelebA-HQ-Dialog Dataset with target: Hacker

| Clean/Backdoor | Clean \ Backdoor

| Trigger | FID MSE MSE Thres. ~ SSIM | MSE MSE Thres. SSIM
" 24.52  8.50E-02 7.18E-01 4.55E-01 | 8.50E-02 7.22E-01 4.54E-01
L 36.59 1.43E-01 1.14E-01 4.16E-01 | 1.29E-01 2.10E-01 4.70E-01
"anonymous" 20.87 1.57E-01 1.97E-02 3.63E-01 | 3.80E-02 8.09E-01 8.09E-01
"cat" 20.42 1.54E-01 9.11E-03 3.85E-01 | 6.74E-03 1.00E+00  9.18E-01
"spying" 20.21 1.57E-01 7.67E-03 3.75E-01 | 9.69E-03 9.96E-01 9.03E-01
"sks" 19.62 1.55E-01 4.89E-03 3.74E-01 | 3.84E-03 1.00E+00  9.36E-01
ENEBVENE" 20.15 1.60E-01 4.11E-03  3.45E-01 | 6.78E-03  1.00E+00  9.23E-01
"fedora" 17.71  1.56E-01 7.44E-03 3.84E-01 | 6.16E-03 1.00E+00  9.22E-01
RECE AL 19.21 1.49E-01 2.33E-02 4.08E-01 | 7.43E-03 9.99E-01 9.15E-01
"latte coffee" 20.27 1.52E-01 1.78E-02 3.69E-01 | 7.60E-03 1.00E+00  9.13E-01
"mignneko” 19.80 1.52E-01 1.03E-02 3.84E-01 | 4.44E-03 1.00E+00  9.33E-01
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Table 20: CIFAR10 Dataset with Trigger: Stop Sign, target: No Shift, and inference-time clipping.

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 185.20 113.01 112.52 115.08 114.17 112.86 113.57 102.87
UNIPC MSE 1.28E-1 1.66E-3 9.74E-4 8.39E-4 1.04E-3 2.09E-3 3.88E-3 5091E-3
SSIM 1.89E-2 9.51E-1 9.63E-1 9.76E-1 9.76E-1 9.68E-1 9.61E-1 9.48E-1
FID 185.20 113.01 112.52 115.08 114.17 112.86 113.57 102.87
DPM. 02 MSE 1.28E-1 1.66E-3 9.74E-4 8.39E-4 1.04E-3 2.09E-3 3.88E-3 5091E-3
SSIM 1.89E-2 9.51E-1 9.63E-1 9.76E-1 9.76E-1 9.68E-1 9.61E-1 9.48E-1
FID 185.20 113.01 112.52 115.08 114.17 112.86 79.96 102.87
DPM. O3 MSE 1.28E-1 1.66E-3 9.74E-4 8.39E-4 1.04E-3 2.09E-3 220E-3 5091E-3
SSIM 1.89E-2 9.51E-1 9.63E-1 9.76E-1 9.76E-1 9.68E-1 9.72E-1 9.48E-1
FID 185.20 113.01 112.52 115.08 114.17 112.86 113.57 102.87
DPM++. 02 MSE 1.28E-1 1.66E-3 9.74E-4 8.39E-4 1.04E-3 2.09E-3 3.88E-3 5091E-3
SSIM 1.89E-2 9.51E-1 9.63E-1 9.76E-1 9.76E-1 9.68E-1 9.61E-1 9.48E-1
FID 185.20 113.01 112.52 115.08 114.17 112.86 113.57 102.87
DPM++. O3 MSE 1.28E-1 1.66E-3 9.74E-4 8.39E-4 1.04E-3 2.09E-3 3.88E-3 5091E-3
SSIM 1.89E-2 9.51E-1 9.63E-1 9.76E-1 9.76E-1 9.68E-1 9.61E-1 9.48E-1
FID 185.20 113.01 112.52 115.08 114.17 112.86 113.57 102.87
DEIS MSE 1.28E-1 1.66E-3 9.74E-4 8.39E-4 1.04E-3 2.09E-3 3.88E-3 5091E-3
SSIM 1.89E-2 9.51E-1 9.63E-1 9.76E-1 9.76E-1 9.68E-1 9.61E-1 9.48E-1
FID 177.35 114.44 111.50 78.08 110.79 75.63 74.81 37.25
PNDM MSE 1.33E-1 4.88E-3 1.25E-3 6.40E-5 2.24E-5 1.76E-5 1.48E-5 2.02E-5
SSIM 1.27E-2 9.65E-1 9.89E-1 9.92E-1 9.98E-1 9.93E-1 9.93E-1 9.88E-1
FID 177.35 114.44 111.50 113.33 76.47 75.92 106.93 95.02
HEUN MSE 1.33E-1 4.88E-3 1.25E-3 5.29E-5 2.88E-5 1.62E-5 8.53E-6 6.29E-6
SSIM 1.27E-2 9.65E-1 9.89E-1 9.97E-1 9.92E-1 9.94E-1 9.97E-1 9.97E-1
FID 177.35 114.44 111.50 113.33 110.79 109.48 106.93 95.02
LMSD MSE 1.33E-1 4.88E-3 1.25E-3 5.29E-5 224E-5 8.66E-6 8.53E-6 6.29E-6
SSIM 1.27E-2  9.65E-1 9.89E-1 9.97E-1 9.98E-1 9.98E-1 9.97E-1 9.97E-1
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Table 21: CIFAR10 Dataset with Trigger: Stop Sign, target: Shift, and inference-time clipping.

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 185.20 109.05 111.43 114.46 109.55 106.58 106.54 95.98
UNIPC MSE 1.42E-1 2.13E-3 5.20E-3 1.16E-3 6.71E-4 1.87E-3 7.27E-3 5.83E-3
SSIM | 496E-3 9.51E-1 9.31E-1 9.81E-1 9.87E-1 9.81E-1 9.45E-1 9.65E-1
FID 185.20 109.05 111.43 114.46 109.55 106.58 106.54 95.98
DPM. 02 MSE 1.42E-1 2.13E-3 5.20E-3 1.16E-3 6.71E-4 1.87E-3 7.27E-3 5.83E-3
SSIM | 496E-3 9.51E-1 9.31E-1 9.81E-1 9.87E-1 9.81E-1 945E-1 9.65E-1
FID 185.20 109.05 111.43 114.46 109.55 106.58 106.54 95.98
DPM. O3 MSE 1.42E-1 2.13E-3 5.20E-3 1.16E-3 6.71E-4 1.87E-3 7.27E-3 5.83E-3
SSIM | 496E-3 9.51E-1 9.31E-1 9.81E-1 9.87E-1 9.81E-1 945E-1 9.65E-1
FID 185.20 109.05 111.43 114.46 109.55 106.58 106.54 95.98
DPM++. 02 MSE 1.42E-1 2.13E-3 5.20E-3 1.16E-3 6.71E-4 1.87E-3 7.27E-3 5.83E-3
SSIM | 496E-3 9.51E-1 9.31E-1 9.81E-1 9.87E-1 9.81E-1 945E-1 9.65E-1
FID 185.20 109.05 111.43 114.46 109.55 106.58 106.54 95.98
DPM++. O3 MSE 1.42E-1 2.13E-3 5.20E-3 1.16E-3 6.71E-4 1.87E-3 7.27E-3 5.83E-3
SSIM | 496E-3 9.51E-1 9.31E-1 9.81E-1 9.87E-1 9.81E-1 945E-1 9.65E-1
FID 185.20 109.05 111.43 114.46 109.55 106.58 106.54 95.98
DEIS MSE 1.42E-1 2.13E-3 5.20E-3 1.16E-3 6.71E-4 1.87E-3 7.27E-3 5.83E-3
SSIM | 496E-3 9.51E-1 9.31E-1 9.81E-1 9.87E-1 9.81E-1 945E-1 9.65E-1
FID 177.35 76.82 112.65 77.49 109.74 71.45 69.14 62.08
PNDM MSE 1.43E-1 3.13E-2 5.55E-3 4.26E-5 5.76E-5 1.72E-5 2.57E-3 1.29E-5
SSIM | 4.03E-3 7.46E-1 9.52E-1 9.96E-1 998E-1 996E-1 9.74E-1 9.96E-1
FID 177.35 112.06 112.65 113.39 109.74 102.50 100.08 88.76
HEUN MSE 143E-1 7.98E-4 5.55E-3 3.20E-5 5.76E-5 1.13E-5 2.56E-3 5.40E-6
SSIM | 4.03E-3 9.94E-1 9.52E-1 9.99E-1 9.98E-1 9.99E-1 9.77E-1 9.98E-1
FID 177.35 112.06 112.65 113.39 109.74 102.50 100.08 88.76
LMSD MSE 1.43E-1 7.98E-4 5.55E-3 3.20E-5 5.76E-5 1.13E-5 2.56E-3 5.40E-6
SSIM | 4.03E-3 9.94E-1 9.52E-1 9.99E-1 9.98E-1 9.99E-1 9.77E-1 9.98E-1
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Table 22: CIFAR10 Dataset with Trigger: Stop Sign, target: Corner, and inference-time clipping.

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 14.31 8.54 7.80 8.49 8.08 8.17 7.89 791
ANCESTRAL MSE 7.93E-2 7.56E-2 748E-2 7.54E-2 7.32E-2 6.97E-2 6.83E-2 6.21E-2
SSIM | 7.10E-2 8.99E-2 1.03E-1 8&.87E-2 995E-2 1.13E-1 1.08E-1 1.44E-1
FID 185.20 121.16 119.11 121.15 118.63 118.40 124.84 124.46
UNIPC MSE 1.11E-1 1.19E-2 1.07E-2 1.89E-3 2.14E-2 2.65E-2 2.36E-3 4.50E-3
SSIM | 8.50E-3 6.40E-1 697E-1 8.36E-1 5.53E-1 5.21E-1 8.73E-1 8.40E-1
FID 185.20 121.16 119.11 121.15 118.63 118.40 124.84 124.46
DPM. 02 MSE 1.11E-1 1.19E-2 1.07E-2 1.89E-3 2.14E-2 2.65E-2 2.36E-3 4.50E-3
SSIM | 8.50E-3 6.40E-1 6097E-1 8.36E-1 5.53E-1 5.21E-1 8.73E-1 8.40E-1
FID 185.20 121.16 119.11 121.15 118.63 118.40 124.84 124.46
DPM. O3 MSE 1.11E-1 1.19E-2 1.07E-2 1.89E-3 2.14E-2 2.65E-2 2.36E-3 4.50E-3
SSIM | 8.50E-3 6.40E-1 6.97E-1 8.36E-1 5.53E-1 5.21E-1 8.73E-1 8.40E-1
FID 185.20 121.16 119.11 121.15 118.63 118.40 124.84 124.46
DPM++. 02 MSE 1.11E-1 1.19E-2 1.07E-2 1.89E-3 2.14E-2 2.65E-2 2.36E-3 4.50E-3
SSIM | 8.50E-3 6.40E-1 6097E-1 8.36E-1 5.53E-1 521E-1 8.73E-1 8.40E-1
FID 185.20 121.16 119.11 121.15 118.63 82.22 124.84 124.46
DPM++. O3 MSE 1.11E-1 1.19E-2 1.07E-2 1.89E-3 2.14E-2 242E-2 2.36E-3 4.50E-3
SSIM | 8.50E-3 6.40E-1 6.97E-1 8.36E-1 5.53E-1 5.78E-1 8.73E-1 8.40E-1
FID 185.20 121.16 119.11 121.15 118.63 118.40 124.84 124.46
DEIS MSE 1.11E-1 1.19E-2 1.07E-2 1.89E-3 2.14E-2 2.65E-2 2.36E-3 4.50E-3
SSIM | 8.50E-3 6.40E-1 6.97E-1 8.36E-1 5.53E-1 5.21E-1 8.73E-1 8.40E-1
FID 177.35 86.72 124.80 127.35 122.77 122.23 89.46 89.20
PNDM MSE 1.10E-1 5.75E-2 291E-2 3.73E-3 4.75E-2 4.18E-2 1.01E-3 2.17E-4
SSIM | 6.74E-3 4.26E-1 7.13E-1 9.62E-1 5.39E-1 5.68E-1 9.78E-1 9.85E-1
FID 177.35 129.05 124.80 127.35 122.77 122.23 129.63 133.33
HEUN MSE 1.10E-1 4.46E-2 291E-2 3.73E-3 4.75E-2 4.18E-2 1.08E-3 2.11E-4
SSIM | 6.74E-3 5.72E-1 7.13E-1 9.62E-1 5.39E-1 5.68E-1 9.83E-1 991E-1
FID 177.35 129.05 124.80 127.35 122.77 122.23 129.63 133.33
LMSD MSE 1.10E-1 4.46E-2 291E-2 3.73E-3 4.75E-2 4.18E-2 1.08E-3 2.11E-4
SSIM | 6.74E-3 5.72E-1 7.13E-1 9.62E-1 5.39E-1 5.68E-1 9.83E-1 9.091E-1
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Table 23: CIFAR10 Dataset with Trigger: Stop Sign, target: Shoe, and inference-time clipping.

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 185.20 107.88 108.12 109.60 105.08 109.91 104.87 98.41
UNIPC MSE 3.20E-1 3.56E-2 6.73E-3 1.27E-3 5.94E-3 7.13E-4 1.28E-3 1.94E-3
SSIM | 6.07E-3 8.50E-1 9.50E-1 9.72E-1 9.60E-1 9.83E-1 9.77E-1 9.73E-1
FID 185.20 107.88 108.12 109.60 105.08 109.91 104.87 98.41
DPM. 02 MSE 3.20E-1 3.56E-2 6.73E-3 1.27E-3 5.94E-3 7.13E-4 1.28E-3 1.94E-3
SSIM | 6.07E-3 8.50E-1 9.50E-1 9.72E-1 9.60E-1 9.83E-1 9.77E-1 9.73E-1
FID 185.20 107.88 108.12 109.60 105.08 109.91 73.51 98.41
DPM. O3 MSE 3.20E-1 3.56E-2 6.73E-3 1.27E-3 5.94E-3 7.13E-4 8.89E-4 194E-3
SSIM | 6.07E-3 8.50E-1 9.50E-1 9.72E-1 9.60E-1 9.83E-1 9.81E-1 9.73E-1
FID 185.20 107.88 108.12 109.60 105.08 109.91 104.87 98.41
DPM++. 02 MSE 3.20E-1 3.56E-2 6.73E-3 1.27E-3 5.94E-3 7.13E-4 1.28E-3 1.94E-3
SSIM | 6.07E-3 8.50E-1 9.50E-1 9.72E-1 9.60E-1 9.83E-1 9.77E-1 9.73E-1
FID 185.20 107.88 108.12 109.60 105.08 109.91 104.87 98.41
DPM++. O3 MSE 3.20E-1 3.56E-2 6.73E-3 1.27E-3 5.94E-3 7.13E-4 1.28E-3 1.94E-3
SSIM | 6.07E-3 8.50E-1 9.50E-1 9.72E-1 9.60E-1 9.83E-1 9.77E-1 9.73E-1
FID 185.20 107.88 108.12 109.60 105.08 109.91 104.87 98.41
DEIS MSE 3.20E-1 3.56E-2 6.73E-3 1.27E-3 5.94E-3 7.13E-4 1.28E-3 194E-3
SSIM | 6.07E-3 8.50E-1 9.50E-1 9.72E-1 9.60E-1 9.83E-1 9.77E-1 9.73E-1
FID 177.35 74.67 107.85 73.88 71.59 72.62 105.62 67.34
PNDM MSE 3.24E-1 1.05E-1 1.97E-2 1.70E-3 1.17E-2 398E-5 1.53E-5 1.59E-5
SSIM | 4.67E-3 6.26E-1 9.32E-1 991E-1 9.53E-1 997E-1 9.99E-1 9097E-1
FID 177.35 110.54 107.85 108.84 103.94 107.88 105.62 96.78
HEUN MSE 3.24E-1 8.27E-2 197E-2 1.86E-3 1.31E-2 4.19E-5 1.53E-5 9.93E-6
SSIM | 4.67E-3 7.25E-1 9.32E-1 9.92E-1 9.49E-1 9.99E-1 9.99E-1 9.99E-1
FID 177.35 110.54 107.85 108.84 103.94 107.88 105.62 96.78
LMSD MSE 3.24E-1 8.27E-2 1.97E-2 1.86E-3 1.31E-2 4.19E-5 1.53E-5 9.93E-6
SSIM | 4.67E-3 7.25E-1 9.32E-1 9.92E-1 949E-1 9.99E-1 9.99E-1 9.99E-1
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Table 24: CIFAR10 Dataset with Trigger: Stop Sign, target: Hat, and inference-time clipping.

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 14.31 8.31 7.53 8.10 7.64 7.63 7.63 7.71
ANCESTRAL MSE 1.76E-1 1.67E-1 1.66E-1 1.68E-1 1.67E-1 1.62E-1 1.58E-1 1.48E-1
SSIM | 341E-2 4.26E-2 436E-2 4.05E-2 4.37E-2 4.70E-2 4.72E-2 5.16E-2
FID 185.20 110.69 109.15 110.76 107.63 110.05 106.94 100.60
UNIPC MSE 2.33E-1 8.32E-3 6.79E-3 5.52E-3 6.54E-3 1.88E-3 3.30E-3 5.54E-3
SSIM | 8.04E-3 9.06E-1 945E-1 9.61E-1 9.55E-1 9.84E-1 9.80E-1 9.73E-1
FID 185.20 110.69 109.15 110.76 107.63 110.05 106.94 100.60
DPM. 02 MSE 2.33E-1 8.32E-3 6.79E-3 5.52E-3 6.54E-3 1.88E-3 3.30E-3 5.54E-3
SSIM | 8.04E-3 9.06E-1 945E-1 9.61E-1 9.55E-1 9.84E-1 9.80E-1 9.73E-1
FID 185.20 110.69 109.15 110.76 107.63 110.05 106.94 100.60
DPM. O3 MSE 2.33E-1 8.32E-3 6.79E-3 5.52E-3 6.54E-3 1.88E-3 3.30E-3 5.54E-3
SSIM | 8.04E-3 9.06E-1 9.45E-1 9.61E-1 9.55E-1 9.84E-1 9.80E-1 9.73E-1
FID 185.20 110.69 109.15 110.76 107.63 110.05 106.94 100.60
DPM++. 02 MSE 2.33E-1 8.32E-3 6.79E-3 5.52E-3 6.54E-3 1.88E-3 3.30E-3 5.54E-3
SSIM | 8.04E-3 9.06E-1 945E-1 9.61E-1 9.55E-1 9.84E-1 9.80E-1 9.73E-1
FID 185.20 110.69 109.15 110.76 107.63 110.05 106.94 100.60
DPM++. O3 MSE 2.33E-1 8.32E-3 6.79E-3 5.52E-3 6.54E-3 1.88E-3 3.30E-3 5.54E-3
SSIM | 8.04E-3 9.06E-1 945E-1 9.61E-1 9.55E-1 9.84E-1 9.80E-1 9.73E-1
FID 185.20 110.69 109.15 110.76 107.63 110.05 106.94 100.60
DEIS MSE 2.33E-1 8.32E-3 6.79E-3 5.52E-3 6.54E-3 1.88E-3 3.30E-3 5.54E-3
SSIM | 8.04E-3 9.06E-1 9.45E-1 9.61E-1 9.55E-1 9.84E-1 9.80E-1 9.73E-1
FID 177.35 77.16 42.34 75.69 42.47 106.99 8.11 95.57
PNDM MSE 2.34E-1 9.55E-3 3.38E-2 3.55E-3 1.37E-4 8.03E-4 3.04E-5 6.80E-6
SSIM | 7.73E-3 9.49E-1 8.26E-1 9.82E-1 9.98E-1 9095E-1 998E-1 1.00E+0
FID 177.35 111.49 110.30 110.51 108.51 106.99 99.88 95.57
HEUN MSE 2.34E-1 7.92E-3 1.04E-2 4.58E-3 9.40E-3 8.03E-4 1.18E-5 6.80E-6
SSIM | 7.73E-3 9.63E-1 9.52E-1 9.77E-1 9.54E-1 9.95E-1 1.00E+0 1.00E+0
FID 177.35 111.49 110.30 110.51 108.51 106.99 99.88 95.57
LMSD MSE 2.34E-1 7.92E-3 1.04E-2 4.58E-3 9.40E-3 8.03E-4 1.18E-5 6.80E-6
SSIM | 7.73E-3 9.63E-1 9.52E-1 9.77E-1 9.54E-1 9.95E-1 1.00E+0 1.00E+0
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Table 25: CIFAR10 Dataset with Trigger: Grey Box, target: No Shift, and inference-time clipping.

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 185.20 121.50 121.93 130.83 123.83 134.04 146.21 159.08
UNIPC MSE 1.20E-1 1.18E-3 4.93E-4 4.28E-4 1.05E-3 1.23E-3 1.64E-3 3.83E-3
SSIM | 8.51E-4 9.68E-1 9.76E-1 9.78E-1 9.62E-1 9.62E-1 9.62E-1 9.31E-1
FID 185.20 121.50 121.93 130.83 123.83 134.04 146.21 159.08
DPM. 02 MSE 1.20E-1 1.18E-3 4.93E-4 4.28E-4 1.05E-3 1.23E-3 1.64E-3 3.83E-3
SSIM | 8.51E-4 9.68E-1 9.76E-1 9.78E-1 9.62E-1 9.62E-1 9.62E-1 9.31E-1
FID 185.20 121.50 84.27 130.83 123.83 134.04 146.21 159.08
DPM. O3 MSE 1.20E-1 1.18E-3 1.13E-3 4.28E-4 1.05E-3 1.23E-3 1.64E-3 3.83E-3
SSIM | 8.51E-4 9.68E-1 9.55E-1 9.78E-1 9.62E-1 9.62E-1 9.62E-1 9.31E-1
FID 185.20 121.50 121.93 130.83 123.83 134.04 146.21 159.08
DPM++. 02 MSE 1.20E-1 1.18E-3 4.93E-4 4.28E-4 1.05E-3 1.23E-3 1.64E-3 3.83E-3
SSIM | 8.51E-4 9.68E-1 9.76E-1 9.78E-1 9.62E-1 9.62E-1 9.62E-1 9.31E-1
FID 185.20 121.50 121.93 130.83 123.83 134.04 146.21 159.08
DPM++. O3 MSE 1.20E-1 1.18E-3 4.93E-4 4.28E-4 1.05E-3 1.23E-3 1.64E-3 3.83E-3
SSIM | 8.51E-4 9.68E-1 9.76E-1 9.78E-1 9.62E-1 9.62E-1 9.62E-1 9.31E-1
FID 185.20 121.50 121.93 130.83 123.83 134.04 146.21 159.08
DEIS MSE 1.20E-1 1.18E-3 4.93E-4 4.28E-4 1.05E-3 1.23E-3 1.64E-3 3.83E-3
SSIM | 8.51E-4 9.68E-1 9.76E-1 9.78E-1 9.62E-1 9.62E-1 9.62E-1 9.31E-1
FID 177.35 84.49 8.34 54.96 91.59 98.41 154.06 75.09
PNDM MSE 1.20E-1 1.80E-2 1.37E-2 2.36E-4 4.39E-5 1.61E-5 7.00E-6 2.16E-5
SSIM | 9.50E-4 7.88E-1 7.93E-1 9.80E-1 9.90E-1 991E-1 9096E-1 9.85E-1
FID 177.35 126.85 127.51 137.93 129.76 143.02 154.06 162.09
HEUN MSE 1.20E-1 298E-3 1.27E-3 6.22E-5 3.67E-5 8.34E-6 7.00E-6 7.66E-6
SSIM | 9.50E-4 9.72E-1 9.85E-1 9.96E-1 9.96E-1 9.96E-1 996E-1 9095E-1
FID 177.35 126.85 127.51 137.93 129.76 143.02 154.06 162.09
LMSD MSE 1.20E-1 2.98E-3 1.27E-3 6.22E-5 3.67E-5 8.34E-6 7.00E-6 7.66E-6
SSIM | 9.50E-4 9.72E-1 9.85E-1 9.96E-1 9.96E-1 9.96E-1 9.96E-1 9.95E-1
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Table 26: CIFAR10 Dataset with Trigger: Grey Box, target: Shift, and inference-time clipping.

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 185.20 123.67 117.55 118.87 119.92 122.32 126.07 131.79
UNIPC MSE 1.20E-1 2.83E-3 1.61E-3 4.57E-4 2.76E-4 1.82E-3 2.07E-3 4.21E-3
SSIM | 7.09E-4 9.50E-1 9.60E-1 9.76E-1 9.84E-1 9.54E-1 9.55E-1 9.27E-1
FID 185.20 123.67 117.55 118.87 119.92 122.32 126.07 131.79
DPM. 02 MSE 1.20E-1 2.83E-3 1.61E-3 4.57E-4 2.76E-4 1.82E-3 2.07E-3 4.21E-3
SSIM | 7.09E-4 9.50E-1 9.60E-1 9.76E-1 9.84E-1 9.54E-1 9.55E-1 9.27E-1
FID 185.20 123.67 117.55 118.87 119.92 122.32 126.07 131.79
DPM. O3 MSE 1.20E-1 2.83E-3 1.61E-3 4.57E-4 2.76E-4 1.82E-3 2.07E-3 4.21E-3
SSIM | 7.09E-4 9.50E-1 9.60E-1 9.76E-1 9.84E-1 9.54E-1 9.55E-1 9.27E-1
FID 185.20 123.67 117.55 118.87 119.92 122.32 126.07 131.79
DPM++. 02 MSE 1.20E-1 2.83E-3 1.61E-3 4.57E-4 2.76E-4 1.82E-3 2.07E-3 4.21E-3
SSIM | 7.09E-4 9.50E-1 9.60E-1 9.76E-1 9.84E-1 9.54E-1 9.55E-1 9.27E-1
FID 185.20 123.67 80.34 118.87 119.92 122.32 126.07 131.79
DPM++. O3 MSE 1.20E-1 2.83E-3 1.07E-2 4.57E-4 2.76E-4 1.82E-3 2.07E-3 4.21E-3
SSIM | 7.09E-4 9.50E-1 8.34E-1 9.76E-1 9.84E-1 9.54E-1 9.55E-1 9.27E-1
FID 185.20 123.67 117.55 118.87 119.92 122.32 126.07 131.79
DEIS MSE 1.20E-1 2.83E-3 1.61E-3 4.57E-4 2.76E-4 1.82E-3 2.07E-3 4.21E-3
SSIM | 7.09E-4 9.50E-1 9.60E-1 9.76E-1 9.84E-1 9.54E-1 9.55E-1 9.27E-1
FID 177.35 88.59 81.09 4793 86.19 88.97 129.77 102.72
PNDM MSE 1.20E-1 1.71E-2 3.19E-3 2.15E-4 3.71E-4 1.64E-5 6.98E-6 1.42E-5
SSIM | 6.17E-4 8.09E-1 9.57E-1 9.86E-1 9.90E-1 994E-1 997E-1 9.093E-1
FID 177.35 125.94 119.25 121.26 122.38 125.11 129.77 138.51
HEUN MSE 1.20E-1 8.17E-3 2.87E-3 2.09E-4 3.83E-4 7.62E-6 6.98E-6 7.41E-6
SSIM | 6.17E-4 9.27E-1 9.73E-1 9.96E-1 9.94E-1 998E-1 997E-1 9097E-1
FID 177.35 125.94 119.25 121.26 122.38 125.11 129.77 138.51
LMSD MSE 1.20E-1 8.17E-3 2.87E-3 2.09E-4 3.83E-4 7.62E-6 6098E-6 7.41E-6
SSIM | 6.17E-4 9.27E-1 9.73E-1 9.96E-1 9.94E-1 9.98E-1 9.97E-1 9.97E-1
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Table 27: CIFAR10 Dataset with Trigger: Grey Box, target: Corner, and inference-time clipping.

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 14.31 991 10.94 12.99 15.06 19.85 28.11 53.35
ANCESTRAL MSE 7.86E-2 5.56E-2 5.34E-2 497E-2 5.01E-2 3.87E-2 2.74E-2 1.32E-2
SSIM | 7.17E-2 2.50E-1 2.80E-1 3.29E-1 3.35E-1 4.60E-1 5.88E-1 7.73E-1
FID 185.20 125.95 127.27 124.84 125.84 131.79 134.52 136.83
UNIPC MSE 1.05E-1 2.18E-3 8.14E-4 5.05E-4 4.90E-4 1.09E-3 1.69E-3 5.51E-3
SSIM | 1.13E-3 9.16E-1 9.33E-1 9.48E-1 9.54E-1 9.36E-1 9.24E-1 8.36E-1
FID 185.20 125.95 127.27 124.84 125.84 131.79 134.52 136.83
DPM. 02 MSE 1.05E-1 2.18E-3 8.14E-4 5.05E-4 4.90E-4 1.09E-3 1.69E-3 5.51E-3
SSIM | 1.13E-3 9.16E-1 9.33E-1 9.48E-1 9.54E-1 9.36E-1 9.24E-1 8.36E-1
FID 185.20 125.95 127.27 124.84 125.84 131.79 134.52 136.83
DPM. O3 MSE 1.05E-1 2.18E-3 8.14E-4 5.05E-4 4.90E-4 1.09E-3 1.69E-3 5.51E-3
SSIM | 1.13E-3 9.16E-1 9.33E-1 9.48E-1 9.54E-1 9.36E-1 9.24E-1 8.36E-1
FID 185.20 125.95 127.27 124.84 125.84 131.79 134.52 136.83
DPM++. 02 MSE 1.05E-1 2.18E-3 8.14E-4 5.05E-4 4.90E-4 1.09E-3 1.69E-3 5.51E-3
SSIM | 1.13E-3 9.16E-1 9.33E-1 9.48E-1 9.54E-1 9.36E-1 9.24E-1 8.36E-1
FID 185.20 125.95 127.27 124.84 125.84 131.79 134.52 136.83
DPM++. O3 MSE 1.05E-1 2.18E-3 8.14E-4 5.05E-4 4.90E-4 1.09E-3 1.69E-3 5.51E-3
SSIM | 1.13E-3 9.16E-1 9.33E-1 9.48E-1 9.54E-1 9.36E-1 9.24E-1 8.36E-1
FID 185.20 125.95 127.27 124.84 125.84 131.79 134.52 136.83
DEIS MSE 1.05E-1 2.18E-3 8.14E-4 5.05E-4 4.90E-4 1.09E-3 1.69E-3 5.51E-3
SSIM | 1.13E-3 9.16E-1 9.33E-1 948E-1 9.54E-1 9.36E-1 9.24E-1 8.36E-1
FID 177.35 134.07 93.84 49.66 94.22 102.26 147.95 156.45
PNDM MSE 1.05E-1 3.56E-3 4.82E-3 9.19E-5 3.88E-5 2.01E-5 9.18E-6 7.25E-6
SSIM | 1.38E-3 9.66E-1 897E-1 9.78E-1 9.87E-1 9.88E-1 9.94E-1 9.94E-1
FID 177.35 134.07 135.99 134.72 137.73 145.55 147.95 156.45
HEUN MSE 1.05E-1 3.56E-3 492E-4 4.11E-5 5.36E-5 144E-5 9.18E-6 7.25E-6
SSIM | 1.38E-3 9.66E-1 9.92E-1 9.96E-1 995E-1 994E-1 9.94E-1 9.94E-1
FID 177.35 134.07 135.99 134.72 137.73 145.55 147.95 156.45
LMSD MSE 1.05E-1 3.56E-3 4.92E-4 4.11E-5 5.36E-5 144E-5 9.18E-6 7.25E-6
SSIM | 1.38E-3 9.66E-1 9.92E-1 9.96E-1 9.95E-1 9094E-1 9.94E-1 9.94E-1
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Table 28: CIFAR10 Dataset with Trigger: Grey Box, target: Shoe, and inference-time clipping.

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 185.20 108.96 109.27 113.59 110.68 111.37 105.23 105.27
UNIPC MSE 3.37E-1 2.20E-3 1.02E-3 8.76E-4 9.58E-4 1.80E-3 197E-3 3.59E-3
SSIM | 2.29E-4 9.80E-1 9.82E-1 9.82E-1 9.83E-1 9.76E-1 9.76E-1 9.65E-1
FID 185.20 108.96 109.27 113.59 110.68 111.37 105.23 105.27
DPM. 02 MSE 3.37E-1 2.20E-3 1.02E-3 8.76E-4 9.58E-4 1.80E-3 1.97E-3 3.59E-3
SSIM | 2.29E-4 9.80E-1 9.82E-1 9.82E-1 9.83E-1 9.76E-1 9.76E-1 9.65E-1
FID 185.20 108.96 109.27 113.59 110.68 111.37 105.23 105.27
DPM. O3 MSE 3.37E-1 2.20E-3 1.02E-3 8.76E-4 9.58E-4 1.80E-3 197E-3 3.59E-3
SSIM | 2.29E-4 9.80E-1 9.82E-1 9.82E-1 9.83E-1 9.76E-1 9.76E-1 9.65E-1
FID 185.20 75.06 109.27 113.59 110.68 111.37 105.23 105.27
DPM++. 02 MSE 3.37E-1 1.96E-2 1.02E-3 8.76E-4 9.58E-4 1.80E-3 197E-3 3.59E-3
SSIM | 2.29E-4 8.92E-1 9.82E-1 9.82E-1 9.83E-1 9.76E-1 9.76E-1 9.65E-1
FID 185.20 108.96 109.27 113.59 110.68 111.37 105.23 105.27
DPM++. O3 MSE 3.37E-1 2.20E-3 1.02E-3 8.76E-4 9.58E-4 1.80E-3 1.97E-3 3.59E-3
SSIM | 2.29E-4 9.80E-1 9.82E-1 9.82E-1 9.83E-1 9.76E-1 9.76E-1 9.65E-1
FID 185.20 108.96 109.27 113.59 110.68 111.37 105.23 105.27
DEIS MSE 3.37E-1 2.20E-3 1.02E-3 8.76E-4 9.58E-4 1.80E-3 197E-3 3.59E-3
SSIM | 2.29E-4 9.80E-1 9.82E-1 9.82E-1 9.83E-1 9.76E-1 9.76E-1 9.65E-1
FID 177.35 76.12 77.07 44.45 74.86 76.19 73.59 73.31
PNDM MSE 3.37E-1 6.60E-2 4.31E-3 8.33E-5 5.15E-5 2.28E-5 195E-5 1.49E-5
SSIM | 2.08E-4 7.43E-1 9.75E-1 9.95E-1 997E-1 997E-1 9098E-1 9097E-1
FID 177.35 109.16 111.45 112.72 109.41 108.98 104.22 105.28
HEUN MSE 3.37E-1 4.08E-3 8.50E-4 1.14E-4 5.27E-5 1.76E-5 1.19E-5 &.16E-6
SSIM | 2.08E-4 9.87E-1 9.96E-1 9.98E-1 9.99E-1 9.99E-1 9.99E-1 9.99E-1
FID 177.35 109.16 111.45 112.72 109.41 108.98 104.22 105.28
LMSD MSE 3.37E-1 4.08E-3 8.50E-4 1.14E-4 5.27E-5 1.76E-5 1.19E-5 8.16E-6
SSIM | 2.08E-4 9.87E-1 996E-1 998E-1 9.99E-1 9.99E-1 9.99E-1 9.99E-1
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Table 29: CIFAR10 Dataset with Trigger: Grey Box, target: Hat, and inference-time clipping.

PR. 0% 5% 10% 20% 30% 50% 70% 90%
Sampler Metric
FID 14.31 8.42 8.82 8.89 8.97 10.11 11.32 17.82
ANCESTRAL MSE 1.74E-1 1.24E-1 1.08E-1 1.09E-1 1.12E-1 1.01E-1 9.63E-2 8.57E-2
SSIM | 343E-2 2.08E-1 2.83E-1 2.82E-1 2.66E-1 3.26E-1 3.55E-1 4.07E-1
FID 185.20 110.41 111.65 109.41 112.08 111.42 105.79 107.68
UNIPC MSE 2.40E-1 5.12E-4 3.63E-4 534E-4 8.85E-4 1.63E-3 3.46E-3 6.46E-3
SSIM | 297E-4 9.88E-1 992E-1 9.92E-1 9.92E-1 9.88E-1 9.80E-1 9.70E-1
FID 185.20 110.41 111.65 109.41 112.08 111.42 105.79 107.68
DPM. 02 MSE 2.40E-1 5.12E-4 3.63E-4 5.34E-4 8.85E-4 1.63E-3 3.46E-3 6.46E-3
SSIM | 297E-4 9.88E-1 992E-1 9.92E-1 9.92E-1 9.88E-1 9.80E-1 9.70E-1
FID 185.20 110.41 111.65 109.41 112.08 111.42 105.79 107.68
DPM. O3 MSE 2.40E-1 5.12E-4 3.63E-4 534E-4 8.85E-4 1.63E-3 3.46E-3 6.46E-3
SSIM | 297E-4 9.88E-1 9.92E-1 9.92E-1 9.92E-1 9.88E-1 9.80E-1 9.70E-1
FID 185.20 110.41 111.65 109.41 112.08 111.42 105.79 107.68
DPM++. 02 MSE 2.40E-1 5.12E-4 3.63E-4 534E-4 8.85E-4 1.63E-3 3.46E-3 6.46E-3
SSIM | 297E-4 9.88E-1 9.92E-1 9.92E-1 9.92E-1 9.88E-1 9.80E-1 9.70E-1
FID 185.20 110.41 111.65 109.41 112.08 111.42 105.79 107.68
DPM++. O3 MSE 2.40E-1 5.12E-4 3.63E-4 534E-4 8.85E-4 1.63E-3 3.46E-3 6.46E-3
SSIM | 2.97E-4 9.88E-1 9.92E-1 9.92E-1 992E-1 9.88E-1 9.80E-1 9.70E-1
FID 185.20 110.41 111.65 109.41 112.08 111.42 105.79 107.68
DEIS MSE 2.40E-1 5.12E-4 3.63E-4 534E-4 8.85E-4 1.63E-3 3.46E-3 6.46E-3
SSIM | 297E-4 9.88E-1 9.92E-1 9.92E-1 9.92E-1 9.88E-1 9.80E-1 9.70E-1
FID 177.35 112.35 111.44 77.27 41.78 77.43 101.54 102.53
PNDM MSE 240E-1 4.60E-4 9.89E-5 7.03E-5 3.09E-5 2.03E-5 7.09E-6 6.13E-6
SSIM | 1.79E-4 997E-1 9.99E-1 9.98E-1 998E-1 9.99E-1 1.00E+0 1.00E+0
FID 177.35 112.35 111.44 109.32 110.74 109.52 101.54 102.53
HEUN MSE 2.40E-1 4.60E-4 9.89E-5 239E-5 1.41E-5 1.33E-5 7.09E-6 6.13E-6
SSIM | 1.79E-4 9.97E-1 9.99E-1 9.99E-1 9.99E-1 1.00E+0 1.00E+0 1.00E+0
FID 177.35 112.35 111.44 109.32 110.74 109.52 101.54 102.53
LMSD MSE 2.40E-1 4.60E-4 9.89E-5 239E-5 1.41E-5 1.33E-5 7.09E-6 6.13E-6
SSIM | 1.79E-4 997E-1 9.99E-1 9.99E-1 9.99E-1 1.00E+0 1.00E+0 1.00E+0
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Table 30: DDPM performs on Blur, Line, Box, and Box with CIFAR10 Dataset, trigger: Stop Sign,

and target: Shoe.

PR. 0% 10% 20% 30% 50% 70% 90%
Sampler Metric
LPIPS | 3.25E-1 2.78E-1 2.77E-1 2.68E-1 2.56E-1 2.55E-1 2.59E-1
UNIPC, Blur MSE 297E-1 3.58E-3 1.31E-3 1.61E-3 4.90E-4 1.99E-4 8.39E-5
SSIM | 5.66E-2 9.85E-1 994E-1 9.93E-1 9.97E-1 9.99E-1 9.99E-1
LPIPS | 3.19E-1 2.78E-1 2.82E-1 2.76E-1 2.66E-1 2.65E-1 2.58E-1
UNIPC, Line MSE 3.03E-1 3.78E-3 2.83E-3 3.29E-3 1.27E-3 3.37E-4 6.92E-5
SSIM | 4.61E-2 9.85E-1 9.89E-1 9.87E-1 9.95E-1 9.98E-1 9.99E-1
LPIPS | 3.10E-1 2.87E-1 2.85E-1 2.85E-1 2.70E-1 2.63E-1 2.63E-1
UNIPC, Box MSE 3.34E-1 2.15E-2 3.17E-2 347E-2 3.29E-2 193E-2 1.11E-2
SSIM | 1.05E-2 9.10E-1 8.76E-1 8.56E-1 8.67E-1 9.19E-1 9.51E-1
LPIPS | 3.25E-1 2.79E-1 2.70E-1 2.65E-1 2.57E-1 2.55E-1 2.57E-1
DPM. O2, Blur MSE 297E-1 2098E-3 1.52E-3 1.82E-3 5.58E-4 293E-4 1.37E-4
SSIM | 5.66E-2 9.87E-1 9093E-1 991E-1 9.97E-1 9098E-1 9.99E-1
LPIPS | 3.19E-1 2.88E-1 2.80E-1 2.73E-1 2.67E-1 2.63E-1 2.60E-1
DPM. O2, Line MSE 3.03E-1 3.02E-3 3.25E-3 3.19E-3 1.39E-3 3.21E-4 197E-4
SSIM | 4.61E-2 9.87E-1 9.87E-1 9.88E-1 9.94E-1 998E-1 9.99E-1
LPIPS | 3.10E-1 291E-1 2.87E-1 2.83E-1 2.71E-1 2.59E-1 2.67E-1
DPM. 02, Box MSE 3.34E-1 2.07E-2 3.24E-2 345E-2 3.60E-2 2.14E-2 1.04E-2
SSIM | 1.05E-2 9.14E-1 8.74E-1 8.57E-1 8.53E-1 9.11E-1 9.50E-1
LPIPS | 3.25E-1 2.78E-1 2.76E-1 2.68E-1 2.59E-1 2.52E-1 2.54E-1
DPM++. 02, Blur MSE 297E-1 3.56E-3 1.52E-3 1.85E-3 4.64E-4 5.16E-4 4.34E-6
SSIM | 5.66E-2 9.84E-1 9093E-1 9.92E-1 9.98E-1 997E-1 1.00E+0
LPIPS | 3.19E-1 2.87E-1 2.76E-1 2.73E-1 2.67E-1 2.61E-1 2.57E-1
DPM++. 02, Line MSE 3.03E-1 3.55E-3 4.38E-3 4.30E-3 1.68E-3 4.40E-4 9.60E-5
SSIM | 4.61E-2 9.85E-1 9.83E-1 9.83E-1 9.93E-1 998E-1 9.99E-1
LPIPS | 3.10E-1 2.87E-1 2.85E-1 2.79E-1 2.74E-1 2.65E-1 2.64E-1
DPM++. 02, Box MSE 3.34E-1 244E-2 340E-2 3.12E-2 3.79E-2 197E-2 1.08E-2
SSIM | 1.05E-2 8.98E-1 8.72E-1 8.66E-1 845E-1 9.15E-1 9.49E-1
LPIPS | 3.25E-1 2.81E-1 276E-1 272E-1 2.60E-1 2.51E-1 2.50E-1
DEIS, Blur MSE 297E-1 2.87E-3 1.34E-3 2096E-3 2.02E-4 3.58E-4 1.61E-4
SSIM | 5.66E-2 9.87E-1 994E-1 9.88E-1 9.98E-1 9098E-1 9.99E-1
LPIPS | 3.19E-1 2.82E-1 2.77E-1 2.776E-1 2.71E-1 2.58E-1 2.61E-1
DEIS, Line MSE 3.03E-1 3.54E-3 2.50E-3 3.31E-3 1.29E-3 257E-4 5.03E-6
SSIM | 4.61E-2 9.85E-1 9.90E-1 9.86E-1 9.95E-1 9.98E-1 1.00E+0
LPIPS | 3.10E-1 2.84E-1 2.85E-1 2.81E-1 2.70E-1 2.61E-1 2.67E-1
DEIS, Box MSE 3.34E-1 2.26E-2 3.26E-2 349E-2 346E-2 205E-2 1.03E-2
SSIM | 1.05E-2 9.07E-1 8.74E-1 8.52E-1 8.59E-1 9.15E-1 9.54E-1
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Table 31: DDPM performs on Blur, Line, Box, and Box with CIFAR10 Dataset, trigger: Stop Sign,

and target: Hat.

PR. 0% 10% 20% 30% 50% 70% 90%
Sampler Metric
LPIPS | 3.25E-1 2.72E-1 2.66E-1 2.63E-1 2.53E-1 2.39E-1 245E-1
UNIPC, Blur MSE 2.85E-1 1.25E-2 1.63E-3 2.09E-3 3.59E-4 1.01E-3 6.57E-4
SSIM 2.98E-2 9.52E-1 9093E-1 991E-1 9.98E-1 9.95E-1 9.96E-1
LPIPS | 3.19E-1 2.73E-1 2.69E-1 2.65E-1 2.54E-1 241E-1 245E-1
UNIPC, Line MSE 2.83E-1 1.56E-2 2.33E-3 2.71E-3 1.11E-3 8.63E-4 1.23E-3
SSIM 2.13E-2 9.42E-1 990E-1 9.89E-1 9.95E-1 9.96E-1 9.94E-1
LPIPS | 3.10E-1 2.87E-1 2.79E-1 2.79E-1 2.65E-1 2.51E-1 2.52E-1
UNIPC, Box MSE 3.04E-1 3.63E-2 2.16E-2 143E-2 497E-3 3.31E-3 6.02E-3
SSIM | -1.37E-3 8.76E-1 9.23E-1 947E-1 9.81E-1 9.87E-1 9.76E-1
LPIPS | 3.25E-1 2.73E-1 2.71E-1 2.60E-1 2.55E-1 241E-1 2.37E-1
DPM. 02, Blur MSE 2.85E-1 1.16E-2 1.52E-3 1.58E-3 8.13E-4 1.07E-3 7.07E-4
SSIM 2.98E-2 9.58E-1 9093E-1 9.93E-1 9.96E-1 995E-1 9097E-1
LPIPS | 3.19E-1 2.76E-1 2.68E-1 2.63E-1 2.57E-1 242E-1 245E-1
DPM. O2, Line MSE 2.83E-1 1.43E-2 228E-3 1.84E-3 1.03E-3 1.13E-3 2.68E-3
SSIM 2.13E-2 946E-1 9091E-1 9.92E-1 9.95E-1 9.94E-1 9.89E-1
LPIPS | 3.10E-1 2.86E-1 2.76E-1 2.77E-1 2.65E-1 2.54E-1 2.52E-1
DPM. 02, Box MSE 3.04E-1 3.83E-2 2.15E-2 1.40E-2 3.26E-3 3.50E-3 141E-3
SSIM | -1.37E-3 8.67E-1 9.23E-1 948E-1 9.87E-1 9.86E-1 9.93E-1
LPIPS | 3.25E-1 2.71E-1 2.65E-1 2.62E-1 2.59E-1 2.39E-1 245E-1
DPM++. 02, Blur MSE 2.85E-1 1.16E-2 1.46E-3 1.77E-3 7.03E-4 9.69E-4 4.74E-4
SSIM 2.98E-2 9.56E-1 9.94E-1 9.92E-1 9.96E-1 9.95E-1 9.98E-I
LPIPS | 3.19E-1 2.68E-1 2.72E-1 2.62E-1 2.52E-1 2.39E-1 241E-1
DPM++. 02, Line MSE 2.83E-1 1.65E-2 1.57E-3 1.78E-3 1.38E-4 8.54E-4 2.20E-3
SSIM 2.13E-2 938E-1 9.92E-1 9.92E-1 9.99E-1 9.96E-1 9.90E-1
LPIPS | 3.10E-1 2.85E-1 2.79E-1 2.72E-1 2.67E-1 2.52E-1 2.53E-1
DPM++. 02, Box MSE 3.04E-1 4.04E-2 2.17E-2 1.31E-2 4.82E-3 4.04E-3 6.23E-3
SSIM | -1.37E-3 8.62E-1 9.22E-1 9.52E-1 9.81E-1 9.84E-1 9.73E-1
LPIPS | 3.25E-1 2.69E-1 2.71E-1 2.66E-1 2.55E-1 243E-1 246E-1
DEIS, Blur MSE 2.85E-1 1.11E-2 1.20E-3 1.85E-3 9.45E-4 5.66E-4 4.59E-4
SSIM 298E-2 9.59E-1 994E-1 9093E-1 9.95E-1 9.97E-1 9.97E-1
LPIPS | 3.19E-1 2.73E-1 2.66E-1 2.59E-1 2.53E-1 243E-1 241E-1
DEIS, Line MSE 2.83E-1 1.39E-2 292E-3 224E-3 5.60E-4 1.29E-3 1.98E-3
SSIM 2.13E-2 949E-1 9.88E-1 9.91E-1 9.97E-1 9.94E-1 9.90E-1
LPIPS | 3.10E-1 2.84E-1 2.79E-1 2.72E-1 2.65E-1 2.53E-1 2.44E-1
DEIS, Box MSE 3.04E-1 4.07E-2 2.16E-2 1.16E-2 4.20E-3 3.75E-3 5.07E-3
SSIM | -1.37E-3 8.62E-1 9.23E-1 9.57E-1 9.83E-1 9.85E-1 9.79E-1
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Table 32: BadDiffusion and VillanDiffusion on CIFAR10 Dataset with sampler: DDIM and trigger:

Stop Sign
\ Trigger \ Stop Sign
\ Target \ Hat \ No Shift
|  PoisonRate | 20% \ 50% \ 20% 50%
Correction Term Bad Villan Bad Villan Bad Villan Bad Villan
DDIM n Metric
FID 10.83 10.49 11.68 10.94 10.75 10.66 11.76 11.09
0.0 MSE 2.36E-1  3.89E-5 | 2.35E-1 2.49E-06 | 1.28E-1 6.70E-4 | 1.26E-1 3.72E-6
SSIM | 5.81E-03 1.00E+0 | 7.52E-03 1.00E+0 | 5.06E-02 9.92E-1 | 6.04E-02 9.99E-1
FID 10.47 9.84 12.04 10.31 10.42 10.06 11.34 10.58
0.2 MSE 2.36E-1  3.53E-6 | 2.35E-1 2.41E-06 | 1.32E-1 5.82E-6 | 1.29E-1 4.27E-6
SSIM | 5.71E-3 1.00E+0 | 7.53E-3  1.00E+0 | 4.11E-2 1.00E+0 | 4.96E-2  9.99E-1
FID 13.61 10.91 19.07 11.66 13.04 11.17 17.32 11.68
0.4 MSE 2.37E-1  2.57E-3 | 2.37E-1  5.34E-4 | 1.39E-1 1.57E-4 | 1.37E-1 1.21E-4
SSIM | 4.33E-3 9.85E-1 | 5.94E-3 9.97E-1 1.97E-2  998E-1 | 244E-2 9.80E-1
FID 19.96 12.16 25.61 13.02 15.26 12.36 21.03 13.10
0.6 MSE 2.39E-1 8.67E-2 | 2.39E-1  5.54E-2 1.46E-1 4.02E-2 | 145E-1 4.97E-2
SSIM | 1.44E-03 5.14E-1 | 2.00E-3  6.88E-1 393E-3  6.07E-1 | 4.70E-3 5.28E-1
FID 25.18 13.85 25.97 14.76 16.28 14.07 19.32 14.75
0.8 MSE 240E-1  1.79E-1 | 2.40E-1 1.69E-1 148E-1 1.07E-1 | 148E-1 1.13E-1
SSIM | 2.29E4 6.96E-2 | 1.15E-3 1.02E-1 | 7.87E-4 8.61E-2 | 1.12E-3  6.69E-2
FID 26.62 18.16 24.23 18.88 19.00 18.42 20.74 18.95
1.0 MSE 1.86E-2  1.46E-1 | 7.74E-4 1.48E-1 2.14E-2  9.35E-2 | 222E-5 9.48E-2
SSIM | 9.17E-1 5.84E-2 | 9.96E-1 5.56E-2 | 8.10E-1 9.64E-2 | 1.00E+0 9.49E-2
Table 33: BadDiffusion and VillanDiffusion on CIFAR10 Dataset with ODE samplers and trigger:
Stop Sign
\ Trigger \ Stop Sign \
\ Target \ Hat \ No Shift \
\ Poison Rate \ 20% \ 50% \ 20% \ 50% \
Correction Term Bad Villan Bad Villan Bad Villan Bad Villan
Samplers Metric
FID 9.06 8.75 9.71 9.21 9.06 8.81 9.70 9.35
UniPC MSE 2.35E-1 9.96E-5 | 2.34E-1 9.55E-5 | 1.31E-1 2.80E-4 | 1.28E-1 4.82E-5
SSIM | 598E-3 9.96E-1 | 7.92E-3 9.96E-1 | 4.26E-2 9.69E-1 | 5.16E-2 9.84E-1
FID 9.06 8.75 9.71 9.21 9.06 8.81 9.70 9.35
DPM-Solver MSE 2.35E-1 9.96E-5 | 2.34E-1 9.55E-5 | 1.31E-1 2.80E-4 | 1.28E-1 4.82E-5
SSIM | 598E-3 9.96E-1 | 7.92E-3 9.96E-1 | 4.26E-2 9.69E-1 | 5.16E-2 9.84E-1
FID 10.83 10.49 11.68 10.94 10.75 10.66 11.76 11.09
DDIM MSE 2.36E-1 3.89E-5 | 2.35E-1 249E-6 | 1.28E-1 6.70E-4 | 1.26E-1 3.72E-6
SSIM | 5.81E-3 1.00E+0 | 7.52E-3 1.00E+0 | 5.06E-2 9.92E-1 | 6.04E-2 9.99E-1
FID 7.30 7.04 7.72 7.28 7.14 7.16 7.69 7.42
PNDM MSE 2.36E-1 7.22E-5 | 2.35E-1 3.27E-5 | 1.31E-1 4.75E-4 | 1.28E-1 3.17E-5
SSIM | 5.65E-3 997E-1 | 7.38E-3 9.98E-1 | 4.38E-2 9.75E-1 | 5.30E-2 9.83E-1
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