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A Experimental Setup

MNIST. We use the CNN model from Madry et al. [24] and train for 10 epochs with Adam and a
learning rate of 103 reduced to 10~* after 5 epochs (batch size of 100). To accelerate convergence,
we train against a weaker adversary in the first epoch (with 1/3 of the perturbation budget). For
training, we use PGD with 40 iterations for /., and 100 iterations for ¢; and ¢5. For rotation-
translations, we use the attack from [10] that picks the worst of 10 random rotation-translations.

CIFAR10. We use the same wide ResNet model as [24]. We train for 80k steps of gradient descent
with batch size 128 (205 epochs). When using the “avg” strategy for wide ResNet models, we had to
halve the batch size to avoid overflowing the GPU’s memory. We accordingly doubled the number of
training steps and learning rate schedule. We use a learning rate of 0.1 decayed by a factor 10 after
40k and 60k steps, a momentum of 0.9, and weight decay of 0.0002. Except for the RT attack, we
use standard data augmentation with random padding, cropping and horizontal flipping (see [10] for
details). We extract 1,000 points from the CIFAR1O0 test as a validation set for early-stopping.

For training, we use PGD with 10 iterations for ¢, and 20 iterations for ;. 4 For rotation-translations,
we also use the attack from [10] that trains on the worst of 10 randomly chosen rotation-translations.

B Performance of the Sparse /;-Descent Attack

In Figure 2, we compare the performance of our new Sparse ¢1-Descent Attack (SLIDE) for different
choices of gradient sparsity. We also compare to the standard PGD attack with the steepest-descent
update rule, as well as a recent attack proposed in [19] that adapts the Frank-Wolfe optimization
algorithm for finding ¢;-bounded adversarial examples. As we explained in Section 3, we expect our
attack to outperform PGD as the steepest-descent vector is too sparse in the ¢;-case, and we indeed
observe a significant improvement by choosing denser updates.

The subpar performance of the Frank-Wolfe algorithm is also intriguing. We believe it is due to the
attack’s linearly decreasing step-size (the k' iteration has a step-size of O(1/k), see [19] for details).
While this choice is appropriate for optimizing convex functions, in the non-convex case it overly
emphasizes the first steps of the attack, which intuitively should increase the likelihood of landing in
a local minima.

Loss
-
f=)

1

@0
w0
S ,
51 = =98% = steepest 0 -_
44 q=99% Frank-Wolfe m =85% == q=95% === steepest
m— =99.5% q=90% == q=99% Frank-Wolfe

3 T T T T T . T T — T T T T —T
10 50 100 200 500 1000 20 50 100 200 500

PGD steps (k) PGD steps (k)

Figure 2: Performance of the Sparse /;-Descent Attack on MNIST (left) and CIFAR10 (right)
for different choices of descent directions. We run the attack for up to 1,000 steps and plot the
evolution of the cross-entropy loss, for an undefended model. We vary the sparsity of the gradient
updates (controlled by the parameter ¢), and compare to the standard PGD attack that uses the steepest
descent vector, as well as the Frank-Wolfe ¢ -attack from [19]. For appropriate g, our attack vastly
outperforms PGD and Frank-Wolfe.

*Our new attack £, -attack, described in Section 3, has a parameter ¢ to controls the sparsity of the gradient
updates. When leaving this parameter constant during training, the model overfits and fails to achieve general
robustness. To resolve this issue, we sample ¢ € [80%, 99.5%)] at random for each attack during training. We
also found that 10 iterations were insufficient to get a strong attack and thus increased the iteration count to 20.
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C Breakdown of /,-Attacks on Adversarially Trained Models

Tables 4 and 5 below give a more detailed breakdown of each model’s accuracy against each ¢, attack
we considered. For each model and attack, we evaluate the attack on 1,000 test points and report
the accuracy. For each individual perturbation type (i.e., ¢, £1, ¢2), we further report the accuracy
obtained by choosing the worst attack for each input. Finally, we report the accuracy against the

union of all attacks (1 — R™) as well as the average accuracy across perturbation types (1 — Ro%).

Table 4: Breakdown of all attacks on MNIST models. For ¢.,, we use PGD and the Boundary
Attack++ (BAPP) [7]. For ¢, we use our new Sparse ¢1-Descent Attack (SLIDE), EAD [8] and the
Pointwise Attack (PA) [30]. For ¢35, we use PGD, C&W [6] and the Boundary Attack (BA) [3].

loo 21 12
Model Acc. PGD BAPP All/., SLIDE EAD PA All/; PGD C&W BA Alll, 1—Ryy 1-— Rz;‘%
Nat 99.4 0.0 13.0 0.0 13.0 18.8 72.1 124 11.0 104 31.0 8.5 0.0 7.0
Advee 99.1 091.1 98.5 91.1 669 584 15.0 12.1  78.1 784 14.0 11.3 6.8 38.2
Adv, 98.9 0.0 435 0.0 78.6 81.0 916 785 53.0 520 69.7 50.6 0.0 43.0
Advs 98.5 04 78.5 0.4 704 69.3 89.7 680 747 745 817 71.8 0.4 46.7
Adva, 973 767 98.0 76.7 663 624 686 539 777 723 64.6 583 49.9 63.0
Advmax 972 717 98.5 71.7 72.1 70.0 696 626 757 71.8 59.7 56.0 52.4 63.4
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Table 5: Breakdown of all attacks on CIFAR10 models. For /., we use PGD. For /1, we use our
new Sparse ¢1-descent attack (SLIDE), EAD [8] and the Pointwise Attack (PA) [30].

loo I
Model Acc. PGD All{,, SLIDE EAD PA All4; 1—Rpy 1-— 'Rz;%
Nat 95.7 0.0 0.0 02 00 296 0.0 0.0 0.0
Adve, 920 71.0 71.0 194 17.6 527 164 16.4 44.9
Advy 90.8 534 53.4 66.6 66.6 847  66.2 53.1 60.0
Advae 91.1 64.1 64.1 61.1 615 81.7 60.8 59.4 62.5
Advimax 912 65.7 65.7 63.1 630 834 625 61.1 64.1

D Gradient Masking as a Consequence of /. -Robustness on MNIST.

Multiple works have reported on a curious phenomenon that affects the /.,-adversarially trained
model of Madry et al. [24] on MNIST. This model achieves strong robustness to the £, attacks it
was trained on, as one would expect. Yet, on other £,-norms (e.g., £1 [8, 30] and {5 [22, 30]), its
robustness is no better—or even worse—than for an undefended model. Some authors have referred
to this effect as overfitting, a somewhat unfair assessment of the work of [24], as their model actually
achieves exactly what it was trained to do—namely resist /,,-bounded attacks. Moreover, as our
theoretical results suggest, this trade-off may be inevitable (a similar point was made in [20]).

The more intriguing aspect of Madry et al.’s MNIST model is that, when attacked by ¢; or /o
adversaries, first-order attacks are sub-optimal. This was previously observed in [30] and in [22],
where decision-based or second-order attacks vastly outperformed gradient descent for finding ¢; or
{5 adversarial examples. Li et al. [22] argue that this effect is due to the gradients of the adversarially
trained model having much smaller magnitude than in a standard model. Yet, this fails to explain
why first-order attacks appear to be optimal in the ¢,,-norm that the model was trained against.

A natural explanation for this discrepancy follows from an inspection of the robust model’s first layer
(as done in [24]). All kernels of the model’s first convolutional layer have very small norm, except
for three kernels that have a single large weight. This reduces the convolution to a thresholding filter,
which we find to be of one of two forms: either ReLU(« - (z — 0.3)) or ReLU(« - (z — 0.7)) for
constant & > 0.5 Thus, the model’s first layer forms a piece-wise function with three distinct regimes,
depending on the value of an input pixel z;: (1) for z; € [0,0.3], the output is only influenced by the

SSpecifically, for the “secret” model of Madry et al., the three thresholding filters are approximately
ReLU(0.6 - (x — 0.3)), ReLU(1.34 - (z — 0.3)) and ReLU(0.86 - (x — 0.7)).
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Figure 3: Gradient masking in an /. -adversarially trained model on MNIST, evaluated against
{;-attacks (left) and /5-attacks (right). The model is trained against an ¢,,-PGD adversary with
€ = 0.3. For a randomly chosen data point &, we compute an adversarial perturbation rpgp using
PGD and rgF using a gradient-free attack. The left plot is for /1 -attacks with ¢ = 10 and the right plot
is for ¢5-attacks with e = 2. The plots display the loss on points of the form & := x+«-rpgp+ 3 rcE,
for a, 8 € [0, €]. The loss surface behaves like a step-function, and gradient-free attacks succeed in

finding adversarial examples where first-order methods failed.

low-weight kernels. For x; € [0.3, 1], the ReLU(« - (z — 0.3)) filters become active, and override the
signal from the low-weight kernels. For z; € [0.7, 1], the ReLU(«x - (x — 0.7)) filters are also active.

As most MNIST pixels are in {0, 1}, ¢,.-attacks operate in a regime where most perturbed pixels
are in [0, 0.3] U [0.7, 1]. The model’s large-weight ReLUs thus never transition between active and
inactive, which leads to a smooth, albeit flat loss that first-order methods navigate effectively.

For /1 and /5 attacks however, one would expect some of the ReLLUs to be flipped as the attacks can
make changes larger that 0.3 to some pixels. Yet, as most MNIST pixels are O (the digit’s background),
nearly all large-weight ReLUs start out inactive, with gradients equal to zero. A first-order adversary
thus has no information on which pixels to focus the perturbation budget on.

Decision-based attacks sidestep this issue by disregarding gradients entirely. Figure 3 shows two
examples of input points where a decision-based attack (Pointwise Attack for ¢; [30] and Boundary
Attack for ¢5 [3]) finds an adversarial example in a direction that is orthogonal to the one explored by
PGD. The loss surface exhibits sharp thresholding steps, as predicted by our analysis.

When we explicitly train against first-order ¢, or {5 adversaries (models Adv; and Adv, in Table 1,
left), the resulting model is robust (at least empirically) to ¢; or {5 attacks. Note that model Adv,
actually achieves higher robustness to /5-PGD attacks than Advs (due to gradient-masking). Thus,
the Advy model converged to a sub-optimal local minima of its first-order adversarial training
procedure (i.e., learning the same thresholding mechanism as Adv., would yield lower loss). Yet,
this sub-optimal local minima generalizes much better to other /5 attacks.

Models trained against £, ¢1 and ¢5 attacks (i.e., Adv,; and Advy,y) in Table 1, left) also learn to
use thresholding to achieve robustness to /., attacks, while masking gradients for /1 and /5 attacks.
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E Examples of Affine Combinations of Perturbations

In Figure 4, we display examples of /1, ¢, and rotation-translation attacks on MNIST and CIFAR10,
as well as affine attacks that interpolate between two attack types.

ﬂﬂlﬂlll.ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ
e ] ] ) o e e e

' d B ) e e ) ) B B B
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Figure 4: Adversarial examples for /.., /; and rotation-translation (RT) attacks, and affine
combinations thereof. The first column in each subplot shows clean images. The following five
images in each row linearly interpolate between two attack types, as described in Section 2.5. Images
marked in red are mis-classified by a model trained against both types of perturbations. Note that
there are examples for which combining a rotation-translation and /., -attack is stronger than either
perturbation type individually.

F Proof of Theorem 1 (Robustness trade-off between /., and /;- norms)

Our proof follows a similar structure to the proof of Theorem 2.1 in [39], although the analysis is
slightly simplified in our case as we are comparing two perturbation models, an ¢.,-bounded one and
an /;-bounded one, that are essentially orthogonal to each other. With a perturbation of size ¢ = 21,
the ¢..-bounded noise can “flip” the distribution of the features 1, ..., x4 to reflect the opposite
label, and thus destroy any information that a classifier might extract from those features. On the
other side, an ¢;-bounded perturbation with ¢ = 2 can flip the distribution of xy. By sacrificing some
features, a classifier can thus achieve some robustness to either /., or #1 noise, but never to both
simultaneously.

Fory € {—1,+1}, let G¥ be the distribution over feature zy conditioned on the value of y. Similarly,
let HY be the conditional distribution over features 1, . .., z4. Consider the following perturbations:
Too = [0, —2yn, ..., —2yn| has small {,-norm, and r; = [—2x0,0,...,0] has small ¢;-norm. The
{+, perturbation can change HY to H ™Y, while the ¢; perturbation can change GY to G~Y.

Let f(x) be any classifier from R*! to {—1, +1} and define:

Pr== m~(g£)1r,ﬂ—1)[f(w) =t = w~(g1—31r,H+1)[f(x) =+

The accuracy of f against the 7., perturbation is given by:

1
Prlf(z + 7o) =y] =Prly = +1] - p4— +Prly = 1] - (1 —p—4) = 5 - (L4 pr— —p—4).
Similarly, the accuracy of f against the r; perturbation is:
1
Prif(z+r)=y] =Prly=+1] -p_y +Prly=-1]- (1 =ps-) = 5 - (L +p-4 —p+-) .

Combining these, we get Pr[f(x + 7o) = y] + Pr[f(z +7r1) =y] = 1.

As 7 and 7y are two specific /.- and /1-bounded perturbations, the above is an upper-bound on the
accuracy that f achieves against worst-case perturbation within the prescribed noise models, which
concludes the proof.

O
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G Proof of Theorem 2 (Robustness trade-off between /., and spatial
perturbations)

The proof of this theorem follows a similar blueprint to the proof of Theorem 1. Recall that an ¢,
perturbation with € = 27 can flip the distribution of the features x1, . . . , x,, to reflect an opposite label
y. The tricky part of the proof is to show that a small rotation or translation can flip the distribution
of x( to the opposite label, without affecting the marginal distribution of the other features too much.

Recall that we model rotations and translations as picking a permutation 7 from some fixed set I/
of permutations over the indices in @, with the constraint that feature zy be moved to at most N
different positions for all 7 € II.

We again define GY as the distribution of x( conditioned on y, and HY for the distribution of
Z1,...,Tq. We know that a small /. -perturbation can transform HY into H~Y. Our goal is to
show that a rotation-translation adversary can change (GY, HY) into a distribution that is very close
to (G7Y,HY). The result of the theorem then follows by arguing that no binary classifier f can
distinguish, with high accuracy, between /. -perturbed examples with label y and rotated examples
with label —y (and vice versa).

We first describe our proof idea at a high level. We define an intermediate “hybrid” distribution ZY
where all d + 1 features are i.i.d N(yn, 1) (that is, zo now has the same distribution as the other
weakly-correlated features). The main step in the proof is to show that for samples from either
(GY,HY) or (G~Y,HY), a random rotation-translation yields a distribution that is very close (in total
variation) to ZY. From this, we then show that there exists an adversary that applies two rotations or
translations in a row, to first transform samples from (G¥, H¥) into samples close to Z¥, and then
transform those samples into ones that are close to (G~Y, HY).

We will need a standard version of the Berry-Esseen theorem, stated hereafter for completeness.

Theorem 5 (Berry-Esseen [2]). Let X1, ..., X, be independent random variables with E[X;] = p,,
E[X?] = 02 > 0, and E[| X;|?] = pi < oo, where the i;,0; and p; are constants independent of n.
Let S, = X1 + --- + X, with F,,(z) the CDF of S,, and ®(x) the CDF of the standard normal

distribution. Then,
Fulx) - @ (x —ElS:] ) | 0/ .

su
& Var [Sy,]

z€R

For distributions P, Q, let Aty (P, Q) denote their total-variation distance. The below lemma is the
main technical result we need, and bounds the total variation between a multivariate Gaussian P and
a special mixture of multivariate Gaussians Q.

Lemma 6. For k > 1, let P be a k-dimensional Gaussians with mean pp = [Ap,...,Ap| and
identity covariance. For all i € [k], let Q; be a multivariate Gaussian with mean p; and diagonal

- Ag ifi=] 02 ifi=j
covariance X; where (p:); {)\ p otherwise " (Z)6a) 1 otherwise
Define Q as a mixture distribution of the Qi, ..., Qy with probabilities 1/k. Assuming that
Ap, A\q, 0@ are constants independent of k, we have Ay (P, Q) = O(l/\/E)

Proof. © Let p(x) and g(zx) denote, respectively, the pdfs of P and Q. Note that ¢(x) =
Zle %q,;(:c), where ¢; () is the pdf of Q;. We first compute:

. e*%(mfui)Tzi_l(w*Mi)

k
1
)= X T

e—3@—pp)" (@—pp) 1 - —3t(:)
- GoF kol 2
Q =1
_ m k U Ze E i
Q =1

®We thank Tosif Pinelis for his help with this proof (https://mathoverflow.net/questions/325409/).
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where
t(ai) = (05" = 1)z7 — (2A0qog” — 2Xp)wi + (\G05° — M%) - 3)
Thus we have that

1 k
—3t(zs)
5 g e 2 <1.
k~JQ P

The total-variation distance between P and Q is then Ary (P, Q) = p; — po, where

q(x) <p(x) =

P1 :Pr[Sk<kUé] 9 D2 :Pr[Tk<kO’é] ’ (4)

k
Sk = Z UZ ) Tk = Sk—l + Vk 3 Ul = eiét(Zi) ) V’n = e*%t(Wn) )
i=1

and the Z; ~ N'(Ap,1), W, ~ N(Ag, 0622) and all the Z; and W,, are mutually independent.

It is easy to verify that E[U;] = o¢,, Var[U;] = O(1), E[U}] = O(1), E[W,] = O(1), Var[W,,] =
O(1), E[W2] = O(1). Then, applying the Berry-Esseen theorem, we get:

pr=Pr[Sk <k-0] :@(0)+0<\}E) :;+O(\}E> ;
p2=Pr[Tx <k-03) @(W) +O(\/1E> @(0(\%)) +O<\}E)
1 1
-3+0(5) -
And thus,
Arv(P,Q) =p1 —ps = O(1/Vk) . 5)

O

We now define a rotation-translation adversary .A with a budget of N. It samples a random permutation
from the set IT of permutations that switch position 0 with a position in [0, N — 1] and leave all other
positions fixed (note that |IT| = N). Let A(GY, HY) denote the distribution resulting from applying
Ato (GY,HY) and define A(G Y, HY) similarly. Recall that Z¥ is a hybrid distribution which has
all features distributed as A/(yn, 1).

Claim 7. Az (A(GY,HY), 2Y) = O(1/V/'N) and Ay (A(G™Y,HY), Z2Y) = O(1/v/N)

Proof. For the first N features, samples output by A follow exactly the distribution Q from
Lemma (6), for k = N and A\p = y -1, g = y,ag2 = o~ 2. Note that in this case, the distri-
bution P has each feature distributed as in ZY. Thus, Lemma (6) tells us that the distribution of
the first N features is the same as in ZY, up to a total-variation distance of O(1/v/N). As fea-
tures xy ..., xq are unaffected by A and thus remain distributed as in ZY, we conclude that the
total-variation distance between .A’s outputs and Z¥ is O(1/v/N).

The proof for A(G~Y, HY) is similar, except that we apply Lemma (6) with Ag = —y. O

Let Z¥ be the true distribution A(G™Y,HY), which we have shown to be close to ZY. Consider the

following “inverse” adversary .A~1. This adversary samples z ~ ZY and returns 7 (z),form € II,
with probability

1 figmvaun (T (2)

| f2.(2) ’
where f(g-v 3v) and fz, are the probability density functions for (G~%, H") and for Zv.
Claim 8. A~ is a RT adversary with budget N that transforms ZY into (GY,HY).
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Proof. Note that A~! always applies the inverse of a perturbation in I. So feature x gets sent to at
most IV positions when perturbed by A1,

Let Z be a random variable distributed as Z¥ and let h be the density function of the distribution
obtained by applying A~! to Z. We compute:

Z fz,(n(x)) - Pr[A™" picks permutation 7 | Z = ()]
well
L fg-vpw(m(m”
=N fs v(@)
7;7 2@ f2(w () Z;, iy fiomren @

= fig-vun)(T)
so applying A~ to Z¥ does yield the distribution (G, HY). O

We can now finally define our main rotation-translation adversary, .A*. The adversary first applies .A
to samples from (GY,HY), and then applies A~" to the resulting samples from Z¥.

Claim 9. The adversary A* is a rotation-translation adversary with budget N. Moreover,

Ary (A*(GY, HY), (GY,HY)) = O(1/VN).

Proof. The adversary A* first switches o with some random position in [0, N — 1] by applying .A.
Then, A~! either switches x back into its original position or leaves it untouched. Thus, A* always
moves x into one of N positions. The total-variation bound follows by the triangular inequality:

Ay (A7(GY, HY), (G, HY))
= Aqy (A7HAGY HY)), (G, HY))
< Apy (A7H(2Y),(G7Y,HY)) + Ary (29, A(GY, HY))
< Ay (ATH(EY), (G0 H)) + Ay (27,(G70 HY) ) + Ary (27, AGY, 1Y)

0 O(l/\/ﬁ) O(l/\/ﬁ)
= 0(1/VN).
O
To conclude the proof, we define:
p+_ - azN(glflerfl)[f(w) = +1] ? p_+ = wN(glflr,’HJrl)[f(x) = +1] )
p_i = p_ = P = +1].
Pr= o Pr U@ = pe= Pro (@)= 4]
Then,
. 1 1 1. 1 -
Pr{f (@ + 7oc) = ] + Prlf(A"(@)) = 9] = 5ps— + 3(1 = pos) + 5hs + 5 (1~ Fi-)
1 . 1 -
=1+ (p4— —P4—) + 3 (p—+ —DP—+)
<1-0(1/VN).
O

G.1 Numerical Estimates for the Robustness Trade-off in Theorem 2

While the robustness trade-off we proved in Theorem 2 is asymptotic in N (the budget of the RT
adversary), we can provide tight numerical estimates for this trade-off for concrete parameter settings:

Remark 10. Let d > 200, o = 2 and N = 49 (e.g., translations by 43 pixels). Then, there exists a
classifier with Ruay(f; Seo) < 10%, as well as a (distinct) classifier with Raay (f; Srr) < 10%. Yet,
any single classifier satisfies R.35 (f; Soo, Srr) 2 0.425.
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We first show the existence of classifiers with R,qy < 10% for the given £, and RT attacks.

Let f(x) = sign(zp) and let r = [—ye, 0, . . ., 0] be the worst-case perturbation with ||r| < e. Recall
that € = 21 = 4//d. We have

Prlf(z +7) # y] = Pr[N(1,1/4) — 4/vd < 0} <Pr [N(1 — 4/V/200,1/4) < 0] < 8% .
Thus, f achieves R,qy < 10% against the £, -perturbations.

Let g(x) = sign(Z?: ~ Ti) be a classifier that ignores all feature positions that a RT adversary A
may affect. We have

Prlg(A(z)) # y] = Prlg(z) # y] =Pr[N ((d = N +1) -n,d = N +1) < (]
< Pr[N(wd —48/Vd,1) < 0} <5%.

Thus, g achieves R,qy < 10% against RT perturbations.

We upper-bound the adversarial risk that any classifier must incur against both attacks by numerically
estimating the total-variation distance between the distributions induced by the RT and /., adversaries
for inputs of opposing labels y. Specifically, we generate 100,000 samples from the distributions
Gt G and HT! as defined in the proof of Theorem 2, and obtain an estimate of the total-variation
distance in Lemma (9). For this, we numerically estimate p; and py as defined in Equation (4).

H Proof of Claim 3 (Affine combinations of /,- perturbations do not affect
linear models)

Let

maxw!r = Umax, and min wlr = Vin -

reSy rESy

Let Sy := S, U S,. Note that any r € Sypine 18 of the form 7y + (1 — 8)r, for 8 € [0, 1]. Moreover,
we have ry € S, C Sy and ry € S; C Sy. Thus,

max w'r = Umax, and min w'r = vy -
7€ Satfine 7€ Saffine

Let h(z) = wx + b, so that f(x) = sign(h(x)). Then, we get

%r [37 € Saffine : fx+71) # Y] = !

5 I;Dr [3r € Satfine wlr < —h(zx) |y = +1]
_|_

1
3 %r [Hr € Soffine : Wl > hiz) |y = —1}

g

1
I [Umin < —h(z) |y = +1] + 5%1" [Vmax > h(x) | y = —1]

N~ N~

9 9

r[3r € Sy:w'r < —h(z) |y =+1]

1
iPDr[ETGSU:wTr>h(w)|y:fl]

:%r[EIrESU:f(sc—i—?‘);éy] .

+

I Affine combinations of /,- perturbations can affect non-linear models

In Section 2.5, we showed that for linear models, robustness to a union of £,-perturbations implies
robustness to an affine adversary that interpolates between perturbation types. We show that this need
not be the case when the model is non-linear. In particular, we can show that for the distribution
D introduced in Section 2, non-linearity is necessary to achieve robustness to a union of ¢, and
{1 -perturbations (with different parameter settings than for Theorem 1), but that at the same time,
robustness to affine combinations of these perturbations is unattainable by any model.
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Theorem 11. Consider the distribution D with d > 200, a = 2 and pg = 1 — (—2). Let S be

the set of {w,-bounded perturbation with € = (3/2)n = 3/+/d and let S be the set of {1-bounded
perturbations with € = 3. Define Sy as in Section 2.5. Then, there exists a non-linear classifier g
that achieves R (g; Soo, S1) < 35%. Yet, for all classifiers f we have Raa(f; Sagine) > 50%.

adv

Proof. We first prove that no classifier can achieve accuracy above 50% (which is achieved by the
constant classifier) against Sygne. The proof is very similar to the one of Theorem 1.

Let 3 = 2/3, so the affine attacker gets to compose an /.,-budget of 2/+/d and an ¢;-budget of 1.
Specifically, for a point (x,y) ~ D, the affine adversary will apply the perturbation
2 2
—Y—=y .., —Y—=| = |—T0, —YN, ..., — .
NG y \/E} (=20, —yn yn
Let G20 be the following distribution:

r = [—xo,

u.a.r

y 1,41}, 20=0, 21,...,24 2 N(0,1) .
Note that in G%°, x is independent of 3 so no classifier can achieve more than 50% accuracy on G%-°.
Yet, note that the affine adversary’s perturbation 7 transforms any (z,y) ~ D into (x,y) ~ G*°.

We now show that there exists a classifier that achieves non-trivial robustness against the set of
perturbations S, U Sy, i.e., the union of £,,-noise with e = 3/ V/d and ¢;-noise with ¢ = 3. Note
that by Claim 3, this classifier must be non-linear. We define

d
f(x) = sign (3 - sign(zg) + Z % . :m) .

The reader might notice that f(x) closely resembles the Bayes optimal classifier for D (which would
be a linear classifier). The non-linearity in f comes from the sign function applied to xg. Intuitively,
this limits the damage caused by the ¢;-noise, as sign(xy) cannot change by more than +2 under
any perturbation of x¢. This forces the ¢; perturbation budget to be “wasted” on the other features
x1,...,2xq, which are very robust to £; attacks.

As a warm-up, we compute the classifier’s natural accuracy on D. For (z,y) ~ D, let X =
Y- Z?:l % - z; be a random variable. Recall that = 2/+/d. Note that X is distributed as

Ay 1)—i2w<2 1) —ipv(“ 4) — N(4,4)
y P \/3 y777 - — \/E \/a7 - — d7 d - I .
Recall that zy = y with probability pg = 1 — &(—2) = 0.977. We get:
d
P;r[f(w) =y] = P;r [y (3 - sign(xo) + ; % xl> > 01
:%r[xozy}-I;r[S-y-sign(xo)+X>O\xozy]
+Prlro # y] - Pr{3 -y - sign(wo) + X > 0 [0 # y]
=p-Pr3+N(4,4) > 0]+ (1 —p)-Pr[-34+N(4,4) > 0] = 99% .

We now consider an adversary that picks either an ¢.,-perturbation with ¢ = 3/ Vd or an ;-

perturbation with e = 3. It will suffice to consider the case where xyp = y. Note that
the ¢ classifier cannot meaningfully perturb z(, and the best perturbation is always ro, =
[0, —y3/Vd, ..., —y3/+/d]. Moreover, the best /1 -bounded perturbation is 7, = [—2y, —y,0,...,0].

We have f(z + 1) = sign(y - (3 + X —6)) and f(x + 1) = sign(y - (=3 + X — 2/V/d)). We
now lower-bound the classifier’s accuracy under the union Sy : = S, U S7 of these two perturbation
models:

Prif(z +7) = y,¥r € Su] > Prlzo = y] - Pr(f(z + ) = y,Vr € Sy [ 2o = ]
>p-Pr [(3+X—6>0)A(—3+X—2/\/&)>o)}
—p Pr [N(4,4) >3+2/Vd| >65% (ford > 200) .
O
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J Proof of Theorem 4 (Affine combinations of /.- and spatial perturbations
can affect linear models)

Note that our definition of affine perturbation allows for a different weighting parameter 3 to be
chosen for each input. Thus, the adversary that selects perturbations from Sy is at least as powerful
as the one that selects perturbations from S,, U Sgr. All we need to show to complete the proof is
that there exists some input  that the affine adversary can perturb, while the adversary limited to the
union of spatial and ¢, perturbations cannot.

Without loss of generality, assume that the RT adversary picks a permutation that switches zy with a
position in [0, N — 1], and leaves all other indices untouched. The main idea is that for any input
x where the RT adversary moves xg to position j < N — 1, the RT adversary with budget NV is no
more powerful than one with budget j + 1. The affine adversary can thus limit its rotation-translation
budget and use the remaining budget on an extra ¢, perturbation.

We now construct an input « such that: (1)  cannot be successfully attacked by an RT adversary
(with budget ) or by an /-adversary (with budget €); (2) « can be attacked by an affine adversary.

Without loss of generality, assume that wy = min{wy, ..., wy_1}, i.e., among all the features that
x( can be switched with, x; has the smallest weight. Let y = +1, and let 21, ..., xn_1 be chosen
such that argmin{x1,...,zy_1} = 1. We set
€-||lw
o el
wWo — W1
Moreover, set x, . . . , x4 such that

wiz+b=11 ¢ |w|, .
Note that constructing such an x is always possible as we assumed wy > w; > 0 forall 1 < i < d.

We now have an input (x,y) that has non-zero support under D. Let r be a perturbation with
7|l < e Wehave:

whiz+r)+b>wiz+b—e-|w|, =01 ¢ |w|, >0,
so f(wT(z + r) + b) =y, i.e., x cannot be attacked by any e-bounded £ -perturbation.
Define &; as the input & with features zy and z; switched, for some 0 < i < N. Then,
wlad; +b=wlax +b— (wo —w;) - (zo — x5)
>wle4+b— (wy—w) - (zg — x1)
=wlz+b—c-||wl|, =01 € |w|, >0.

Thus, the RT adversary cannot change the sign of f(x) either. This means that an adversary that
chooses from S, U Sgr cannot successfully perturb .

Now, consider the affine adversary, with 8 = 2/N that first applies an RT perturbation with budget

% - N = 2 (i.e., the adversary can only flip zy with x1), followed by an /. -perturbation with budget

(1— %) -e. Specifically, the adversary flips 2 and z1 and then adds noise 7 = —(1— £ ) -¢-sign(w).
Let this adversarial example by &,gin.. We have

R 2
wTwafﬁne +b= wTw"_b_ (wO _wl) : (1’0 —151) - (1 B N) e Hw”l

2
L el = e ul, - (123 ) e ull,

Il
|
N
o
©
|
2w
——
-
&
=

<0
Thus, f(Zamne) = —1 # y, so the affine adversary is strictly stronger that the adversary that is
restricted to RT or £, perturbations. [
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